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Overview

Net-centric Enterprise Solutionsfor Interoperability (NESI) isajoint effort between the U.S.
Navy’s Program Executive Office for C4l & Space and the U.S. Air Force's Electronic Systems
Center. It provides implementation guidance that facilitates the design, development,
maintenance, evolution, and use of information systems for the Net-Centric Operations and
Warfare (NCOW) environment. NESI has also been provided to other Department of Defense
(DoD) services and agencies for potential adoption.

The NESI Implementation guidance applies to all phases of the acquisition process as defined in
references (a) and (b). NESI comprises six parts, each focusing on a specific area of guidance.
NES Part 1. Net-centric Overview describes each part in detail.

NESI provides guidance on software devel opment best practices, and examples for developing
Net-Centric software. It is aligned with the design principles of reference (0). NESI isnot a
replacement for references (h), (m), or (n).

The overall goal isto provide common, cross-service guidance in measurable terms for the
program managers and devel opers over the lifecycle of net-centric solutions. The objective is not
to replace or repeat existing standards or guidance, but to organize, clarify, and reconcile
conflicting mandates around the acquisition process..

NESI subsumes a number of references and directives:. in particular, the Air Force C2 Enterprise
Technical Reference Architecture (C2ERA)[1] and the Navy Reusable Applications Integration
and Development Standards (RAPIDS) Initial authority for NESI is per the Memorandum of
Agreement between Commander, Space and Naval Warfare Systems (SPAWAR), PEO C4l &
Space, and the United States Air Force Electronic Systems Center, dated 22 December 2003,
Subject: Cooperation Agreement for Net-Centric Solutions for Interoperability (NESI).

In addition to references (a) through (q), Navy PEO C4l has mandated a software maintenance
policy for its programs that requires the use of NES Part 3: Net-Centric Migration Guidance.

NESI isintended to help programs comply with the DoD Net-Centric directives, instructions, and
other guidance documentation (listed as references (a) through (q)). This guidance will continue
to evolve as direction and our understanding of the requirements of net-centricity evolve. NES|
will be updated to reflect changes to the guiding documents and new regulations.

[1] Air Force C2 Enterprise Technical Reference Architecture, v3.0-14, 1 December 2003.

[2] RAPIDS Reusable Application Integration and Development Standards, Navy PEO C4l & Space, December 2003
(DRAFT V1.5), https://nesi.spawar.navy.mil.

[3] Software Maintenance Policy, Department of the Navy, Navy PEO C4l & Space, 14 June 2004.



NESI Part 5: Net-Centric Developer's Guide

Releasability statement

This document has been cleared for public release by competent authority in accordance with
DoD Directive 5230.9 and is granted Distribution Statement A: Approved for public release;
distribution is unlimited. Y ou may obtain electronic copies at https://nesi.hanscom.af.mil or
https:.//nesi.spawar .navy.mil.
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Vendor neutrality

The NESI documentation sometimes refers to specific vendors and their products in the context
of examples and lists. However, NESI is vendor-neutral. Mentioning a vendor or product is not
intended as an endorsement, nor is alack of mention intended as alack of endorsement.

Code examplestypically use open-source products, since NESI is built on the open-source
philosophy. Since NES| accepts contributions from multiple sources, the examples aso tend to
reflect whatever tools the contributor was using or knew best. However, the products described
are not necessarily the best choice for every circumstance. Y ou are encouraged to analyze your
specific project requirements and choose your tools accordingly. Thereis no need to obtain, or
ask your contractors to obtain, the open-source tools that appear as examplesin this guide.
Similarly, any lists of products or vendors are intended only as references or starting points, and
not as alist of recommended or mandated options.



NESI Part 5: Net-Centric Developer's Guide

Disclaimer

Every effort has been made to make this documentation as complete and accurate as possible. It is
expected that the documentation will be updated frequently, and will not always immediately
reflect the latest technology or guidance.
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Contributions and comments

NESI is an open-source project that will involve the entire development community. Anyoneis
welcome to contribute comments, corrections, or relevant knowledge to the guides. For Navy
contributions, send email to nesi@spawar.navy.mil. For Air Force contributions, send email to
nesi @hanscom.af.mil.
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Open-source site

The Navy has established an open-source site to support community involvement. It islocated at
https://nesi.spawar.navy.mil. This evolved from the Navy RAPIDS initiative. Use this site for
collaborative software development across distributed teams.
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NESI development guidance

This developer’ s guide provides chief engineers and software devel opers with detailed
implementation guidance for applications, services, and data. This effort leverages current best
practices from the software devel opment community to enable the DoD to create net-centric,
extensible, scalable enterprise applications. The goa isto modernize and improve the
development of Net-Centric applications and services as critical warfighter capabilities.

Software devel opers can choose to use published applications via interfaces and services or build
applications and services that interface with the infrastructure. Any application that must
interoperate in the DoD Net-Centric enterprise should be built and maintained in accordance with
the standards, policies, and processes within this guide.

The tactics described in this document are designed to:

«  Permit independent paces of development and change on each side of the enterprise,
reducing risk and impacts of changesto application developers.

- Implement connection strategies that extend the life and reach of legacy applications
while legacy application developers restructure their systems.
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Documentation structure

This document provides devel opers with detailed software devel opment guidance, best coding
practices, lessons learned, and code samples. It isintended as areference, not adocument to be
read cover to cover.

The contents follow this basic structure;

e Overview: Describesthe topic in terms suitable for the entire NES| audience, and lists
future topics that may be covered in that area

« Guidance: Lists contractual statements relating to the topic.

+ Bedt practices: Contains lessons learned from industry and the DoD, design patterns,
code snippets, and configuration examples; developers can augment their efforts by
leveraging and reusing this information

« Examples: Provides code samples that illustrate the guidance and best practices. For a
statement about the choice of tools, see the Vendor neutrality disclaimer.

» Glossary: Definesjargon and terms used in a specific sense.

» References: Lists of books, web sites, and other sources of information that may assist
the planning or development effort.

Program managers and chief engineers will find the overview and guidance sections hel pful
while:

« Directing their programs and activities to build systems. Use thisinformation in
combination with NES Part 2: Net-Centric ASD (NII) Checklist Guidance and NES Part
4: Net-Centric Node Design Guidance.

» Reviewing Statements of Work. (Developers may also use the information for this
purpose.)

» Reviewing deliverables for compliance.

« Migrating legacy systems to the net-centric environment. Use thisinformation in
combination with NES Part 3: Net-Centric Migration Guidance.

10



Technical guidance and tactics

This section contains guidance on the following topics:

High-level guidance

Interface design

Future guidance will include:

Design patter ns and examples: Recommended patterns and implementations

Developer’s Toolkit creation: Toolkit containing a jumpstart/quick start guide,
developer’ s guide, sample code, automated test drivers and certification tools, and access
to open-source sites.

Enterprise Checklist: Overview of actions prior to enterprise deployment.
Error handling: Error management processes and guidelines.
I nterface management: Public interface management processes and guidelines.

L ogging management: Logging and auditing processes and guidelines.

Note that this guidance may be moved to other sections of the NESI documentation, as
appropriate.

11
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High-level guidance

This section lists high-level guidance for developing Net-Centric software. The remainder of this
document provides more detailed guidance on specific topics. Adhering to the guidance in this
document will minimize impacts to programs and help manage change.

» Publish and insulate public interfaces
« Implement a component-based architecture

e Automate the software build process

Publish and insulate public interfaces
This section lists high-level guidance for implementing public interfaces.

Guidance
» Define public interfacesin aformal standard. [G1001]

«  Separate public interfaces from the implementation of an application to control change
between evolving applications and the evolving enterprise. [G1002]

»  Separate the contents of application libraries that are to be shared from libraries that are
to be used internally. [G1003]

« Make public interfaces backward-compatible within the constraints of a published
deprecation policy. [G1004]

»  Separate infrastructure capabilities from mission functions. [G1005]

«  Ensure that applications use open, standardized, vendor-neutral API(s). [G1007]
- Isolate platform-specific interfaces and vendor dependencies. [G1008]

»  Use open-standards logging frameworks. [G1010]

« Insulate public interfaces from compile-time dependencies. [G1022]

Implement a component-based architecture

A component-based architecture (CBA) is:

" An architecture process that enables the design of enterprise solutions using
pre-manufactured components. The focus of the architecture may be a specific
project or the entire enterprise. This architecture provides a plan of what needs
to be built and an overview of what has been built already.” Succeeding with
Component-Based Architecture

CBA represents a shift from the traditional, custom-devel opment-oriented,"design, code, and
test” approach that has been used throughout the DoD in the past to a more business-oriented
"architect, acquire, and assemble" approach.

The custom-devel opment approach has been successful in building many systems. However the
integration, evolution, reuse and cost of these systems have presented a problem. Consequently,
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these custom-devel oped systems have been |abeled as archaic stovepipes that can not plug-and-
play with other systems.

CBA promises benefits such as shorter time to market, lower risk, and modular and adaptive
systems.

The core of CBA is components. Consequently the term component needs to be defined. The
following guidance statements capture the essence of components.
Guidance

«  All components must be independently deployable. [G1011]

«  Components should expose functionality through a set of services. [G1012]

«  Components should be externally configurable. [G1217]

Automate the software build process

A software build process interfaces with source control, compiles code, creates executables, runs
unit tests, packages and deploys, and generates documentation. An automated software build
process is a necessary part of every software development project and ensures the software will
be built in the same manner each time.
Guidance
Use a build tool that: [G1190]

e Supports operation in an automated mode. [G1218]

» Checksout files from configuration control. [G1219]

«  Compiles source code and dependencies that have been modified. [G1220]

e Createslibraries or archives after all required compiles are complete. [G1221]

»  Creates executables. [G1222]

« Iscapable of running unit tests. [G1223]

« Cleansout intermediate files that can be regenerated. [G1224]

e Isindependent of any Integrated Development Environment. [G1225]

Best practices
« All application developers should use the ANT build tool to build, package, and deploy
J2EE applications. [BP1075]
References
e ANT - http://ant.apache.org/
»  J2EE - http://java.sun.comvj2ee/
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The middle tier provides process management services such as process devel opment, monitoring,
and resourcing, that are shared by multiple applications.

Tier Architecture
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Future guidance will include:

Application collabor ation/M ediation framework: Also known as backend integration
application communication.

Application concurrency control: Concurrency and locking strategies and guidelines
for applications required to operate in a multi-user environment. Transactional strategies
for operations with other servicesin the enterprise.

Application server guidelines: Sybase application server topics, transactions, and data
access guidelines.

Connection strategies: Applications written in or using Fortran, Ada, C/C++, Cold
Fusion, Java, J2EE, Microsoft Office, and .NET.

CORBA: Real-time topics, cross-vendor interoperability issues, enterprise connection
strategies, and Software Communication Architecture (SCA) issues.

Design patterns and examples: Recommended patterns and i mplementations.
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Microsoft component model: .NET, COM/DCOM,COM+, security, and data-access
guidelines.

Microsoft Office: Connector strategies to and from the enterprise.
Middlewar e guidelines: Guidelines on developing connectors to and from the enterprise.
Other application server operations: JBoss, Orion, Sybase EAServer.

Security guidelines. Authentication schemes, secure coding practices, digital certificates,
digital signatures, firewall polices, protection mechanisms, and SSL.

Transactional strategies. For operations with other services in the enterprise.
Web services: UDDI operations and taxonomies.

Note that this guidance may be moved to other sections of the NESI documentation, as
appropriate.

The middle tier provides process management services such as process development, monitoring,
and resourcing, that are shared by multiple applications.

Tier Architecture
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Future guidance will include:
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Application collaboration/M ediation framework: Also known as backend integration
application communication.

Application concurrency control: Concurrency and locking strategies and guidelines
for applications required to operate in a multi-user environment. Transactional strategies
for operations with other servicesin the enterprise.
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Application server guidelines: Sybase application server topics, transactions, and data
access guidelines.

Connection strategies. Applications written in or using Fortran, Ada, C/C++, Cold
Fusion, Java, J2EE, Microsoft Office, and .NET.

CORBA: Real-time topics, cross-vendor interoperability issues, enterprise connection
strategies, and Software Communication Architecture (SCA) issues.

Design patterns and examples: Recommended patterns and i mplementations.

Microsoft component model: .NET, COM/DCOM,COM+, security, and data-access
guidelines.

Microsoft Office: Connector strategiesto and from the enterprise.
Middlewar e guidelines: Guidelines on developing connectors to and from the enterprise.
Other application server operations: JBoss, Orion, Sybase EAServer.

Security guidelines. Authentication schemes, secure coding practices, digital certificates,
digital signatures, firewall polices, protection mechanisms, and SSL.

Transactional strategies: For operations with other services in the enterprise.

Web services. UDDI operations and taxonomies.

Note that this guidance may be moved to other sections of the NESI documentation, as
appropriate.
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J2EE environment

In the J2EE environment there are multiple deployment descriptors that correspond to the type of
modules being deployed. The deployment descriptors are contained in the enterprise archive file
(EAR). A deployment descriptor isan XML filethat isinside an archive. It describes the contents
of the archive and explicit instructions on how the application server’s J2EE-compliant container
needs to be configured to run the application.

JIEE Applicatian Sever

Weh Cantainers EJB Camners

'

BMI JNDIL JTA, JDEC, JMS

E ]

Persicient
Saurces

The table below shows the J2EE standard deployment descriptor files and the specific
applications to which they apply. See http://java.sun.com/dtd/ for details of each XML file.

Component or Scope Deployment Packaging
Application descriptors archives
Web application J2EE web.xml . war
Enterprise bean JEE g b-jar.xml .jar
Resource adapter J2EE raxml .rar
Enterprise JEE application.xml EAR
application

Client application J2EE application-

client.xml
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In the J2EE environment, packaging and deployment is done using an archive file. An archivefile
is a self-contained module that contains all of an application's Java-classfiles, static files, and
deployment descriptor files. Archivefiles are created using ajar utility.

The format for a deployment descriptor is defined in both the EJB specification and the servlet
specification. The Sun standards are defined at the following locations:

J2EE environment applications http: //java.sun.conVproducts/ejb/docs.html

Non-J2EE or standard web http: //java.sun.com/products/serviet/downl oad.html
applications

Note: Some vendors have extensions to these guidelines or have specific descriptors for their
products. Refer to the vendor's site for these details. For example, the WebL ogic BEA
Application Server descriptors are available at http://e-
docs.bea.com/wls/docs70/webapp/WebLogic _xml.html.

Guidance

«  Document the use of non-J2EE-defined deployment descriptors, and explain how the
deployment descriptors are used. [G1078]

e J2EE applications should isolate application configuration data values into the
deployment descriptor.[G1079]

o Defineall external resources using a separate resource-ref element for each
resource. [G1200]

o Define configuration data such as environment variables, parameters, and
properties using resource-env-ref elements. [G1201]

Best practices

»  When deploying a new application to a WebL ogic application server (e.g., ear, war, rar),
do not edit the WebL ogic startup file to add application-specific information. Thisfileis
used for server startup only and should not contain application-specific logic. The system
administrator must approve and coordinate all updatesto thisfile. [BP1076]

« Do not edit the config.xml file manually. The config.xml file is the persistent store used
by the WebL ogic server to store runtime configuration parameters. Instead, use the
WebL ogic management console to configure the WebL ogic server. Any edits done
through the management console will be written to config.xml. [BP1077]

Examples

Environment entries

Bean environment values are defined in the deployment descriptor using the env-entry element.
Use J2EE provider utilities to modify these values during or after deployment.

<env-entry>
<env- ent ry- nanme>m nQueueBuf f er </ env- entry- nane>
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<env-entry-type>java.l ang. | nteger</env-entry-type>
<env-entry-val ue>12</ env-entry-val ue>
</env-entry>
<env-entry>
<env- ent ry- name>maxQeueBuf f er </ env- entry- nanme>
<env-entry-type>java.l ang. | nteger</env-entry-type>
<env-entry-val ue>120</ env-entry-val ue>
</env-entry>

A bean can access the environment entries with asimilar code to the following:

Initial Context initial Context

= new I nitial Context();
Cont ext nyenv

= initial Context.|ookup

( "java:conp/env" );

I nt eger m nQueueBuf fer

= (I nteger) nyenv.| ookup("m nQueueBuffer ");
I nt eger nmaxQueueBuf fer

= (I nteger) nyenv.| ookup("maxQueueBuffer ");

Resource references

Use resource references to define and use environment entries. By default, theinitial J2EE
environment context is java:comp/env/. Consequently, it is best to classify all resourcesinto
subcontexts of the default. For example, classify all JDBC definitions using the default context
with ajdbc subcontext appended to it. For example:

j ava: conp/ env/ j dbc
In the standard depl oynment descriptor, the declaration of a resource
reference to a JDBC connection factory is:
<resource-ref>
<res-ref-name>j dbc/ JTMDS</ r es-r ef - name>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>Cont ai ner </ r es- aut h>
</resource-ref>

And the bean accesses the data source as in the following:

Initial Context initial Context
= new Initial Context();
Dat aSour ce dat aSour ce
= initial Context.| ookup
( "java:conp/env/jdbc/ITMDS" );

Resource environment references

The resource-env-ref describes administered objects, as opposed to objects that are better
maintained programmatically. Administered objects help define objects that are likely to change
between implementations: for example, JM S or database implementations. It is best to administer
these abjects along with other administrative tasks that vary from provider to provider and not
within the application. This makes the code more portable.

<resource-env-ref>
<r esour ce- env-ref - nane>j ns/ Connect i onFact ory</resour ce-env-r ef -
name>
<resource-env-ref-type>javax.j ns. Queue</resource-env-ref-type>
</resource-env-ref>

The code to access the administered object follows:
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Initial Context initial Context
= new Initial Context();

Connecti onFactory connecti onFactory = (Connecti onFactory)
ctx. | ookup("j ms/ Connecti onFactory");

Example deployment descriptors

ejb-jar.xml
<ej b-jar>
<enterpri se-beans>
<sessi on>

<ej b- nane>Test d i ent </ ej b- nanme>
<hone>Test d i ent Hone</ home>
<renot e>Test O i ent </ r envt e>
<ej b- cl ass>MyLogi cBean</ ej b-cl ass>
<sessi on-type>St at el ess</ sessi on-type>
<transacti on-type>Cont ai ner</transaction-type>
</ sessi on>
</ enterprise-beans>

</éj5-jar>
web.xml

/* Descriptor for Application naned: HelloWwrld.jsp */
MyWebApp/  (public directory)
Hel l oWorl d.j sp
VAEB- | NF/
Web. xmi
C asses/ myBean
<?xm version="1. 0" encodi ng="UTF-8""?>
<web- app>
<di spl ay- name>Hel | oWor | dJSP</ di spl ay- nane>
<servl et >
<servl et - nane>Hel | oWbr | d</ ser vl et - nanme>
<di spl ay- nane>Hel | oWbr | d</ di spl ay- nanme>
<jsp-file>Hellowrld.jsp</jsp-file>
</servlet>
<sessi on-confi g>
<sessi on-ti neout >30</ sessi on-ti neout >
</ sessi on-confi g>
<ej b-ref>
<ej b-ref - name>ej b/ hel | oej b</ ej b-r ef - nane>
<ej b-ref-type>Sessi on</ej b-ref-type>
<hone>Hel | oHone</ hone>
<r enot e>Hel | o</ r enot e>
</ ejb-ref>
</ web- app>
Cont act . cl ass

References

e J2EE - http://java.sun.comvj2ee/
« EJB - http://java.sun.conVproducts/ejb/

21



NESI Part 5: Net-Centric Developer's Guide

e jar - http://java.sun.com/devel oper/Books/javaprogramming/JAR/

« .war - http://java.sun.comywebservices/docs/1.0/tutorial/doc/\WebApp3.html
e .ear - http://java.sun.convj2ee/tutorial/l_3-fcs/doc/Overviewd.html

« .rar - http://java.sun.comj2ee/tutorial/1_3-fcs/doc/Connector 2.html

A web serviceis an application that existsin a distributed environment, such as the I nternet. A
web service accepts arequest, performs its function based on the request, and returns a response.
The request and the response can be part of the same operation, or they can occur separately, in
which case the consumer does not need to wait for aresponse. Both the request and the response
usually take the form of XML, use a portable data-interchange format called SOAP, and are
delivered over awire protocol, suchasHTTP.

Web services can reside on top of existing legacy applications and expose services to the net. The
web services architecture illustrated bel ow implements the service-oriented architecture pattern.
For more information on design patterns, see Web Service Patterns. Java Edition by Paul B.
Monday.

Liocate Puhlish
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Web service models

Web services have traditionally been used to connect people to services. However, as the web-
service infrastructure has matured, a new model has emerged, the service-to-service model.

Traditional model

In aclassic web service, arequest is usually made to aweb service using a browser. The request
is submitted to the web service using HTTP or HTTPS over the Internet or an intranet. The web
service processes the request and returns an HTML page that can be displayed in a browser.
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HTTP/HTTPS

A classic web service has the following characteristics:
«  Web page appears via a browser
« ConnectionisviaTCP/IP
e TransportisHTTP/HTTPS
+ MessageformatisHTML

Service-to-service model

Application servers used to be responsible for providing machine-to-machine services. Now web
servers can handle similar work. The web server can pass arequest as an XML payload
embedded in a TCP/IP and HTTP request, process the data, and respond. The responseis
typically in the form of an HTML web page or an XML payload that a client application can use.

HrTPHTTPS

Responsea in
HTML

M achine-to-machine web services have the following characteristics:
«  Two independent applications
»  Two independent servers
« ConnectionisviaTCP/IP
» TransportisHTTP (port 80)
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Message format is XML payload in SOAP format

Key characteristics

Some key characteristics of web services are:

24

High-overhead interactions; may be too heavy for some applications
Loosely coupled collaborators (e.g., client/server)

Multiple layers of parsing, marshalling, and unmarshalling
Non-standard content

Standard interaction protocol

No support for services such as messaging and security

Infant technology

No support for pass-by-reference
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Guidance

« WSDL files used to describe web services must be validated. [G1087]

« Useisolation design patterns such as facade, proxy, or adapter to isolate the application
from the connection and manipulation of SOAP messages. [G1088]

« Do not hard-code aweb service' s endpoint. [G1090]
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Examples

Navy operational example: Exposing web services for
METOC

The following figure shows a simplified example of the architecture, illustratinga METOC
metcast application that uses SOAP as a proxy to legacy content.
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References

«  SOAP definition - http://sbc.webopedia.com/ TERM/S/'SOAP.html

»  Web Service Definition Language (WSDL) - http://mww.w3.org/TR/wsdl

« Adapter pattern - http://c2.convcgi/wiki?Adapter Pattern

« Design patterns. Proxy - http://mwww.dofactory.cormy/Patter ns/Patter nProxy.aspx
»  Facade pattern - http://c2.com/cgi/wiki ?FacadePattern

.NET web services use ASP.NET to expose the middle tier’ s API via SOAP. .NET web services
also support the WSDL 1.1 specification and uses a WSDL document to describe it. In this case,
however, the WSDL document contains an XML namespace that uniquely identifies the web
service's endpoints. .NET provides:

+ A client-side component that lets an application invoke web service operations described
by aWSDL document.

» A server-side component that maps web service operations to COM-object method calls
as described by aWSDL and a Web Services Meta Language (WSML) file, which is
needed for Microsoft's implementation of SOAP.
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References

« For information on .NET vs. J2EE web services, see
http: //immw.webser vicesar chitect.convcontent/articles/lhanson01.asp.
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SOAP

SOAP isan XML message-based protocol. It uses HTTP to send text commands to web services
across the internet. SOAP is lighter weight and requires less programming than similar protocols
such as CORBA and DCOM. The extensible messaging framework isindependent of
programming models and other implementation-specific semantics.

The World Wide Web Consortium provides this description of SOAP:

SOAP Version 1.2 (SOAP) is a lightweight protocol intended for exchanging
structured information in a decentralized, distributed environment. It uses XML
technologies to define an extensible messaging framework providing a message
construct that can be exchanged over a variety of underlying protocols. The
framework has been designed to be independent of any particular programming
model and other implementation specific semantics.

Two magjor design goals for SOAP are simplicity and extensibility. SOAP attempts to meet these
goals by omitting distributed-system features from the messaging framework. Such features
include but are not limited to reliability, security, correlation, routing, and Message Exchange
Patterns (MEPs). Whileit is anticipated that many features will be defined, this specification
provides specifics only for two MEPs. Other features are left to be defined as extensions by other
specifications.

Key characteristics

»  SOAPIisRPC-based. It offers an XML-RPS with extensibility mechanisms; for instance,
it allows schemas to define types.

« SOAPisan XML document.

« SOAPIstext-based, providing a standard mechanism for passing through firewalls via
the HTTP ports.

«  There are many SOAP language bindings, and new ones are frequently announced.

« SOAPisawire protocol and does not have an activation mechanism. It isinherently
statel ess.

«  SOAP does not implement security.

« SOAP s case-sensitive and white-space-sensitive.
Message formats

Message styles

The W3C s WSDL 1.1 Specification identifies two message styles. Document and RPC. The
purpose of the styles determines how the content of the SOAP message body is formatted.

Document The SOAP Body contains one or more child elements called parts.
There are no SOAP formatting rules for what the SOAP Body
contains; it contains whatever the sender and the receiver agree upon.

Note: ThereisaWrapped form of this style that isrequired to
interoperate with Microsoft web services using Document style.
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There is no specification that defines this style.

RPC

RPC implies that SOAP Body contains an element with the name of
the method or remote procedure being invoked. This element in turn
contains an element for each parameter of that procedure.

Serialization formats

For applications that use serialization/deserialization to abstract away the data wire format, there
is one more choice to be made: the serialization format. The following table describes the two
most popular serialization formats today .

SOAP encoding

SOAP encoding uses a set of rules to serialize the data transferred
between the client and the server. The rules are defined in section 5 of
the WSDL 1.1 Specification. Theserules are also referred to as
“section 5 encoding.” The rules specify how to serialize objects,
structures, arrays, and object graphs and directly use the predefined
XML Schema data types. Generally, an application using SOAP
encoding should use the RPC message style.

Literal

Datais seriaized according to an independent external schema. There
are no preset rules for serializing objects, structures, and graphs, etc.
in the literal encoding style. The industry is overwhelmingly
embracing W3C XML schemas.

Note: Document style can be interpreted as either an XML string or as a W3C DOM Document
Element. Microsoft has a technique called Wrapped that encapsul ates the information being
exchanged, regardless of the style.

Structure

A SOAP message comprises three parts: an envelope, an optional header, and a required body.
The envel ope encapsul ates the other two elements. The optional header contains one or more
header elements that contain meta-information about the method calls.

=soap Envelope=

Soap Envelope

<zoap: Heade x>

Header

= zoap s Body=

< =oap: Faalt =

Body
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Envelope

isthe root of the soap request. At a minimum, it defines the SOAP namespace for SOAP
1.2. The envelope may define additional namespaces.

Header

contains auxilary information as SOAP blocks, such as authentication, routing
information, or transaction identifier. The header is optional.

Body

contains the main information in one or more SOAP blocks; for example, a SOAP block
for RPC call. The body is mandatory and it must appear after the header.

Fault

isaspecia block that indicates protocol-level error. If present, it must appear within a
Body element.

The SOAP payload is encapsulated within the SOAP envelope, which is part of the HTTP
payload. The following figure shows an HTTP payload that contains a SOAP message.

HTTF Header

SOAPA ction

Header element 1

CR/LF

S0AP-EHV Enve lope

HTTF Header

Header element n

S0APAction SOAP. el Method call
ENV:Body element
CR/LF ! et
SOA4P-EHV Enve lope ,r"'
Guidance

» Usethe document literal style for all datatransferred using SOAP where the document is
aW3 Organization’s Document Object Model (DOM). [G1082]

«  Documents transferred using SOAP should be validated by an XSD defined by the
Community of Interest (COI). [G1084]
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« Useisolation design patterns such as fagade, proxy, or adapter to isolate the application
from the connection and manipulation of SOAP messages. [G1088]

+  Web services must handle SOAP exceptions and SOAP faults. [G1093]
e UseW3C fault codesfor all SOAP faults. [G1095]

Examples

Thefollowing is an example of aweb service client requesting celestial information about a
particular location and receiving the results. Both the request and the response are made using the
WS document literal style of send and receiving XML SOAP messages.

These listings are the results of using atunnel monitoring utility called NetTool available from
the SourcelForge site http://sour cefor ge.net/projects/nettool/. The Tunnel monitoring tool
basically interjects itself between the web service client and the web service producer. The client
connects to the tunnel monitor instead of connecting directly to the producer. The tunnel tool then
displays or logs the traffic and forwards it onto the producer. The producer returns the response to
the tunnel tool monitor. The responseis also displayed or logged and forwarded back to the
client.

Without Tunnel Monitor

www. CelestialData com:80
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With Tunnel Monitor

Laocalhost: 7000 www. CelestialData comeE0

Celestial Infa
Heh Semvice

Request

POST / Docd i ent WebPr oj ect/ BeaSer ver s/ Cel esti al | nfoDocDoc. jws HTTP/ 1.0
Content - Type: text/xm; charset=utf-8

Accept: application/soap+xm, application/dinme, nultipart/rel ated,
text/*

User-Agent: Axis/1.1

Host: 192.168. 2. 8: 7003

Cache- Control: no-cache

Pragma: no-cache

SOAPAction: ""

Cont ent - Lengt h: 597

<?xm version="1.0" encodi ng="UTF-8""?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<in0
xsi :type="nsl: Docurment "
xm ns="urn: Cel esti al | nf oDocDoc"
xm ns: nsl="http://xm .apache. org/ xm - soap" >
<Docunent Request Data xm ns="">
<city>San D ego</city>
<stat eOr Provi nce>Cal i f or ni a</ st at eO Pr ovi nce>
<count r y>USA</ count ry>
<docunent Name>Cel esti al | nf oRpt </ docunent Nane>
</ Docunent Request Dat a>
</in0>
</ soapenv: Body>
</ soapenv: Envel ope>

Response

HTTP/ 1.1 200 K
Date: Fri, 10 Sep 2004 17:53:55 GMI
Pragma: no- cache
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Server: WeblLogic Server 8.1 SP3 Tue Jun 29 23:11:19 PDT 2004 404973
WebLogi ¢ Server 8.1 SP3 Tue Jun 29 23:11:19 PDT 2004 404973 VWeblLogic
Server 8.1 SP3 Tue Jun 29 23:11:19 PDT 2004 404973

Content - Lengt h: 647

Content - Type: text/xm; charset=UTF-8

Expires: Thu, 01 Jan 1970 00: 00: 00 GMI

Cache- Control : no-cache

Connection: C ose

<?xm version="1.0" encodi ng="utf-8"?7>
<SOAP- ENV: Envel ope
xm ns: SOAP- ENV="ht t p: / / schenas. xm soap. or g/ soap/ envel ope/"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schemna- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" >
<SQOAP- ENV: Body>
<ns: get Cel esti al | nfoReturn xm ns: ns="urn: Cel esti al | nf oDocDoc' >
<Cel esti al | nf oRpt >
<descri pti on>DOC- DOC: Results returned from:
RAPI DS14(192. 168. 2. 8)
</ descri ption>
<nmoonri se>2004-07-12 1:59 AM PDT</ noonri se>
<nmoonset >2004- 07-12 4:22 PM PDT</ noonset >
<sunri se>2004-07-12 5:50 AM PDT</sunri se>
<sunset >2004-07-12 7:58 PM PDT</ sunset >
</ Cel esti al I nf oRpt >
</ ns: get Cel esti al I nf oRet ur n>
</ SOAP- ENV: Body>
</ SCAP- ENV: Envel ope>

34



Middle tier

Web services

A web serviceisan application that existsin a distributed environment, such as the I nternet. A
web service accepts arequest, performs its function based on the request, and returns a response.
The request and the response can be part of the same operation, or they can occur separately, in
which case the consumer does not need to wait for aresponse. Both the request and the response
usually take the form of XML, use a portable data-interchange format called SOAP, and are
delivered over awire protocol, such asHTTP.

Web services can reside on top of existing legacy applications and expose services to the net. The
web services architecture illustrated bel ow implements the service-oriented architecture pattern.
For more information on design patterns, see Web Service Patterns. Java Edition by Paul B.
Monday.

Liocate Puhlish
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Web service models

Web services have traditionally been used to connect people to services. However, as the web-
service infrastructure has matured, a new model has emerged, the service-to-service model.

Traditional model

In aclassic web service, arequest is usually made to aweb service using a browser. The request
is submitted to the web service using HTTP or HTTPS over the Internet or an intranet. The web
service processes the request and returns an HTML page that can be displayed in a browser.
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HTTP/HTTPS

A classic web service has the following characteristics:
«  Web page appears via a browser
« ConnectionisviaTCP/IP
e TransportisHTTP/HTTPS
+ MessageformatisHTML

Service-to-service model

Application servers used to be responsible for providing machine-to-machine services. Now web
servers can handle similar work. The web server can pass arequest as an XML payload
embedded in a TCP/IP and HTTP request, process the data, and respond. The responseis
typically in the form of an HTML web page or an XML payload that a client application can use.

HIrToHITRY

HITRHTTPY
Respoanrsc in
HTML

M achine-to-machine web services have the following characteristics:
«  Two independent applications
« Two independent servers
« ConnectionisviaTCP/IP
e TransportisHTTP (port 80)

36



Middle tier

Message format is XML payload in SOAP format

Key characteristics

Some key characteristics of web services are:

High-overhead interactions; may be too heavy for some applications
Loosely coupled collaborators (e.g., client/server)

Multiple layers of parsing, marshalling, and unmarshalling
Non-standard content

Standard interaction protocol

No support for services such as messaging and security

Infant technology

No support for pass-by-reference

Guidance

WSDL files used to describe web services must be validated. [G1087]

Use isolation design patterns such as facade, proxy, or adapter to isolate the application
from the connection and manipulation of SOAP messages. [G1088]

Do not hard-code aweb service' s endpoint. [G1090]

Examples

Navy operational example: Exposing web services for METOC

The following figure shows a simplified example of the architecture, illustrating a METOC
metcast application that uses SOAP as a proxy to legacy content.
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«  SOAP definition - http://sbc.webopedia.com/ TERM/S/ SOAP.html
»  Web Service Definition Language (WSDL) - http://mww.w3.or g/ TR/wsdl
« Adapter pattern - http://c2.convcgi/wiki?Adapter Pattern
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« Design patterns: Proxy - http://www.dofactory.convPatter ns/Patter nProxy.aspx
+ Facade pattern - http://c2.com/cgi/wiki ?FacadePattern
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NET framework

Web services

.NET web services use ASP.NET to expose the middletier’s API via SOAP. .NET web services
also support the WSDL 1.1 specification and uses a WSDL document to describeit. In this case,
however, the WSDL document contains an XML namespace that uniquely identifies the web
service's endpoints. .NET provides:

» A client-side component that lets an application invoke web service operations described
by aWSDL document.

e A server-side component that maps web service operations to COM-object method calls
as described by aWSDL and a Web Services Meta Language (WSML) file, whichis
needed for Microsoft's implementation of SOAP.

References

« For information on .NET vs. J2EE web services, see
http: //www.webser vi cesar chitect.convcontent/articles/hanson0O1.asp.
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Data tier

The datatier isresponsible for storing data. It does not (should not) contain any business logic,
and handles only that processing required to access data and maintain its integrity.

Tier Architecture
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Future guidance will include:

» Databasetopics: Lessons learned from Oracle and Sybase, replication across database
vendors, and database federation concepts.

« Design patterns and examples. Recommended patterns and i mplementations.

»  Security guidelines: Authentication schemes, secure coding practices, digital certificates,
digital signatures, firewall polices, protection mechanisms, and SSL.

« XML: Coding guidelines, namespaces, XML parser usage, wrapper classes, XML
databases, and XML security guidelines like SAML.

Note that this guidance may be moved to other sections of the NESI documentation, as
appropriate.

Most modern multi-tiered systems need to collect, store, retrieve and manage persistent data. This
data persistence is the responsibility of the datatier. In essence, the data tier functionality is

accomplished with modern COTS Database Management Systems (DBM Ss) such as MySQL,
Oracle, SQL Server, or Sybase Adaptive Server Enterprise (ASE).
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Decouple databases from applications

To promote database independence, access the database only through open-standards interfaces.
The goal isto swap out data sources and/or connect to multiple data sources without affecting the
application or increasing software maintenance costs. Data-level adapters alow applications to
access data through database calls that are native to the requesting application. At this point, the
business logic can be shared with other data sources. This positions the application to move
business logic from the database to the middle tier, to support database independence.

Guidance

«  Access the database only through open-standards interfaces, to promote database
independence. [G1014]
o For Java, use JDBC . [G1211]

o For C/C++ and .NET use ODBC. [G1212]
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Database implementations

The datatier is simply arepository for persistent data. There are many ways that data can be
persisted:

e OSfile systems

e Hierarchical databases

«  Object-oriented databases
¢ Niche databases

¢ Native XML databases

» Relational databases

COTS DBM Ss are mature technical products, the capabilities of which are being continually
expanded to adapt to and accommodate new technol ogies.

-~

I ‘ Applicction

)

——

Pearsisteni
Repasitories

Guidance

« Implement the datatier using readily available COTS RDBMS products that are
standards-based and provide arich set of generic capabilities such as ad-hoc queries,
backup, recovery, and indexes. [G1132]

Modeling is an essential step in understanding the data that will comprise a system. Before
implementing a system, it isimportant to understand the basic data elements and the relationships
of the elements. The end products of data modeling can be XML schemas or RDBMS schema
definitions.
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Entity A Entity B
X Integer Q Integer
T Double A TDouble
z Boolean E EBoolean
I Diate E Diate
N wiring T | String
Entity C
D Intepger
E Daukle
F Eoolean
g Diate
H String

The following guidance applies to the data modeling phase of the datatier.
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Guidance

¢ Use standard data models developed by Communities of I nterest (COIl) asthe basis of
program or project data models. [G1141]

» Develop atwo-level database model; one level captures the conceptual or logical aspects,
and the other level captures the physical aspects. [G1144]

« The conceptual/logical data model should contain information necessary to generate a
datadictionary. [G1146]

« Domain analysis should define the constraints on input data validation. [G1147]
« The conceptual/logical model should be normalized. [G1148]
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Best practices

« Use adatabase modeling tool that supports atwo-level model (Conceptual/Logical and
Physical) and 1SO-11179 data-exchange standards. [BP1143]

«  Conceptual and logical models should be vendor-neutral whenever possible. [BP1145]
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RDBMS internals

A RDBMS isacaollection of dataitems organized as a set of formally-described tables. Y ou can
access and reassemble datain many different ways without having to reorganize the database
tables. It isimportant to ensure data quality and to access data quickly, using simple, easily
understood dynamic queries. Towards these ends, an RDBMS offers such services astriggers,
stored procedures, indices, constraints, referential integrity, efficient storage, and high
availability features.

Guidance

» Define declarative foreign keys for all relationships between tables. [G1151]

« Use stored procedures for operations that are focused on the insertion and maintenance of
data. [G1154]

» Usetriggers primarily to enforce referential integrity or data integrity and not to perform
complex businesslogic. [G1155]

Best practices

» Follow anaming convention [BP1248]

(o]

Do not use generic names for database objects such as databases, schema, users,
tables, views, or indices. [BP1249].

Use case-insensitive names for database objects such as databases, schema, users,
tables, views, and indices. [BP1250]

Separate words with underscores. [BP1251]
Do not use names longer than 30 characters. [BP1252]

Do not use the SQL:1999 reserved words as names for database objects such as
databases, schema, users, tables, views, or indices. [BP1253]

For command and control systems, use the names defined in the C2IEDM for
data exposed to the outside communities. [BP1254]

» Usesurrogate keys. [BP1255]

47



NESI Part 5: Net-Centric Developer's Guide
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o Usesurrogate keys asthe primary key. [BP1256]
o Placeaunique key constraint on the natural key fields. [BP1257]

All datathat are transferred using XML should explicitly define the encoding style.
[BP1258]

Use indexes. [BP1259]

o All tables should have a primary key defined. Thisis generally enforced viaan
underlying index. [BP1260]

o Monitor and tune indexes according to the response time during normal
operations in the production environment. [BP1261]

o Inthe case of Oracle, define indexes against the FK columns to avoid contention
and locking issues. [BP1262]

Gather storage requirements in the planning phase, and allocate twice the estimated
storage space. [BP1263]

To obtain high availability, use hardware solutions when geographic proximity permits.
[BP1264]
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XML

XML isapopular new technology that many developers are capitalizing on. For general
guidance, use one of the many XML developer’s guides available.

This section focuses on interfacing with other applications and enterprise components. It contains
the following topics:

«  Wrapping XML parsers
e Parsing XML strategies

References

« For information on XML schemas and repositories, see
http://diides.ncr.disa.mil/mdregHomePage/mdregHome.portal.

« For information on the Department of the Navy's XML policies, see
http: //quickplace.hg.navy.mil/navyxml or contact Bob Green, Office of the DON CIO,
robert.a.green2@navy.mil.

Wrapping XML parsers

Wrapping the parser promotes interoperability with other systems by reducing coupling and
minimizing the impact of enterprise change on the applications.

The enterprise will publish an API wrapper to an XML parser and an XSLT processor. All
applications using XML will use these wrapper classes. When they are available, you will be able
to download them from the NESI open-source site.

Examples

Sample wrapper class

This figure shows a sample wrapper class for an XML parser:

i mport java.io.*;
i mport org.w3c.dom *;
import java.util.*;
i mport javax.xm . parsers.?*;
public class XM.W apper
{
private Docunent docunent;
public void initialize( )
{ try
{ System setProperty
( "javax.xm . parsers. Docunent Bui | der Fact ory",
"org. apache. xer ces. j axp. Docunent Bui | der Fact oryl npl "

System set Property
( "javax.xnl .parsers. SAXPar ser Fact ory",
"org. apache. xer ces. j axp. SAXPar ser Fact oryl npl "

)
Docunent Bui | der Fact ory dbf
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= Docunent Bui | der Fact ory. newl nst ance() ;

Docurent Bui | der db = dbf. newDocunent Bui | der () ;
docunent = db. newDocunent () ;

} // End try

catch ( DOMVException donex )

{ donmex. printStackTrace();

} // End catch DOVException

catch ( Parser Configurati onException pcex )

{ pcex.printStackTrace();

} // End catch Parser Configurati onException

}//lend init

/lpublic API’s
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publ i c Node set Root Node
( String rootEl enent )

{
try
{ Node root Node = docunent.createEl enent( rootEl enent );
docunent . appendChi | d( root Node );
return root Node;
} /1 End try
catch ( DOVException donex )
{ domex. printStackTrace();
} // End catch DOVException
return null;
} // End set Root Node
public Node addChild
( Node parentNode, String el enent )
{ parent Node. appendChi | d
( docunent.createEl enent ( elenment ) );
return parent Node. get Last Chil d();
} // End addChild
public void addText Node
( Node parentNode, String el enent )
{ parent Node. appendChi | d
( docunent. creat eText Node( el enment ) );
} // End addText Node
public void addComent Node
( Node parentNode, String el enent )
{ parent Node. appendChi | d
( docunent.createConment( element ) );
} // End addConment Node
public void addComent NodeDoc
( String elenent )
{ docunent. appendChild
(docunent . creat eComment ( el enent ));
} // End addConment NodeDoc
public void addPl NodeDoc
( String target,
String val ue
)
{ docunent. appendChild
( docunent. creat eProcessinglnstruction
( target,
val ue

)
)
} // End addPI NodeDoc



public void addPl Node
( Node parent Node,
String target,
String val ue
)
{ parent Node. appendChi | d
( docunent. createProcessinglnstruction
( target,
val ue

)

)
} // End addPl Node
} // End initialize
}//end XMW apper

Sample object

This figure shows a sample object using the XML parser wrapper:

private static void buil dXM.Docunent ()
{ //build up a weat her report
XM_Creat or xm Creator = new XM.Creator();
xm Creator.initialize();
xm Cr eat or . addComent NodeDoc
( "generate xn froma soap client");
xm Cr eat or . addPl NodeDoc
("xm :styl esheet",
"type = \"text/xsl\" href = \"weather.xsl\""
);
Node weat her Node
= xm Creat or. set Root Node
( "weat her Report");
xm Cr eat or . addText Node
( xm Creator.addChild
( weat her Node,
"l ocation”
),
weat her Report [ 0]
);
xm Cr eat or . addText Node
( xm Creator.addChild
( weat her Node,
"wi nd"
),
weat her Repor t [ 1]
)
xm Cr eat or. addText Node
( xm Creator.addChild
( weat her Node,
"SkyCondi ti ons"
),
weat her Report[2] );
xm Cr eat or. addText Node
( xm Creator.addChild
( weat her Node,
"Visibility"
),

Data tier
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weat her Report[3] );
xm Cr eat or . addText Node
( xm Creator.addChild
( weat her Node,
"Tenperat ure”
),

weat her Report[4] );
xm Cr eat or. addText Node
( xm Creator.addChild
( weat her Node,
"Pressure"
),

weat her Report[5] );
xm Cr eat or. addText Node
( xm Creator.addChild
( weat her Node,
"Hum di ty"
),

weat her Report[ 6] );
xm Cr eat or. addText Node
( xm Creator.addChild
( weat her Node,
"W nd2"
),

weat her Report[7] );

weat her Doc = xmi Creat or. get Docunent () ;
}//end buil dXM.Docunent

Parsing XML strategies

Passing XML back and forth between systems imposes significant overhead. As more client-side
applications use “services,” parsing multiple XML outputs from multiple web services will
impact the performance of the client-side application.
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Best practices

e The XML document generator is responsible for validating the XML. [BP1265]
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This section contains information on the following topics:
« Discovery
e Quality of Service

Tier Architecture

Presentation ;__ Browser
Tier Application -
- - i L = —
T 57
: ;: ' ; GIS - WebCOP
Mi ldle N : .
Ter 3§
P Weh .
P s G.,, B —
R ' = !
T L] |
o
Dita InterIntranet H Datah ]
b | (=] ]

éimj”} I—..,. E Devices

Future guidance will include:

« Admin/management framework: Includes remote monitoring, remote software

upgrades, OPS, etc.: al the tools necessary to support content addition, subtraction, and

modification.

« Application instantiation/lifecycle framework: Describes how applications come and

go from the enterprise.

» Authentication schemes. Web authentication, enterprise authentication, PKI, smart
cards, Single Sign-On.

« Caertifications: SSAAsfor services, service IATOs, and ATOs.
e Connectingto enterprise and NCES components

« Design patternsand examples: Recommended patterns and implementations.
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Directory: JNDI, LDAP, Active Directory.
Enter prise management

LDAP: Using LDAP for realms, directory service replication, Active Directory
connections.

L oad balancing strategies: Server configurations to support enterprise services.

M obile code policy: Guidelines on developing mobile code within the DoD Mobile Code
policy.

OS setup/configuration: Lessons learned on various operating systems that the DoD
uSes.

Quality of Service (QoS)
Resour ce management: Load balancing, caching, and availability strategies.
Security: XML and coding standards

Security guidelines. Authentication schemes, secure coding practices, digital
certificates, digital signatures, firewall polices, protection mechanisms, and SSL.

Note that this guidance may be moved to other sections of the NES| documentation, as
appropriate.
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Discovery

This section covers:
e User registries, which are defined as directory services
»  Serviceregistries, which are defined as UDDI APIsto RDBMS

Discovery and Directory are a set of repositories and tools for accessing information about
people, components, metadata, content, and services from wherever they are, not just from a
single machine. These repositories are based on the ability to find people, content, and services
using metadata. The Discovery and Directories services perform important but distinct functions
in the architecture.

« Discovery component provides the repository for published services.

» Directory component provides the repository of information concerning people, their
roles, organizations, and associated credentials. The directory component is the
technology that supports the discovery function.

Directory

A directory is:
« A servicethat allows the search of a structured repository of information
» A specia-purpose database
« Defined by how usersinteract with it through its protocol and its APIs
¢ Usedin acontext where data are retrieved much more frequently than they are updated
« Not designed to store very large objects, but rather, very large numbers of objects
« Not arelationa database
The main differences between a directory and arelational database are:

« Directories are generally intended for environments in which there are more read and
search operations than updates.

« Directories do not support the advanced relational queries of arelational database.
« Directories do not support transactional integrity across multiple operations.
« Directories have better support for approximate match searches.
« Directories usualy have preconfigured schemas.
« Directory protocols are better suited for WAN use.
« Directories are smaller to maintain and are less expensive.
Therest of this section describes the following protocols and APIs for directories:
« LDAP: aprotocol for accessing a directory.
« JNDI: alayer ontop of LDAP that enables directories to talk to each other.
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Lightweight Directory Access Protocol (LDAP)

Lightweight Directory Access Protocol isan Internet protocol that programs use to look up
contact information from a server. LDAP was designed at the University of Michigan to adapt a
complex enterprise directory system (called X.500) to the modern Internet. A directory server
runs on a host computer on the Internet, and various client programs that understand the protocol
can log into the server and look up entries.

LDAP isahierarchical directory structure accepted through most of the industry. LDAP
directories provide arepository for lookup. Security services may also use LDAP directories.
Portals and web services use these to maintain user and organizational information, as well as
access control and cryptographic certificate information.

Example: Java JNDI to LDAP

This example shows how Java can use JNDI to search for users. To run this example:
« Instal JDK 1.4
« Install the Netscape directory server package
+ Add JDK and the Netscape package to the classpath.

To search for users with JINDI:

1. During Netscape directory server installation, note the configurations for port, username,
host, admin user name, and password, as shown in the figures below.

Directory Server 6.2 N ﬁl

Hetzcape perver information i shored in the Netzcape

. slready set up. I 20, pois should conhgure this sense:
_N_ I b anaged by the configuration serves,
i~ Configueation Diectony Server

= (%" Thas mstance will be the conliguration deectony senver |
HEtSl'.ape ™ Use ething corligurstion deacton servet
' Hoat |

< Back et > Cancal
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| Directory Server 6.2
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2. Add auser with the Netscape Directory Console.
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® iricaled & reywed Seld

o | ceece | hew ]

3. Build aJNDI client that dumps out all the user attributes. The code appears in the sample
bel ow.

4. Useaconfiguration file (properties or XML ) to store all dynamically configurable
settings. Store the following code in afile named config.properties.

i nitial ContextFactory=com sun.jndi.!|dap.LdapCt xFactory
provi derUrl =l dap:/ /| ocal host : 389

cont ext Nane=dc=spawar, dc=navy, dc=ni |

Note: Inthis example, the location of the config fileis determined through an
command line argument. In a J2EE or web environment, these configuration
properties would be addressed in a deployment descriptor.

JNDI client

i mport javax.nam ng. *;
i mport javax.nam ng.directory.*;
i mport java.util.*;
i mport java.io.*;
public class FindUser
{
public static void main(String args[])
t hrows Exception

{
if(args.length < 2)

{
Systemout. println("Usage: java FindUser <Config File> <User
Nane>") ;

System exit(0);
}
Properties configSettings = | oadConfigurationFile(args[0]);

if(configSettings == null)
{
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Systemout.printin("Failed to | oad configuration file: " +
args[0]);
Systemexit(1l);

}

Hasht abl e env = new Hasht abl e();

env. put (Cont ext. | NI TI AL_CONTEXT _FACTORY,

configSettings.getProperty("initial ContextFactory"));

env. put ( Cont ext . PROVI DER_URL,
configSettings.getProperty("providerUl"));

DirContext ctx = new Initial Di rContext(env);

SearchControls ctls = new SearchControl s();

ctls. set Sear chScope( Sear chCont rol s. SUBTREE SCOPE) ;

Nam ngEnumeration results =

ctx. search(configSettings. getProperty("contextName"),
"cn=" + args[1l], ctls);

whi | e(results. hasMre())

{
SearchResult searchResults = (SearchResult)results. next();
System out. printl n(searchResul ts. getNane());
Attributes attrs = searchResults.getAttributes();
if(attrs !'= null)

for (Nam ngEnumerati on enum = attrs.getAll(); enum hasMre();)
Attribute attrib = (Attribute)enum next();

Systemout.print(attrib.getID() + "=");
f or (Nam ngEnuneration e = attrib.getAll();e.hasMre();)

Systemout.print(e.next() + " ");
Systemout.println("");
}
}
ctx.cl ose();
}
private static Properties | oadConfigurationFile(String fil enane)
{
File configFile = new Fil e(fil enane);
if(configFile.exists() == fal se)
return null;
}
el se
{
try
{
Properties config = new Properties();
config.load(new Fil el nputStrean{configFile));
return config;
}
cat ch(Exception e)
{
return null;
}
}
}

}
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Java Naming & Directory Interface (JNDI)

The Java Naming and Directory Interface (JNDI) isan API for directory servicesin a J2EE
environment. It allows clients to discover and look up data and objects using a name. JNDI is
portable and independent of the actual implementation. Additionally, it specifies a service
provider interface (SPI) that allows directory service implementations to be plugged into the
framework. The JNDI service implementations are hidden from the user, and may make use of a

server, aflat file, or adatabase. The choiceis up to the INDI provider.

Guidance

« Connectionsto the enterprise (e.g., LDAP, INDI, JM S, databases) should use vendor-
neutral interfaces. [G1071]

» J2EE applications should isolate tailorable data values into the deployment descriptor.
[G1079]

o Defineall external resources by using a separate resource-ref element for each
resource. [G1200]

o Define configuration data such as environment variables, parameters, and
properties by using resource-env-ref elements. [G1201]

Best practices

« If using Java-based messaging (e.g., IMS), register destinationsin JNDI so message
clients can use INDI to look up these destinations. [BP1116]

Examples

/1l Create a hashtable that contains the parameters used to initialize
JNDI .

Hasht abl e cont ext Parans = new Hasht abl e();

/1 Specify the context factory to use. The context factory is provided
by the

/1 inplenentation.

cont ext Parans. put ( Context. | N Tl AL_CONTEXT_FACTORY,

"com j ni dprovi der. Cont ext Factory");

/1 The next paraneter is the URL specifying the |ocation of the JNDI
provider's data store

cont ext Par anms. put ( Cont ext. PROVI DER_URL, "http://jndi provi der-dat abase"
);

/1 Create the JNDI provider’s context.

Cont ext navyCurrent Context = new Initial Context ( contextParans );

/1 Look up the desired bean using its full nane.

nj ect reference = navyCurrent Context.lookup ( "ml.us.nnavy. NavyBean"
);

/1 Cast the located bean to the desired type.

MyBean navyBean = (NavyBean) Port abl eRenpt eCbject. narrow (

Universal Description, Discovery, and Integration (UDDI)

Universal Description, Discovery, and Integration is a service registry that defines a standard
way to publish and discover information about XML web services. The XML schemas associated
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with UDDI define four types of information that would enable a devel oper to use a published
XML web service.

For UDDI guidance, see UDDI guidance in the web services guidance section.

References

http: //docs.sun.convsour ce/816-6696-10/dirintro.html
http://raleigh.pm.org/ldap-talk.html
http: //www.gracion.convserver/whatldap.html

http: //java.sun.com/products/jndi/overview.htm
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Quality of Service (QoS)

Overview

Quality of Service (QoS) refersto a network’s ahility to provide better service to selected
network traffic. This requires sufficient network resources (computing resources, storage, buffer
space, communication bandwidth, etc.) to ensure that the selected traffic meets its requirements
for throughput, latency, jitter, and data |l oss.

Effective implementation of QoS requires the cooperation and participation of all componentsin
the network that implement traffic management and control functions. QoS traffic management
techniques include:

+ Classification

« Compression

»  Packet shaping and TCP optimization
o Prioritization

« Differentiated services

« Integrated services and policing

Differentiated and guaranteed services

The two most prevalent types of QoS services are differentiated and guaranteed services. This
section discusses QoS capability as differentiated services, priority, packet shaping,
compressions, and TCP optimization.

Guaranteed services will not be addressed at this time because RSV P will not be supported. This
is because the HAIPIS specification does not allow passing of the RSVP signaling from the red to
black side, and thusit is not available for usein the black core. Applications will not be ableto
use RSVPin this environment.

Implementations

Most QoS traffic management techniques are implemented using the information in the traffic’s
| P packet header. This could include:

« | Pv4 source and destination addresses

« |Pv4 DSCPfield (or IP-precedence field or TOS field)

» | Pv6 source and destination addresses (plus associated masks)
« IPv6traffic classfield

« IPv6 flow label field

« IPv6 next header field

The DSCP field supports differentiated services. Thisfield consists of a 6-bit value used to
determine QoS capahility. This packet value is set or marked using network components such as
packet shaper. Packet shaper provides packet marking/shaping, optimization and compression.
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Inspecting and applying predetermined rules for the handling of the packet make QoS routing
decisions.

The source and destination addresses, the |IPv4 DSCP/TOS field, | Pv6 traffic class, and the |Pv6
flow label fields are the only fields that the hosts and applications need to specify to implement
QoSin future GI G architectures. The use of the IPv6 flow label field is still under development
by the IETF. It may be used for path control.

References

« RFC 1633, "Integrated Servicesin the Internet Architecture: an Overview,” June 1994.

« RFC 2211 “Controlled-Load Network” and RFC 2212 “Guaranteed Quality of Service”
describe services that a network can provide and the mechanisms it would use.

« RFC 2386, "A Framework for QoS-Based Routing in the Internet,” August 1998.
« RFC 791. Internet Protocol Specification

« RFC 1809, “Using the Flow Label Fieldin IPv6”

« RFC 2460, “Internet Protocol, Version 6 (IPv6) Specification”

»  http://mwww.cisco.com/univer cd/cc/td/doc/cisintwk/ito_doc/qos.htm#1020563

«  http://mww.cisco.com/war p/public/732/Tech/qos/
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This section contains information on the following topics:
« Joint Tactical Radio System (JTRS)

Tier Architecture

Tier

Miildle
Ter

HEoRwEe DS

Dita Interintranet Operating Databases

Tier (S'i’ﬁj"} I___m E Devices

Future guidance will include:
« Design patternsand examples: Recommended patterns and implementations
« HAIPE
« |Pv6/I Pv4: Migrating to IPv6; IPv6 and | Pv4 coexistence.

- Softwareradio: Developer guidelines for the Joint Tactical Radio System (JTRS) and
Software Communication Architecture (SCA).

Note that this guidance may be moved to other sections of the NESI documentation, as
appropriate.
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Joint Tactical Radio System (JTRS)

This section describes the Joint Tactical Radio System (JTRS) Software Communications
Architecture (SCA).

Overview

A software-defined radio includes a transmitter in which you can alter the operating parameters of
the transmitter by changing only the software without making any hardware changes. The
operating parameters include the frequency range, modulation type, and maximum radiated or
conducted output power.

The Softwar e Communication Architecture (SCA) is acomplex specification with several
different interfaces. The diagram below shows the primary SCA interfaces. Aninterfaceisan
important concept. The interface is the only exposure of a software component to the outside
world. Components in the system can only execute the operations defined in the interface
definition.
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Primary SCA interfaces
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Member variables

Member variables are not exposed to the outside world. To explain this, consider the device
interface shown in the diagram. It provides an interface with both attributes and operations. (The
attributes are the first compartment and operations listed in the second compartment.) It is easy to
make the erroneous association of CORBA attributes to C++ member variables and CORBA
operations to C++ operations. In CORBA, both attributes and operations are operations.
Attributes have implicit set and query operations. Again using the device interface in the diagram
as an example, thel abel attribute hasimplicit operation signatures:

« label(in listString:string):void
e label(void):string.

The software component is responsible for providing the internal storage variable for the | abel
string. It is not directly available to the outside world. The CORBA interface provides the implicit
operations for changing the variable.

In contrast, the al | ocat eCapaci t y() operation of the device interface has a defined function
signature instead of the implicit signatures of attributes. Since operations have improved
exception handling capability, many programmers use only operationsin an interface definition.
However, the SCA uses both attributes and operations in some interfaces.

Resource interface

An important interface for SCA components is the resource interface. As shown in the diagram, it
inherits interfaces from four other interfaces:

. TestableObject

»  PortSupplier
« LifeCycle
e PropertySet

The resource interface is inherited by both applications and hardware devices. Because of its
importance, the example in this section will define a software component that inherits the
resource interface. It could inherit other interfaces, but this would add complexity without
providing further insight into the devel opment of SCA components.

Composition of a JTRS radio

The following diagram shows a simple JTRS radio composition. The basic concept of JTRSisto
define the Application Program Interface (APIs) of all the software elements within the radio
using the JTRS Software Communications Architecture (SCA). The APIs define the input/output
parameters of the software operations and the expected behavior.
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Composition of aJTRSradio

Hardware

As shown in the diagram, the JTRS radio has a hardware set that provides the processing,
cryptographic, and RF resources required to instantiate military waveforms. The hardware
supports an operating system which is specified in the SCA as an approximate equivalent to the
| EEE-defined POSIX PSE-52.

CORBA middleware

The CORBA middleware provides the messaging services used to interconnect software
components of applications and waveforms. CORBA utilizes TCP/I P to send messages between
components (objects) and uses the Interface Definition Language (I DL) to specify the interfaces
for the objects.

Core Framework

The Core Framework in the diagram can be considered a specialized operating system for radios
that executes on top of the native operating system. It provides specific functionality such asthe
application factory, which can:

» Read the XML-based domain profiles
» Determine from the XML which radio resources are required for awaveform
» Load/instantiate all of the required components for awaveform

The interconnection of the software components is completely dynamic and directed by the
connections defined in the domain profiles.
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Software

All software within JTRS is both SCA- and CORBA-compliant. This enables more flexibility and
scalability than any previous generation of radios. A complete JTRS software architectureis
shown in the following diagram. The lower portion of the diagram represents the CORBA, Core
Framework, and operating system. This functionality is provided by the JTR set and is named the

Application Environment Profile (AEP). Through the SCA specifications and CORBA
messaging, all of the software in the upper layers should be able to execute upon any JTR set.

Hon: G GRBA Mop-CORES Wor-COHEBA Hean-
Physical WAL Saecurily i
Capponen C-omporsant C omponents Campoanents
Physical Physical | MAC MAL Link, Matwerk | Sacuinty [Saciity Sacurity | Lk MNatwork (L0 (s8]
Companant |- Adagler | Comporant § Adzpter | Compansnts |Adapter [Compomaniy Adaptar | Componenis | Adapear |Compoamand
I b 5 [ - b b L
Phoysical AP BAALT AP LLE AP Bacurdy APE LLEC AR 110 AP
4 F d kb r i
Care Framewoik iDL b Comamessm
[ F !
" E B J ] I
CORBA ORB CF Services | CORBA ORE CF Services
& Services & Applicafions [ || & Services & Applications
FPOSIX Operating System .....- POSIX Cperating System
Metwork Stacks and Serial ] Metwork Stacks and Serial
Interface Services ol Interface Services
Board Support Package i Board Support Package
{Bus Layer) L {Bus Layer)
1 b
Bfsck Hardwanz Bus & k  Fed Hardwaes Bus

JTRS softwar e ar chitecture

Component placement
«  The CORBA middleware allows software components to be distributed anywhere within

the radio.
» The Core Framework provides distributed object launchers for each processor board
within the set.

« Theradio’ s application factory launches a waveform or application by providing the
object files and execution parameters to the various processors within the radio.

The following diagram shows the configuration after these components are launched.
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XML within the JTRSradio set

After the objects are instantiated, they may be co-located, or distributed among the different
processing elements within the radio. These objects do not have any knowledge of other
application objects or the hardware resources within the radio.

A set of XML filesis associated with each software and hardware object. These files provide
information about the objects, including their port references. The application factory parses these
files along with an application schematic file, the Softwar e Assembly Descriptor (SAD). The
SAD provides the necessary information to connect the hardware and software components
together.

Dynamic software configuration

The following diagram shows two software components of awaveform within aJJTRS radio. As
depicted, the two software components have port objects which are dynamically connected by the
Core Framework’ s application factory. After connection, the CORBA middleware allows the two
objects to pass data or send control information. Because CORBA provides distributed processing
the two software components in the diagram can actually reside in different processors within the
radio.
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Two softwar e componentswithin a JTRS radio
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The software components shown in the diagram function as adapters (drivers) for the hardware
components. By providing CORBA adapters for the hardware components, every hardware item
and software component can communicate and be controlled via CORBA within the JTRS radio.

The following diagram illustrates a simple waveform within a JTR set. The oval objects represent
software components, and the rectangular objects represent hardware items.
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Waveform within a JTR set

Hardware configuration

The SCA does not specify a particular hardware configuration. However, one of the requirements
for SCA certification is that the waveform must be ported successfully to a government test
platform. These test platforms have a configuration similar to that shown in the following
diagram. As would be expected, most waveform software is being designed for such a
configuration.
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“Non-Standard” JTRS architecture

The DAC and A/D in this diagram connect directly to the RF hardware. Most previous military
radios had a specialized downconverter and modulator integrated circuits. With the non-standard
JTRS configuration shown here, the waveform devel opers must provide FPGA code that can
perform the function of operating directly with the A/Ds and D/As. The hardware does not
provide direct digital synthesizers and upsamplerstypical in previous radios. The waveform
designer must provide that functionality in specialized FPGA code that constitutes part of the
delivered waveform.

Example: SCA-compliant software component

This*Hello SCA” example demonstrates a simple but encompassing development of a SCA-
compliant software component on a Windows 2000 platform. This example uses the Rational
Rose model of the defined SCA Core Framework to generate the | DL for the software
component. It was built using Microsoft Visual C++.

For this example, you need to:
» Instal ACE ORB
»  Set the ACE_ROOT environment variable to the ACETAOQ installation directory

« Change the system Pat h variable to include %ACE_ROOT% bi n. For more information,
see the TAO Developer’ s Guide (Object Computing, Inc., Version 1.1a, ociweb.com,
2000).

The activity diagram of the development process appears below.

evers e-Engineer CF 10L Generate Thi O@gram of Hew Add SCA Interfaces to DL
With Rational Rose Component With Rational Roze Diagram With Fational Rose

Generate C++ Code With enerdte fficroso energte [0L Code
ACEMAD 1OL Compiler C++ Wiorkspace Wiith Rational Rose

d T+ Code to Skeletons and Buid - fent and Server
Stub = WMiith ‘Mzual C Wit b Ssual Cae

Exacute Client and
Server Code on PC

Overview of example
This example involves the following actions:
1. Reverse-engineer the Core Framework Interface Definition Language (IDL)

2. Generate the Rational Rose interfaces.
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Design a simple software object.
Add the interfaces to the software object.

After completing the object design, generate a new IDL that provides the new object’s
interface.

6. Takethenew IDL and generate skeleton and stub code with the ACE/TAO IDL
compiler.

Add the object-specific C++ code for the client and server.

Execute the objects on a desktop persona computer.

Develop the Rose model
1. Openthe Rose Model Browser.

2. Create anew package named Hel | o SCA by right-clicking on the logical package in the
model browser on the left-hand side of the window.

3. Open the new package by double-clicking on it, and then right-click again on the
package.

Create anew class diagram named Securi ty Conponent .

Double-click Security Component in the browser window to open the window.

Open the Tools > CORBA > Specification menu, as shown below, and specify this
folder so that Rose can find the cf.idl file.
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7. Using the Insert button in the Specification menu, insert the directory containing the
cf.idl file. Click OK.
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8. OpentheTools > CORBA > Reverse Engineer menu and select the file to be reverse-
engineered. The Reverse Engineer window opens.

9. Sdect thecf.idl filein the lower window and click Reverse to reverse engineer the cf.idl

file. This automatically generates a package <<CORBA Modul e>>CF under the logical
view in the Rose browser. Click Done.
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The following screen shows how the reverse engineering created the Core Framework (CF)
module in the Rose Model Browser. Note that all of the different Core Framework interfaces
(such as AggregateDevice) are defined in the browser and can now be added into a model
diagram.
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Construct the software component’s class diagram
1.
2.

Select the Class icon in the center vertical bar of the Rose window.

Click anywhere in the right-hand window. An unnamed class object appearsin the
diagram.

Double-click the class object and enter <<I nt er f ace>>Securi t yX. Thisdefinesa
CORBA interface named SecurityX.

Right-click the SecurityX interface and select New Attribute. Enter
securitySetting:|ong.

Scroll in the left-hand browser window to the <<CORBA Module>>CF package and

double-click the package. The following window appears.
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6. Find the Resource interface in the browser window and drag it into the window.

7. Select the generalization arrow (solid line with hollow head). In the class diagram
window, click and drag from the SecurityX interface to the Resource interface. Now the
inherited interfaces of Resource can aso be shown in the diagram.

8. DragtheLifeCycle, TestableObject, PortSupplier, and PropertySet interfaces into the
window. Note that the inheritance arrows are generated automatically from the
associations contained in the core framework file.

The following diagram shows the UML model of the software component. Thisisthe
class diagram, which represents a static view of the component. Note that the SecurityX
component inherits the Resource interface previously defined in the Core Framework.
Because of inheritance, the other interfaces inherited by the Resource interface are
automatically included in the definition of the SecurityX component.
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9. Right-click the SecurityX component and select CORBA > Generate Code, as shown

below.
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A second menu appears.

e
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10. Select the desired directory in the left window and the package in the right window. Click
Assign.

Code generation begins and awindow alert indicates " Code Generation Completed Successfully."”
Rational Rose has generated a new folder in the selected directory titled Hello SCA and placed
thefile, SecurityX.idl, withinit.

Develop the Visual C++ project

The following topics explain how to develop the Visual C++ project.

The IDL file generated by the Rational Rose CORBA compiler is not executable code. It
resembles a.h header file instead of a.cpp sourcefile. In this next section you will prepare a
Hello SCA project to generate and execute the example. The example borrows liberally from the
TAO Developer’s Guide (Object Computing, Inc., Version 1.1a, http://www.ociweb.com, 2000) in
describing the Visual C++ project.

Configure Visual C++
1. OpentheVisua C++ IDE File menu and select New. A New dialog box opens.
2. Select the Workspaces tab.
3. For the Workspace name, enter Hel | o SCA.
4. For the location, select the directory previously used for the Rational Rose Hello SCA
model.
Generate the interface project
In this step, you will set up the workspace, then relocate some files.

1. Intheleft-hand browser window, thereis a single workspace icon labeled Workspace
‘Hello SCA’:0 file(s). Right-click the icon to add another project to the workspace. A
New dialog box appears.

2. Select Win32 Static Library, and enter a project name of Interface.

3. Beforeclosing the dialog box, edit the Location text box. In the sample dialog box
shown below, Visual C++ would automatically create a new directory called I nterface,
which would cause some problems with linking. To avoid this, delete the /I nter faces
appendix to the directory in the Location text box.
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Click OK. A Win32 Static Library wizard appears.

Click Finish without selecting either of the options. A New Project Information dialog
box appears.

6. Click OK. The Visua C++ Workspace window appears and shows the interface project.
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Creating the Win32 Static Library enables you to compile al of the Core Framework interfaces

into alibrary that you can link with the server and client projects. Thisisolates the various files
and serves as amodel for larger projects.

Generate the client project

In this step, you create a new project within the same workspace for the client.

81



NESI Part 5: Net-Centric Developer's Guide

1.

In the left-hand browser window, there is a single workspace icon labeled Workspace
‘Hello SCA’:1 file(s). Right-click the icon to add another project to the workspace. A
New dialog box appears.

Select Win32 Console Application, and enter a project name of Security dient.

Edit the Location text box. In the sample dialog box shown below, Visual C++ would
automatically create anew directory called Security Client, which would cause some
problems with linking. To avoid this, delete the /Security Client appendix to the
directory in the Location text box. Click OK.
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Generate the server project

To host the SCA object, you must create an additional project for the server.

1

6.

In the left-hand browser window, there is a single workspace icon labeled Workspace
‘Hello SCA’:2 file(s). Right-click the icon to add another project to the workspace. A
New dialog box appears.

Select Win32 Static Library, and enter a project name of Security Server.

Edit the Location text box. Left asis, Visual C++ would automatically create a new
directory called Security Client, which would cause some problems with linking. To
avoid this, delete the /Security Client appendix to the directory in the Location text box.

Click OK. A New dialog box prompts you to enter the type of application you wish to
Create.

Click Finish to select the default empty application. A New Project Information dialog
box appears.

Click OK.

Configure Visual C++ for the ACE/TAO compiler

In this step, you will modify the Visual C++ settings for the ACE/TAO compiler and establish
paths for the Visual C++ linker.

1.
2.
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3. Insidethe Directories list box, enter:

C.\ ACE_wr appers

C. \ ACE_wr apper s\ TAO

C.\ ACE_wr appers\ TAO t ao

C:\ ACE_wr apper s\ TAO or bsvcs

C.\ ACE_wr apper s\ TAO or bsvcs\ or bsvcs

options 2|

E ditor | Tabs | Debug | Compatibility | Build  Directaries | -:; EE

Platfarm; Showe directones faor:
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= izual Studio® S HCLUDE

C:AProgram Files\icrozaft Wisual StudioWWCIFWMFCAMCLUDE

C:APrograrm Files\Micrazaft Wisual StudioWWCIBATLAMNCLUDE
CAACE_wrappers

CAACE_wrappershTAD

CAACE_wrappershTAO M ao

C:WACE_wrappershTADNorbsvics

C:MACE_wrappersh TADNorbeves orbaves ;I

(] 4 I Cancel |

4. Openthe Show directories for drop-down and select Executable Files.

5. Insidethe Directories list box, enter:

C:\ ACE_wr appers\bin

Configure the Visual C++ project settings
In this step, you configure the workspace.
1. OpentheProjects > Settings menu.
2. Open the Settings for drop-down and select Win32 Debug.
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3. Select al three projects in the workspace, as shown below.
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4, Select the General tab. As shown above, enter Debug in the Intermediate files and
Output files text boxes.

Select the C/C++ tab. Open the Category drop-down and select Code Generation.
Open the Use run-time library drop-down and select Multithreaded DLL.
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7. Select the Security Client and Security Server projects in the left-hand browser window.

8. Sdlect theLink tab. Enter aced. | i b and TAQd. | i b in the Object/library modules text
box.
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Add the Rational Rose IDL files to the project

directory asthe Hello SCA Visual C++ project.
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1. Verify that thetwo I DL files generated by Rational Rose are located in the same

Click the Interface Files project in the left-hand browser window to expose the Source

and Header folders.
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Right-click Interface Files: Source Files and select Add Files to Folder. Select the cf.idl
and SecurityX.idl files generated earlier with Rational Rose. It may be necessary to

move the files to the correct directory with Windows Explorer.
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4. Select both files, located under Source Files, and right-click to adjust the settings.
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Open the Settings for drop-down and select Win32 Debug.
Select the Custom Build tab.

In the Description text box, clear the previous text and enter:

Executing ACE/ TAO Conpil er on $(I nput Path).
8. Inthe Commands box, enter:

$(ACE_ROON) \bin\tao_idl.exe _G $(InputPath).
9. IntheOutputs box, enter:

$( I nput Nane) C. cpp

$( I nput Narre) C. h

$( I nput Narre) C. i

$(1 nput Nane) S. cpp

$( I nput Nare) S. h

$( I nput Nane) S. i

$(I nput Nare) S_T. cpp
$(InputName) S T. h

$(I nput Nane) S_T. i

The completed window should be similar to the screen shown above.

Use the ACE/TAO compiler to generate skeletons and stubs

In this step, you use the TAO compiler linked into the Visual C++ environment to automatically
generate stub and skeleton code. The following diagram shows the process of automatically
generating the code for the component implementation.
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Automatic code generation

To generate files with the ACE/TAO compiler:

1. Right-click the cf.idl file and select Compile cf.idl. Because you set up the file for a
custom build, the ACE/TAO compiler executes and generates all of the files you need for
subsequent steps.

2. Right-click the SecurityX.idl file. Again, the ACE/TAO compiler executes and generates
the necessary files.

3. Becausethe IDL compiler could be accidentally executed and overwrite the manual code
changes you will subsequently make, follow the naming conventions suggested by
http: //mmw.ociweb.com. Change these file names:

e cfl.cpptocf_i.cpp

« cfl.htocf i.h

»  SecurityXl.cpp to SecurityX_l.cpp
e SecurityXl.h to SecurityX_i.h

To add the generated stubs and skeletons to the interface project:

1. Right-click Interfacefiles: Source Filesin the left-hand browser window and select Add
Files to Folder.

2. Add thesefiles, as shown in the window below:
- cfScpp
- cfC.cpp
« SecurityXS.cpp
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3. Createthe Interface static library by right-clicking Interface Files in the browser window
and selecting Build.

The Visual C++ compiler compiles the four files you just added to the project and builds
the Interface library. The client and server projects use thislibrary to access the required
Core Framework code. To allow the Client and Server projects to access this library, you
must adjust the project dependencies.

Open the Project > Dependencies menu.

Open the Select project to modify drop-down and select Security Client. In the check
boxes under Dependent upon the following project(s), select the box next to
Interfaces.

6. Openthe Select project to modify drop-down and select Security Server. In the check
boxes under Dependent upon the following project(s), select the box next to
Interfaces.

Develop the client

In an actual radio, you would not need to develop a specific client for the SCA object; the
waveform application or one of its components would perform the function of client. This
example however, demonstrates how the object operates without requiring a compl ete waveform
infrastructure.

The complete file listing of SecurityClient.cpp is shown below. Review the comments for
additional insight into the development of SCA-compliant code.

/1 SecurityClient.cpp : Defines the entry point for the console
application.

/1

#i ncl ude "SecurityXC. h"

#include "cfC. h"
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#i ncl ude <ace/ streans. h>

int main(int argc, char *argv[]){
CORBA: : Long user SecuritylLevel;
CORBA: : Obj ect* obj ect Ref erence;
char obj ect Name$[ 15] ;
strcpy(obj ect Nane$, "JTelL");

try{
// Initialize the Ob

CORBA: : ORB var orb = CORBA:: ORB init(argc, argv);

/1 Convert the contents of the file to an object reference.
CORBA: : Obj ect _var obj = orb-
>string_to_object("file://Security.ior");
i f(CORBA::is_nil(obj.in())){
cerr<<"Ni|l Security reference"<<endl
t hr ow O;

}

/1 Narrow the object reference to a Security object
reference
SecurityX var security = SecurityX : narrow(obj.in());
i f(CORBA: :is_nil(security.in())){
cerr<<"Not Security object reference" <<endl
t hrow 0;

}

/1l CGenerate the Properties reference and val ues needed for the
/1 runTest operation. | MPORTANT!!! These variabl es nmust be
decl ared
/1 after the ORBis initialized. Oherwi se, the ORB will crash!
CF:: Properties_var paraneters;
paranmeters = new CF:: Properties;
par anet ers- >l engt h( 1) ;
(*paraneters)[0].id = CORBA: :string_dup("SPAWAR") ;
/1 Cbserve the machinations necessary to define a paraneter into
t he
/1 "any" type definition of DataType! Note the insertion operator
/1 is used to "place" a value in the any field.
(*paraneters)[0].val ue <<= (CORBA: :Long) 3;

cout<<"Initial Security Rating"<<endl

cout <<security->securitySetting()<<endl

cout<< "lncrease Security Rating by how nuch?"<<endl
ci n>> user SecuritylLevel;
security->securitySetting(userSecuritylLevel);

cout <<"New Security Rating"<<endl

cout <<security->securitySetting()<<endl

security->runTest (5, *paraneters);
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obj ect Ref er ence
obj ect Ref er ence

(CORBA: : Ohj ect*) 0x003;
security->get Port (obj ect Nane$) ;

cout <<" (bj ect Ref erence = "<<obj ect Ref er ence<<end| ;

/'l Rel ease resources
or b->destroy();

}
cat ch(const CORBA: : Exception &ex){

cerr<<"Caught a CORBA exception: " << ex <<endl;
return 1;

}

cout << "Message was sent" << endl;
return 0O;

}

Set up the client project
Copy the SecurityClient.cpp file to the working Visual C++ directory.

2. Right-click Security Client: Source Filesin the left-hand browser window and select Add
Files to Folder. Select SecurityClient.cpp.

3. Right-click the Security Client project icon in the browser window and select Build.

Visual C++ compiles, links, and builds the executable for the client that you will use to
demonstrate the security object.

Set up the server project

The server project is alittle more complex, because you must provide develop the Security object
and provide a host for it. Recall that when you compiled the IDL files, you generated skeleton
files for the Core Framework and SecurityX object. The skeleton provides the C++ starter code
for the project, but you must provide the code to implement the methods.

Sample file listing for skeleton

Y ou may add additional or different implementations. Notice that several of the methods have
specific code by the comment / / Add your i npl enment ati on her e indicated by the
ACE/TAQO compiler.

Y ou must edit the file generated by the ACE/TAO compiler to match thefile listing bel ow.

[l -*- Ct+ -*-

/1

/1 $ld$

/1 **** Code generated by the The ACE ORB (TAO |DL Conpiler ****
/1 TAO and the TAO I DL Conpil er have been devel oped by:

/1 Center for Distributed Object Computing

/1 Washi ngton University

/1 St. Louis, MO

/1 USA

/1 http://ww. cs. wst! . edu/ ~schm dt/ doc-center. htm
/1 and

/1 Distributed Object Conputing Laboratory

/1 University of California at Irvine
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/1 Irvine, CA

/1 USA

/1 http://doc. ece. uci . edu/
/1

/1 Information about TAO is available at:

/1 http://ww. cs. wist!.edu/~schm dt/ TAO htn
#i nclude "SecurityX i.h"

/1 1npl enentation skel eton constructor
SecurityX i::SecurityX i (void)

/1 Add your inplenentation here
COUL <M - mm e oo "<<endl ;
cout <<"Begi nni ng SecurityX object constructor"<<endl;
securityRating = O;

/1 1nplenentation skel eton destructor
SecurityX i::~SecurityX i (void)
{

}
CORBA: : Long SecurityX i::securitySetting (

)
ACE_THROW SPEC ( (
CORBA: : Syst enExcepti on
))
{
/1 Add your inplenentation here
(oo 11| B e R R T "<<endl ;
cout<<"Beginning inmplicit securitySetting query"<<endl;
/1 Add your inplenentation here
return (securityRating);
}
voi d SecurityX i::securitySetting (
CORBA: : Long securitySetting

)
ACE_THROW SPEC ( (

CORBA: : Syst enExcepti on
))

/1 Add your inplenentation here
o1 | S e L LR PR "<<endl ;
cout<<"Beginning inplicit securitySetting set"<<endl;
securityRating += securitySetting;
}

char * SecurityX i::identifier (

)
ACE_THROW SPEC ( (
CORBA: : Syst enExcepti on

))

{
char* badl dea = "bad progranm ng";
return badl dea;

}

void SecurityX i::start (
)
ACE_THROW SPEC ( (

CORBA: : Syst enExcepti on,
CF: : Resource:: StartError
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))
{
/1 Add your inplenentation here

00 1 | =G

cout <<"Begi nning start Qperation"<<endl;
securityRating = 10;

"<<endl|

}
void SecurityX i::stop (

ACE_THROW SPEC ( (
CORBA: : Syst enExcepti on
CF: : Resource: : St opError
))
{
/1 Add your inplenentation here
COUL << mm e e e e e e e o

cout <<"Begi nni ng stop Operation"<<endl
securityRating = -1;

"<<endl

void SecurityX i::initialize (

ACE_THROW SPEC ( (
CORBA: : Syst enExcepti on
CF:.:LifeCycle::InitializeError
))
{

/1 Add your inplenentation here
(o] 1| B T

cout<<"Beginning initialize Operation"<<endl
securityRating = 1;
}

void SecurityX i::release(hject (

" <<endl|

ACE_THROW SPEC ( (

CORBA: : Syst enExcepti on

CF.: LifeCycle:: Rel easeError
))
{

/1 Add your inplenentation here
cout <<"

cout <<"Begi nni ng rel easeChj ect Qperation"<<endl
cout <<"We woul d have rel eased an object if we had one!"<<endl
/1 Add your inplenentation here
}
void SecurityX i::runTest (
CORBA: : ULong testid,
CF.:Properties & testVal ues

"<<endl

ACE_THROW SPEC ( (

CORBA: : Syst enExcepti on

CF. : Test abl eQbj ect : : UnknownTest ,
CF: : UnknownPr operti es

))
{

/1 Add your inplenentation here
COUL << mm e e e e e e e e o "<<endl
cout <<"Begi nni ng runTest Operati on"<<endl
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cout <<"Received Test |ID: "<<testValues[0].id<<endl
/1 Because the test properties is an "any" field, we do not

/1 the actual data type a priori. To work around this, we use

/1 the extraction operators of the any cl ass.
CORBA: : Long recei vedVal uelL

CORBA: : Short receivedVal ueS;

i f(testVal ues[0].val ue>>=recei vedVal uel)

{

cout <<"Recei ved Test Paraneter: "<<receivedVal ueL<<endl

i f(testVal ues[0].val ue>>=recei vedVal ueS)

{
cout <<"Recei ved Test Paraneter: "<<receivedVal ueS<<end|
}
void SecurityX i::configure (

const CF::Properties & configProperties

)
ACE_THROW SPEC ( (
CORBA: : Syst enExcepti on
CF.: PropertySet::InvalidConfiguration
CF.: PropertySet:: Partial Configuration
))
{
/1 Add your inplenentation here

void SecurityX i::query (
CF::Properties & configProperties

)

ACE_THROW SPEC ( (
CORBA: : Syst enExcepti on
CF: : UnknownPr operti es

)

/1 Add your inplenentation here

}
CORBA: : Ohj ect _ptr SecurityX i::getPort (
const char * nane

)
ACE_THROW SPEC ( (
CORBA: : Syst enExcepti on
CF: : Port Suppl i er: : UnknownPor t
))
{

/1 Add your inplenentation here

COUL M oo m e e oo " <<endl|

cout <<"Begi nni ng get Port Operation"<<endl ;

cout << "Requested port nane was: " << name << endl
static CORBA:: Gbject* nil Ptr;
nilPtr = CORBA : Qbject::_nil();
return(nil Ptr);

}

To set up the server project:
1. Copy the SecurityServer.cpp fileinto the directory.
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2. Right-click the Security Server project icon in the left-hand browser window and select
Add Files to Project. Select SecurityServer.cpp, SecurityX_i.cpp, and SecurityX_i.h.

Note that SecurityX_i.cpp and SecurityX_i.h are the files that were generated by the
IDL compiler and which you renamed earlier.

3. Right-click the SecurityX_i.cpp file and edit it to match the listing provided above.

Very important: Don't forget the #i ncl ude "SecurityX_i.h" a thetop of thefile.
(You manually renamed the .h file after the IDL compiler had generated the code.)

Also, make sure that you add in all of the operational code under the// Add your
i mpl enent ati on her e comments.

4. Right-click the SecurityX i.h file for editing. The skeleton code generated by the IDL
compiler does not know how you will implement the object. It is only aware of the
defined interfaces.

5. Add amember variable to the SecurityX class and change the definition in the
SecurityX_i.h file.

6. Atthetop of thefile, add thesecuri t yRat i ng variable as shown in the code snippet
below.

/1 Class SecurityXi
class SecurityX i : public virtual POA SecurityX

{
CORBA: : Long securityRating;
public:
/I Construct or
SecurityX_ i (void);

/] Dest ruct or
virtual ~SecurityX i (void);
7. Right-click the Security Server project icon in the browser window and select Build.
Test the SCA
There are two methods of testing the SCA object:
« Execute the *.exe files from the Debug directory
+ Executethefilesindividually from the Visual C++ workspace
Since you need to debug objects in the future, this example demonstrates the latter.

1. Right-click the Security Server project in the left-hand browser window and select Set as
Active Project.

2. Open the Build menu and select Execute Security Server.exe. The Security Server
console window opens.
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Right-click the Security Client project in the browser window and select Set as Active
Project.

Open the Build menu and select Execute Security Client.exe. The Security Client
console window opens.

Increase Security II:.1I.J'|1!_4 by how much?

Enter a numeric value and the client exercises the Security object. The Security Client
and Security Server console windows should now appear as shown below.

The Security Client console looks like this after user entry:
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Security Rating by how much?

ecurity Rating
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6. Close both windows.
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Office JTRY
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overview

http://sca.jtrdab.org/ SCA change
proposal portal:
SCA
forum/Change
proposal
(account
required)

http: //mmw.sdrforum.org/ Software-defined
radio forum
(commercial
SDR)

http: //mmw.omg.org/ Object
Management
Group

http://www.mprg.org/resear ch/ossie/index.html OSSIE: Open-
source SCA Core
Framework

http://www.or cacf.com/ ORCACEF: Open-
source (limited
distribution)
Core Framework

http: //mww.govcomm.harris.com/dmtk/index.html Commercia
SCA Core
Framework

http://www.crc.ca/en/html/rmsc/home/sdr/projects/scari SCA Reference
Implementation
Project (SDR-
sponsored
implementation
project)

Documents

Version 2.2

Docume | Location
nt
(format)

SCA V2.2 http: //jtrs.army.mil/documents/sca_documents/V2.2/SCA v2_2.Zip
(zip)
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SCA API http://jtrs.army.mil/documents/sca_documents/API_Supplement_files/API_v2.2.zip
Suppleme

nt (zip)

SCA http://jtrs.army.mil/documents/sca_documentsSECURITY_Supplement_files SECU
Security RITY V2.2zp

Suppleme

nt (zip)

Version 2.2.1

Document | Location

(format)

SCA V2.2 http://jtrs.army.mil/documents/sca_documents/V2.2/SCA v2_2.Zip

(zip)

SCA API http://jtrs.army.mil/documents/sca_documents/API_Supplement_files/API_v2.2.z
Supplement p

(zip)

CA http://jtrs.army.mil/documents/sca_documents SECURITY_Supplement_files/SE
Security CURITY_V2.2.7Zp

Supplement

(zip)

SCAV2.2.1 http://jtrs.army.mil/documents/sca_documents/V2.2.1/NoChangeBarPDF/SCA/S
(zip) CA Vv2.2.1.7ip

SCA API http://jtrs.army.mil/documents/sca_documents/VV2.2.1/NoChangeBar PDF/API/A
Supplement Pl_v2.2.1.zip

(zip)

SCA http://jtrs.army.mil/documents/sca_documents/VV2.2.1/NoChangeBar PDF/Securit
Security y/Security v2.2.1.zip

Supplement

(zip)

SCAvV2.2.1 http: //jtrs.army.mil/sections/technicalinformation/req_trace matrix/2.2.1/SCA
Requirement

s (PDF)

SCA SEC http: //jtrs.army.mil/sections/technicalinformation/req_trace matrix/2.2.1/SCA
v2.2.1 SEC 2.2.1 Requirements (JPO view).pdf

Requirement

s (PDF)

SCA API http: //jtrs.army.mil/sections/technicalinformation/req_trace matrix/2.2.1/SCA
221
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Requirement | API 2.2.1 Requirements (JPO view).pdf

s (PDF)

CA http://jtrs.army.mil/sections/technicalinformation/req_trace_matrix/SCA_Regs A
Requirement | ttribute Descriptions v1-1 05jun03.pdf

Attribute

Descriptions

(PDF)

Version 3.0

Document Location

(format)

SCA V3.0 (zip) http://jtrs.army.mil/documents/sca_documents/VV3.0/SCA-V3.0.zip

Fecialized http: //jtrs.army.mil/documents/sca_documents/V3.0/SCA-Special-HW-Sup.zip
Hardware

Supplements

(zip)

SCA API http: //jtrs.army.mil/documents/sca_documents/VV3.0/SCA-V3.0-APIs.zip
Supplement

(zip)

SCA Security http://jtrs.army.mil/documents/sca_documents/V3.0/SCA-V3.0-Security-
Supplement Supplements.zip

(zip)

SCA http: //jtrs.ar my.mil/sections/techni calinfor mati on/devel oper sgui de/pdfs/pdfs.z
Developer's p

Guide (zip)

API http://jtrs.army.mil/documents/sca_documents/api_policy_files/API
Sandardizatio | Sandardization Process.pdf

n Process

(PDF)
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This section discusses applications that incorporate al three tiers.

Tier Architecture

Tier

Middle
Tier

HEoR®Ee RS

Data Inter/Intranet Operating Databases

Tier (3_:“3 I__._ ﬁ Devices

Future recommendations will include:

« COE guiddines: Application structures and development strategies to support
orthogonal NCES and COE development requirements.

« Palm OS5 and above
 Wireessenvironments: Pocket OS/Windows CE, 2ZME
Note that this may be moved to other sections of the NESI documentation, as appropriate.
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GIS display environments

The DoD's net-centric warfare environment requires systems that can be quickly adapted to meet
changing requirements. This section explains how to apply the principles of net-centricity to the
development and maintenance of GIS systems. Devel opers must be able to quickly customize,
reconfigure, and modify GIS systems to support war-fighting demands. This requires the DoD to
use an open-architecture and open-standards approach, and take advantage of new technologies as
they arise.

This section contains the following topics:

«  OGC WSarchitecture, Web Feature and Coverage Services, and OGC API: Describe an
open-source implementation of an open-architecture, open-standards approach for thick
and thin GI S client applications

« Examples of GISopen architecture: Demonstrates this vision using an open-source
implementation

»  Provides recommendations on how to implement GIS applications with this new
architecture

« Migrating to GIS open architecture: Provides recommendations on how to migrate
legacy GIS applications to this new architecture

The examples in this section use open source products, since NESI is built around an open source
philosophy. However, these products are not necessarily the best for every circumstance. The
coding techniques and the guidance provided apply to any open-architecture, open-standards
approach.

Goals
e Support joint interoperability across GIS visualization components through a component-
based open standards approach

» Position applications to operate in conjunction with any GIS application with minimal
development effort

« Enable applications to take advantage of new technologies in a cost-effective manner.

» React to changing GIS visualization needs while minimizing the impact to programs and
budgets

« Facilitate the design, development, maintenance, evolution, and usage of GIS systems
that support the NCW environment

« Facilitate a cost-effective method to comply with DoD Net-Centric directives as
applications migrate into the net-centric environment in the Global Information Grid
(GIG)

NESI strategy

« Isolate change and its associated integration and switching costs via aloosely coupled
component-based and open-standards approach
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« Abstract the data access and rendering portions of GIS applications through an open-
standards interface layer

« Make applications agile, so they can use whatever GIS application supports their
operational requirements

« Decouplethe visualization layer from the rest of the application (when appropriate) with
an open-standards GIS layer

«  Within applications, decouple the task of rendering control from the task of producing the
content; allow each areato evolve independently (see GI'S devel opment communities)

« Use an open-standards, platform-independent data strategy

Migration strategies
To minimize the effort of developing an open standards-based architecture, there are two
migration strategies:

e Thin client development

« Thick client development

OGC WS architecture

This section demonstrates how a Service Oriented Architecture (SOA) works with aGIS
application using the OGC open-source framework called OGC (http://www.opengis.org/) Web
Services (WS) distributed architecture.

There are two complementary elements to this approach:
«  OGC Web Services (OWS) architecture
«  OGC API layer called GO-1/ GEOBJECTS
The notional OWS architecture appears in the figure below.
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Client

—llllﬁ.b
3

Weh Feature Server (W)

These data sources are called Web Feature Services (WFS) and Web Coverage Services (WCS).

Components

This architecture is based on the OGC standards. These standards include five main components:

WES Web Fesature Server

WMS Web Map Server

WCS Web Coverage Server

GRS GIS Replication Server (WFS and WNS implementation)
GO-1 Geospatial Rendering APls

Navy initiatives
There are two Navy initiatives towards this end:

« Joint Open Source WebCOP (JWC), based on the Navy Open Source WebCOP
(NOSWC)

«  Commercial Joint Mapping Tool Kit (C/JIMTK)

Web Feature and Coverage Services

This section discusses the Web Feature Service (WFS) and Web Coverage Service (WCS).
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WEFS vs. WCS

To help developers choose between WFS and WCS, NESI identified three broad categories of
data based on complexity. To decide what service to program against, evaluate your data and
determine where it fitsin this chart.

WEFS candidates = < WCS candidates
EASY MEDIUM HARD
Point data V ector data Gridded data

(DTED data, Terrain data)

Icons Complex styles Imagery data
(WX fronts, Minefield fills)

Tracks 2525 Symbology
Overlays Style Layer Descriptions (SLD)
2525 Symbology Highly linked data

Web Feature Service (WFS)

The WF S specification defines interfaces for describing data manipulation operations of
geographic features. Data manipulation operations include the ability to:

« Create anew feature instance

» Delete afeatureinstance

e Update afeature instance

e Get or Query features based on spatial and non-spatial constraints

A WFS describes discovery, query, or data transformation operations. The request is generated on
the client and is posted to aweb feature server using HTTP. The web feature server then executes
the request. The WFS specification uses HTTP as the distributed computing platform, although
thisis not a hard requirement.

There are two encodings defined for WFS operations:
« XML (amenableto HTTP POST/SOAP)
»  Keyword-Vaue pairs (amenable to HTTP GET/REST)

Vendors
A current list of vendors that implement OWS services appears on the OGC web site:

http: //www.opengis.or g/resour ces/ ?page= products

WFS communication models
The WF S specification supports two communication models:
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- Stateless Request Reply
« Pub/Sub

The WNS is one of the implementation specifications for the Pub/Sub model. Regardless of the
model, URL format is used and specified in the WFS specification.

At this time there are no open-standard implementations of WNSs. Vendors plan to release
implementations once the standard has been ratified.
WEFS data

The Geography Markup Language (GML) passes data back and forth between a Web Feature
Server and aclient. GML normally communicates geospatial data but al so supports other types of
data.

GML

GML expresses feature datain and out of afeature server. The GML standardisat V2.0 and is
defined by the WF S 1.0 specification. This standard covers the following new topics:

« Coordinates

+  Geometry (e.g., polygons)
V3.0 of the specification, which is currently being released, includes Topology, which enables the
expression of facts such as "Road A ends at Road B."

WES public interfaces

Static interfaces
The static interface model for the OGC Web Service model appearsin the figure below.

Ty
& gat Capabalifies) ~ o regisnye like TDT I

WFS
@ geFesure) - tofitering = Mandatory

@ desariheF eaiur « Type ()
Cemes Details from the Tegitry gy —

F——F  incertFeatre) i
Thp date Featare ) .
’ -~ Optonal
—— @ DeleteFeatme)
-

The Transaction and L ockFeature operations are also optional.
When writing a WF S, you must implement the following operations:
e GetCapahilities
»  DescribeFeatureType
»  GetFeature

Dynamic interfaces

The dynamic request/reply interface model for the OGC Web Service model appearsin the figure
below.
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(RN Data Souroe
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M Ineen()

Wean Notification sesvice

- & way o desrbe mibisih services

- Erentuellyrtoreplace poling

- et has to write one in the shodt ten

Dynamic interface updates
The client gets updates by one of two mechanisms:

» Notification: Recommended but not mandatory. Depends on the availability of aWMS
implementation.

« Polling: Usethismethod if aWMS implementation is not available.
WES dynamic interface web notification model
This model uses the OGC Web Naotification Service to send update notificationsto registered
clients. The Notification interface appears in the figure below.

WebCop Server

Dol Diata Source WE3 WHSC
. Dhscovert ) . . e tFeaturel ) . .
.+ L
1 S Replyl 1) .
WHNS Rendex() ,
o 0-1 Geolh
\? aliNoificaiion )
Insert() [t
........................... -
[ SML Feature Dele
Rendex) -
50-1 Geolhi Bl

WFS dynamic interface web notification polling model

The polling model interface appearsin the figure below.
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=
1

Web Coverage Service (WCS)

The WCS specification defines interfaces for describing coverage features that associate positons
within a bounded space. This serviceis specifically designed and optimized to handle gridded
data such as araster image or adigital elevation matrix. The operations are similar to the Web
Feature Service, but handle a different type of data.

For more information, go to http://www.opengis.or g/specs/ ?page= specs.

OGC API

Overview

GO-1 APIs (http: /www.geobject.org) are the OGC soon-to-be-ratified (expected in Q1CY 04)
open standards for an interoperable GI S rendering abstraction layer.

Geobject APIs are the precursor to GO-1 and are not an OGC standard. This initiative was
sponsored by DI SA/DARPA JPO and SPAWAR.
Implementations

Currently there are only Java bindings available for Geobjects. The specifications are available at:
http: //www.geobject.org/javal mpl.html.

Geobject V2.0, under development, covers two new packages for military specific concerns:
org.geobject.mil and org.geobject.mil.milstd2525b. V2.0 will be superceded by the ratified
standard and will become GO-1 V1.0. This should be released in Q1CY 04.
Recommendation

Developers should use Geobject V1.3 for development until the GO-1 bindings have been ratified
and released.
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Geobject specification

The Geobject specification defines alevel of abstraction between the application devel opers and
the implementers of the methods prescribed by the specification. This allows the developersto
build components or applications without regard to the underlying implementation.

The Geobject specification:
» Defines abstractions for the drawing canvas and input devices (e.g., mouse and keyboard)

«  Supports any coordinate space, such as 2D and 3D Cartesian, polar, and geographical;
new coordinate spaces will be added to the specification asthey are identified

« Hasan extensible, modular design

Core specification

Currently the core Geobject specification is complete and available in the Unified Modelling
Language (UML), with a complete Javainterface implementation, ready for integration into
geographic/geometric products. The core Geobject specification covers key 2D primitive
constructs, management of a drawing canvas and input devices, and some support for 3D
concepts.

Subspecifications

Optional subspecifications extend Geobject into areas that some vendor implementations may not
support. Open source processes for the following subspecifications are likely to beinitiated in the
near future:

Subspecification Probable functionality

3D Geobjects Supports surfaces, solids, integration of standard 3D
models such as VRML, and other 3D concepts

Advanced 2D Geobjects Supports graphics like Java 2D's General Path, Splines,
and other 2D types defined by the Open GIS
Consortium (OGC)

Military Geobjects Supports at least US DoD graphics standards including
MIL-STD-2525x symbology, tactical graphics, and
other common military graphics such as unit or naval
formations

Immediate Mode Rendering Adds an optional method for rendering Geobjects using
lightweight, transient calls during the physical rendering
process, this helps render extensive amounts of graphical
information, but is not easily supported by some
implementations, such as distributed or client/server map|
engines

Implementations

Implementations of language-specific bindings for the Geobject core and subspecifications are
being developed in other languages and for other platforms. Other than Java, current proposals
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include C++ for Windows, COM (which may be the same implementation as C++ for Windows),
.NET, and Unix/X-Windows.
Geobject API
Geobject provides a set of common, lightweight abstractions for describing geometric and
geographic objects. The following sections provide a high-level overview of the API. For more
detailed information, consult http://www.geobject.org/umlidoc/1.2/indexLeft.html.
Geobject package
The main Geobject package contains:
» Five categories of Geobject abstractions for describing geometric and geographic objects
»  Five categories of renderable Geobject abstractions

Specializations of Geobject describe specific geometric/geographic objects such as Geol abel and
GeoPolygon. There are additional abstractions and support classes for organizing, editing, and
rendering the objects.

Class hierarchy UML diagram
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Geometric/Geographic abstraction categories

AggregateGeobject Creates collections of Geobjects so that complex Geobjects can be

constructed. For example, an AggregateGeobject containing a
Geolcon, a GeoL abel, and a GeoPolyline could represent a moving
object with an icon, alabel, and a course/speed indicator.

EditableGeobject Defines a common abstraction for implementing editable

Geabjects, where users can manipulate visual representations of
the underlying Geobjects.

OrderedAggregate Extends the AggregateGeobject interface to enable users to specify

astacking order or Z-order.

ProjectedGeobject Defines a common abstraction for implementations of projected

Geobjects. This means that the line between two vertices will be
segmented into multiple sublines and the endpoints of a
GeoPolyline line segment will get projected onto the drawing
surface as part of the rendering process before a straight lineis
drawn between the two endpoints.

ProjectedPathGeobject Defines a common abstraction for objects with vertices. The pixels

between vertices can be calculated in several different ways.

Renderable Geobject abstraction categories

There are five main renderable Geobject categories:

Geolcon

GeoL abel
GeoPolygon
GeoPolyline
GeoScaledlmage

The class hierarchy UML diagram for Geol con appears in the figure below:
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Geolcon & iﬁﬂm 1
+pedicon( : lcon
+getOfizet) ; Palni2DCeordinate
+getPositond - CoordinaleSource
+geiFotation ) : Hoat
+aelicon(ican :lcon ) : void
+cei0fizel offzel; Poini2DCoordingle ) ; vaid
«selPosiiond coord . CoordinateSource ) vold
«gatRotation] degreesChockwise | Noad ) | void

EditablaGeolcon [

+[sallovangRataton( : boolean
+setAllowingRotation( newtalue : boalean ) | void

Examples: GIS open architecture

This section contains examples that demonstrate how the OGC's open architecture works using:
»  Navy Open Source WebCOP (NOSWC)

«  Commercial Joint Mapping Tool Kit (C/IMTK), where the services are ESRI OGC-
compliant

«  Command and Control Personal Computer (C2PC), which uses an OGC abstraction
layer

The examples build on each other to demonstrate interoperability across GIS applications that
use this OGC framework.

Navy Open Source WebCOP (NOSWC)

The Navy currently uses the Navy Open Source WebCOP (NOSWC) for command and control.
NOSWC is aweb-based GIS framework that implements the Web Map Service (WMYS)
specification defined by the Open GIS Consortium.

The WebCOP user interface is based in an Internet browser. Within this request/response
paradigm there is no elegant way for the browser to asynchronously respond to server updates.
Therefore, the browser has to poll for updates. There is an auto-refresh feature in WebCOP under
the Map Options tab above the left navigation tree.

For more detailed information on devel oping to this WebCOP, go to https://nesi.spawar.navy.mil/
and navigate to the WebCOP project to download a copy of their developer’s manual and the Java
API.

This example uses the OGC WF S implementation that comes with NOSWC. This demonstration
uses the OGC WFS with the NOSWC in both a J2EE environment using JBoss and a web server
environment using Tomcat.

This diagram illustrates the NOSWC architecture:
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Example: WFS to NOSWC in JBoss

Disclaimer: This example uses open-source products, since NESI itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every
circumstance.

This example demonstrates the use of the OWS model in the Navy Open Source WebCOP
(NOSWC).

This example uses:

+ JBossv3.222

« MySQL v4.0.1.6

«  WebCOPVv3.8.0.2 or later

*  Web Feature Server running on Windows 2000 and Windows XP
Before you begin, you must:

»  Contact Polexis (info@polexis.com) to obtain a copy of the V3.8.0.2 or later WebCOP
release, and the the Composeable Feature Server release, which implements the OGC
Feature Server Specification

» Download JBoss and MySQL
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Architecture
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With the exception of the NOSWC, the components in this architecture use open source
components. This enables you to run the example without purchasing a product and licenses.
(This architecture currently operatesin a Navy LOE.) The WebCOP runs in the same application

server asthe WFS for ease of running the example.

Set up the JBoss example

Perform the procedures in this section to set up the example. Y ou will be installing the non-COE

version of the NOSWC in JBoss.

To set up the environment:
1. Install JBoss.

2. Create aJBoss server instance called NESI Server.
3. Follow these stepsto install NOSWC:
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a

Create atarget installation directory for NOSWC. This directory must not bein
the JBoss directory structure.

From the installation CD, copy the docs directory and the non-COE installation
filesreleaseroot.zip and webcop.war to the target installation directory.

Using WINZIP, extract the releaser oot.zip file in that directory.

d. Using WINZIP, expand the webcop.war file into atemporary directory.

e. Follow theinstallation instructions located in the docs directory for setting up the
root files and the data directory.

f.  When you finish the installation, open web.xml and set theser vl et . di r

parameter to the name of the WebCOP server instance directory in the JBoss
deploy directory.

Comment out the Securi t y- const rai nt section, then save and close
web.xml.

Open basdlayer s.xml and comment out the TMS live layer that isidentified with
the tag:

<l-- Layer queryabl e="0">
<Nane>TMsS Li ve</ Nane>



Reference implementations

Comment out the TDBM live layer that isidentified with the tag:

<l-- Layer queryabl e="0">
<Title>TDBM Live</Title>
<Abstract >Li ve TDBM Pr oducer s</ Abst r act >

4. Follow these steps to deploy NOSWC to JBoss.

a

C.

d.

Create a subdirectory under <WebCOP server instance dir>\deploy called
webcop.war .

Copy the expanded directory of the webcop.war fileinto the
\deploy\webcop.war subdirectory of the JBoss server instance folder, as
described in the JBoss install section.

Delete any filesin \tmp\deploy.
Delete any filesin\work\MainEngine\localhost.

5. Follow these steps to run NOSWC in JBoss:

a.

b.

d.

Start the JBoss application server as described in the JBoss install section.

Start the web browser and enter the URL ht t p: / /| ocal host : 8080/ webcop.
Note: The port number isthe port number you used during the JBoss
configuration steps, as described in the JBoss install section.

Once the WebCOP is up, go to the left menu of the WebCOP and click on TDBM
Producers > TDBM replay, then check the Replay check box. The tracks should

appear.
Shut down the JBoss server.

To install the Web Feature Server:
Install the MySQL database.

Use either the MySQL GuiClient or the MySQL command interpreter to create a database
caled wf s.

Create anew JBoss server instance, called WebFeat ur eSer ver , and configure the ports
as described in Installing JBoss.

1
2.

Follow these steps to load the WFS components into this server instance:

a

b.

Create two subdirectories under this server instance: filewar and WFL .war.

From the WFS distribution, copy filewar to the filewar subdirectory. Copy
WFL .war tothe WFL .war subdirectory. Expand each war file.

Change to the WFL .war\WEB-INF subdirectory.

Modify the ABSOLUTE_FEATURES_DI RECTCRY tag in web.xml to point to the
path of the WebCOP data directory.

Savethefile.
Change to the file.war\WEB-I NF subdirectory.

Modify the DATADI Rtag in web.xml to point to the path of the WebCOP data
directory.

Modify the LOCALHOST tag in web.xml to your 1P address.
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i. Savethefile.

5. Follow these steps to select the HPAC feature for this example:
a. Change to the WebCOP data root directory.
b. Change to the featur es subdirectory.

c. Keepthe HPAC subdirectory and move the other subdirectories to a backup
directory .

6. Follow these steps to configure the WebCOP to accept WFS input:

a Change to the JBoss WebCop deploy directory: <JBoss
install_dir>\server\NESI er ver\deploy\webcop.war \WEB-I NF.

b. Make a copy of the existing baselayer s.xml file as a backup.
C. Add the following code to baselayer s.xml:

<Layer queryabl e="0">
<Name>Web Feat ure Server </ Nane>
<Titl e>\Web Feature Server</Titl e>
<Abstract >\Web Feature Server</ Abstract>
<SRS>
EPSG 4326 AUTQ 42400 AUTO 42402 AUTGQ 42403
AUTQO 42404 AUTO 42405 AUTQO 42406 AUTQO 42407 AUTO 42408
</ SRS>
<Lat LonBoundi ngBox
m nx="-180. 0"
nm ny="-90. 0"
maxx="180. 0"
maxy="90. 0"/ >
<Dat aURL/ >
<Styl e>
<Name>def aul t </ Name>
<Title>Default</Titl e>
</ Style>
<Scal eHi nt m n="0.0" nmax="0.0"/>

<Host >198. 253. 7. 109</ Host >
<Port >8085</ Port >
<Pat h>/ WFS/ WFSSer vI et </ Pat h>
<ExposeFeat ur esO Type>HPAC</ ExposeFeat ur esOf Type>
</ WVSLayer Loader >
</ Layer >

d. Modify the host IP and port number to match your JBoss environment:

<Host >198. 253. 7. 109</ Host >
<Port >8085</ Port >

The port number should be the JBoss port number you used to configure this
instance of the JBoss server for the web feature server.

e Save thefile.
Make a copy of the existing web.xml file as a backup.
Add this code to web.xml:

<cont ext - par anp
<par am nanme>LOCALHOST</ par am nane>
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<par am val ue>198. 253. 7. 109</ par am val ue>
<description>The | P address or FULL MACHI NE NAME of the
machi ne this web app

is running on ('localhost' will NOT WORK!!)

</ descri ption>
</ cont ext - par an®

<cont ext - par anp

<par am name>WFS_PATH</ par am nane>

<param val ue>http://198. 253. 7. 109: 8085/ WFS/ WFSSer vl et </ par am
val ue>
<descri pti on>The path to the WFSServl et to post insert |ayer
requests
</ descri ption>
</ cont ext - par an®

9. Modify the LOCALHOST param to point to your |P address:

<param val ue>http://198. 253. 7. 109: 8085/ WFS/ WFSSer vl et </ par am
val ue>

10. Modify the WFS_PATH to point to your IP address. The port number is the JBoss port
number for the web feature server instance.

11. Savethefile.
The example is now configured and ready to run.
Run the JBoss example
Open acommand window.
2. Enter thiscommand to start the MySQL database:

C. > net start NESI_SQ
3. Enter this command to start the Web Feature Server instance:

<JBoss install _dir>\bin\run —c=WebFeat ur eSer ver
Wait for it to completely start up before proceeding.

To test basic WFS operation, point the browser to
http://1 ocal host: 8080/ WFS/ WFSSer vl et ?REQUEST=Cet Capabi liti es.
Note: The port number is the number you used to configure the JBoss server instance.
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6. Thisexample uses the GetCapabilities API call to determine available features. This
figure shows the output:

Airess ] hitp i ohost: (K05 /WF S SSendet HECQUEST=Get Capabiites | Bl e

< Tl wargigen="1.0" ¥
- <WFS_Capabdibes cminp="http: / e apengls.net fufs”
wmdng - ego="hilp: f finwiw opengis.nel foge”
windris s hitp: f feevewowe D org f 2001 XML S chema- Instance”
nki-schemalocston="hittp: f / wewwoopenglsnet fefs
itz f flocathosk BOSS MWFS fschema/wifs £ 100,20/ WFS-capabilities xsd >
- CSEIVERY
ablamePelexds WFS</Names
cTHlexPolexis Web Feature Servicec/Telos
chbstract>Web Frature Service maintained by Polexis, Inc</abstracts
<Crdine Rasourca > htp:  Fvevew fpeleods. comn < fOrdrofes curcac
L ErvicE s
- oL apability>
- <REGUEST
» chstC apabibbess
- <DCPTYRR>
- <HTTP
oGet
crlingResource="hp: [ Mlocathest BOB S MWFS WFSServiet” (>
< WTTR>
</DCPTY
« eDCRTYDE >
- SHTTP>
<Past
orliraResource="hitp: f Mlocalhost: 8085 MWFS M WFSServiet” />
£ HT TR
</OCPTY Dl
CfGetTapsbibhess
= cDepcriboFaaturaTypas
' - <hhemala s crononLangUI0e > | '_-j
i "

figlicore [ T

7. Totest the examplein the WFS, HPAC, point the browser to:
http://1 ocal host: 8080/ WS/ WFSSer vl et ?REQUEST=Get Feat ur e&TYPENAME=
HPAC

Note: The port number isthe number you used to configure the JBoss server instance.
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8. Thisfigure shows the outpuit:
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9. Enter this command to start the WebCOP server instance:

<JBoss install _dir>\bin\run —c=NESI erver

10. Wait for it to completely start up before proceeding.

11. Open aweb browser and access the WebCOP with this URL.:

http://1 ocal host: 8080/ webcop/.
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Note: The port number isthe number you used to configure the JBoss server instance.

This figure shows the output as it appears after you zoom in:
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3] Metcast Layers
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= Fallout Radiation
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Surface Dosage
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J;l Done [ [ 'l-'_-! Liocal initrant

Example: WFS to NOSWC in Tomcat

Disclaimer: This example uses open-source products, since NES! itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every
circumstance.

This example demonstrates the use of the open standards APIs and OWS model in the NOSWC.
It builds off the JBoss example and uses the same components, but the WebCOP runsin the
Tomcat web server (v4.1.18) rather than the JBoss server.

Architecture

- JBCES e
WwehiZOF PN o
® apglication server @?F,S/ y
TOMNCAT
wehserver
My30L
database

—_—

Smatic Source of
GIS data
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Set up the Tomcat WFS example

Perform the proceduresin this section to set up the example.

To set up the Tomcat environment:

1
2.

3
4,
5

6.

Go to http://jakarta.apache.org and download the Tomcat binaries.

Expand the downloaded zip file to atarget installation directory.

Set the JAVA_HOME environment variable to point to your Java environment.
Open conf/server . xml and configure the Tomcat ports.

Open acommand line and start Tomcat by executing the command:

<Tontat install _dir>\bin\startup. bat

Thisfigureillustrates a successful startup:

5 .mode ler. Rey ' ': try loadRegiztry

g.apache.commonsz .node ler.Registry getRegiztry
y inztance
org.apache .commons .node ler. Registry getSeryer

; r.coyote.httpll HttpliProtocol init
2 yote HI .1 on port S8B80
vice Tomcat—Standalone
1

. 1‘|:l;|‘rt+‘.',h'|:l'.|‘.|11 ,Hl:[l'r!IF'i~|:'|1.'|'|1"|':| SCaAPE
]
: -.conmon .Channe 1Socket init
0 ajplld listening on
v 208, ?HH_\ 1:29:880 PH o p
- d]-" running ID=8 timn P rawtomcat <1.18% Sseonfysjk2

< Prope Pt

Open aweb browser to test the Tomcat installation. Enter this URL :
http://1 ocal host: 8080/ .

The Apache home page should appear as shown in the figure below:
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Stop the Tomcat web server by entering Ctrl-C on the command line.

Follow these steps to install the Navy Open Source WebCOP into Tomcat. This enables
you to operate with the WF S from the JBoss example.

a

b.

Change to the <JBoss>\ser ver \NESI er ver \deploy\webcop.war directory.

Create aWAR file that contains the WFS configuration from the JBoss example
with this command:

jar —cvf ..\webcop. nywar *
Copy webcop.mywar to <Tomcat install_dir>\webapps and rename it to

webcop.war .

9. Thereisan issuewith XML parsers between Tomcat and WebCOP. To avoid this, you
need to replace some JAR files. Follow these steps:

a Changeto <Tomcat installation directory>\common\endor sed

b. Rename xerceslmpl.jar and xmlPar ser APl s.jar to backup file names.

c. Copy the xerceslmpl.jar and xmlParser APIsjar filesfrom the WebCOP

deploy directory to this directory as shown below:

Copy <Tontat install _dir>\webapps\webcop\ V\EB-
INF\Iib\xerceslmpl.jar *
Copy <Tontat install _dir>\webapps\webcop\ VEB-

I NF\Ii b\ xm Parser APl s.jar *

Run the Tomcat WFS example

1. Open acommand window.
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2. Enter thiscommand to start the MySQL database:

C. > net start NESI _SQ
3. Enter thiscommand to start the Web Feature Server instance:

<JBoss install _dir>\bin\run —c=WebFeat ur eSer ver
Wait for it to completely start up before proceeding.

Enter this command to start the Tomcat web server:

<Tonctat install _dir>\bin\Catalina.bat run

6. Open aweb browser and access the WebCOP with this URL.:
http://1 ocal host: 8080/ webcop.

This figure shows the outpuit:

3 MapVicw - Microsaft Intermet Explorner = = =]
Ble Ed Yew Favorkes Took el b
ek - ) - x] (Z] (0| ) seach S ormcrtes @ Rds )] 3. L [

Address | @] hetp: e dhest - OBOPWME magnies_frameset oo | EYoo |unis ®
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Data
Refresh Data Tab
G5 Lavers
) Global Layers
(&) Core Map Dats
'£_| HPAC Owerlays
(3] Metcast Layers
2] Overlays

Add Dnynamic Dats

(2] Regusteredlrmages
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£3 Web Feature Server
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[newyork.ovl]
 Surfate Dosage
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J;l Done [ [ 'l-_J. Liocal intranet

Commercial Joint Mapping Tool Kit (C/IMTK)

C/IIMTK isaNIMA-funded, congressionally mandated initiative for GIS applications. The
initiative began in June 2002. It isa commercia replacement for the government-devel oped
JMTK and is based on the ESRI suite of products. It is expected to undergo DISA certification in
Q4 2003.

Its goals are:
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» Bethe standard geospatial tool for COE/GES
«  Support the next generation of DoD C2 capabilities and systems

e Provide a standard architectural framework and common software components and
services to the entire GIS community

» [Foster software reuse

« Reduce development and integration costs

Architecture

EUC CLMTK Toolkit Browser
AW: i MISSIDH | _Mission | intamet ]
. - hrcﬂl!#ed% - ﬂ MIOJE | | Netscape |
m O O o
e e N o O S ! D W

1
1%2‘~§"¥“§~§%%§§%‘5”?’1 | INPRNER,

4 3 SIPRNET: ¢ = >

Og
]

ArCSL

O
]

D smn
lon

Data Applicat

References

For sample code, developer’ s guidance, and help desk support, visit the C/IMTK web site at
http: //imww.cjmtk.conv. The government point of contact is Sue Riley, who can be reached at

rileys@nima.mil.

C/IMTK licensing

There are currently four license options:

Toolkit

Replaces the current IMTK. Licensed through NIMA, this option
provides unlimited license use and 10 years of life cycle support
(maintenance, training, technical support, and upgrades) to the COE
GES community. This community is defined as the current and
future C2I programs, including DODIID and GCSS. Thislicenseis
not retroactive nor transferable to ESRI products.

Extended User

Community ( EUC)

Provides commercial application licenses for software from
participating team members (ESRI, ERDAS, AGI) to those who
want to be compatible with COE. Licenses and maintenance costs
are the responsibility of the Extended User through aBasic
Purchase Agreement.

Foreign Military Sales (

Covers the toolkit and applications. Funding and FMS approval
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FMS)

authority are the responsibility of the sponsoring organization.
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ESRI Products (as for
EUC)

Coversthe license between the vendor and the user regardless of
whether the software is aso in the toolkit. The cost is absorbed by

the user (BPA pricing for EUC).

C/IJMTK vs. JMTK

JMTK C/IIMTK

2D Map Display v 4
3D Map Display v
Image Processing 4
DBMS ntegration partial 4
Web-enabled v
Enterprise Solution 4

v

Sngle Scalable Architecture

C/IMTK architecture

The C/IMTK isan open, layered, services-oriented architecture.

It has three layers:
« Application(s)
«  Service(s)
» Enging(s)

Mission Application and Service

Service(s)

-

Application(s)

A

The architecture enables Net-Centric system development and software interoperability by
separating the capabilities from the applications. It promotes software unit reuse at two levels:

«  Functional primitives (Engine)

» Mission services (Service)
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{ {
Layering and associated services
| Applications L
i o
I Serwices SRS
l Data Access 5\ P
Componernts it RRERES

C/IIMTK features and capabilities
Image processing
Image processing uses ESRI’ s raster engine from ERDAS. It supports:
« Import/export of multiple formats
e Pyramid layers
» Band/RGB management
+ Histogram manipulation
« Contrast stretching

» Layer transparency

« Brightness
« Contrast
»  Swipetool

« Mosaicing
Sensor modeling

Sensor modeling uses ESRI’s AGI sensor model component. It supports:
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« Subsatellite point
« Satellite ground-track
« Satelliteintervisibility
»  Sensor footprints
«  Sensor prediction
e Radar prediction
3D capabilities
C/IIMTK offersthe following 3D capabilities:
e Create three-dimensional visualizations
e Query three-dimensional data
»  Generate fly-through simulations
« Build surface models
« Interactive perspective viewing
» Lineof-siteanaysis
» Viewshed anaysis
Large data set solutions

Using ESRI’s ArcGlobe (under development) component to handle large data sets, C/IMTK
creates a“Whole Earth” solution. It supports an intelligent scal e-dependent paging mechanism
that runs on Windows platforms.

C/IMTK toolkit components
Components

C/IMTK v1.0 isbased on the ESRI ArcGIS v9.0 set. The main components of C/IMTK and their
associated implementations appear in this table and are described in more detail below:

C/IIMTK ESRI component Platform

component

Thick Client ArcObjects extended by ArcSDE, Windows 2000: Native COM
Spatial Analyst, and 3D Analyst implementation

Solaris: Uses Mainsoft
MainWin software to port

ArcObjects
Thin Client MapObjects Java Standard Edition (or | Windows 2000 and Solaris
browsers such as | E/Netscape)
Application ArcIMS Windows 2000 and Solaris

Server

Data Server ArcSDE Windows 2000 and Solaris
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Toolkit-Architecture mapping
This figure shows the mapping of the toolkit to the architecture:

Embedded inC 2
Rimmian
: Applications
. E - COC complient
Application ! « MIRAR licenzed
Layer F =
(GU, map windaws, i e v
TOC, toolbars, ete) | cu | R
i e e

CfIMT K Frame-ork

Tools Layer {f CoRlArcObjects
(W0, data 5 ESRl Sl components
rraragerert,
aralis, do] {} CIMTEK unigue
Data LI?EF I iy M ssion App Code or

[Irbema mao
senver, erterprise |
itz storage)]

Thick client components

Thethick client usesthe ESRI product ArcObjects. Thisisafully compliant C/IMTK solution
and is an integral part of the ESRI desktop client. It is based on Microsoft’s Component Object
Model (COM).

JAVA bindings

C/IIMTK uses Intrinsyc’s J-Integra to map to Java. It isa pure Java solution and supports both
custom interfaces as well as idispatch and connections points.

Thin client components

Thethin client uses the ESRI product Map Objects Java Edition (MOJE) to create a client
customization framework. There are two toolkits:

« Display/query client toolkit
« ArcIMSclient toolkit
Server components
There are four server components,
e ArcSDE service, the Spatial Database Engine
» ArclMSservice, the Internet Map Server
«  ArcObjects, the component API
«  Open API

Server architecture
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ArcSDE component

ArcSDE is the Geodatabase component. It centralizes the management of geographic
information.

Features include;

Fast, multi-user access

Optimization for network enterprise implementations

Support for large, continuous databases

Versioning

TCP/IP, with no need for NFS mounts

Interaction with a backend database such as SQL Server or ORACLE
Multi-resolution pyramids that organize large imagery and NIMA image products

The Geodatabase data model:

Uses features as objects

Geometry

Attributes

Behavior (rules, methods, relationships)
User-definable

ArcObjects component

ArcObjects provides data readers for data access using native formats such as VPF, RPF, NITF.
It is not optimized for network systems.

ArclMS component
Features include:

Internet mapping
Distributed servers

True services
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Devel oper options
Client-side tools
Scalable
Industrial-strength
Internet-tested
Advanced GIS browsers

Integrates data from multiple sources

Example: ESRI ArcIMS and web client in Tomcat

Disclaimer: This example uses open-source products, since NES| itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every

circumstance.

This example demonstrates basic WFS capability with the ESRI WFS under ArclMS on Tomcat.

It uses the same environment as the WebCOP example.

Set up the example
Make sure the Java Development Kit isinstalled on your computer.

To install and configure ArcIMS:

130

Go to http://mww.esri.conVproducts.html and obtain ArclMS for Windows. Start the

installation.

In the Select Features window, select Application Server Connectors > Java
Connector.

Select Features

Selact the features you would i
i e

&

X _-| ActiveX Connector

_gﬂ Application Server thd

- % | ColdFusion Conne

Feature Description:

The Java Connector communicates weth the

Apphcalion Server via adava o JSP clhent
application.
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3. Sdect Documentation > HTML Viewer.

Select Features
Selact the features pou v e i

= _ﬁ_l Documentation ~

i - E3-] AL Programr
_)L:j ActiveX Connect
"¢ =] ColdFusion Con

. Feature Description:
| Customizig ArciMS-HTML Viewer

| 3§ Entre feature wi

ST % Entre feature vl be unavaisbie

...................................................

[ Help ]Lgmcw | ngesﬂ ima:k |[__HM} i | Cancel i

4. Turn off the Metadata feature.

5. Select Samples > WMS viewer and Samples > Java and JSP Applications.

i

Select Features e
Select he features wol wolkd B

g Fé:ﬁ':'ﬁ"nemrlpdnm

| ActiveX Applicatio This aption offers sample implementations of

ColdFusion Apnli different connechon: and viesers that can be

h-,;nmsu-,.,?-mn ppiic uzed a3 & ramework for customzing ArclMS
v R enerated web stes.

HTML and Java Vil ; -
| | This teature wil be Fetaled on the local hard
Java and JSP Apn = .:h?; s ?

1
) .ES...J Metadata Expl::rEL:_._= This feature requires TOME on vou hard drive,
¥ _~| ArcMap Sarer Sclv It has 3 of 7 subfealures selected The

< i ] [,, subfealures requie Z3ME on pour hard dive.
Curent lacation: :
ChCotzhean ol

L Help ] [ RiskCost | | Beset [ [ <Bock | New> | [ Cocdl |

6. Select Tutorial Data and click Next. After the installation finishes, it enters a post-
installation phase.

7. Select the Custom option, then select ArcIMS Configuration and ArcIMS JRE
Configuration for Manager.
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W ArclMS Configuration

[ At DE Services Moo Donfisdatisn

[ She Information Comverer

I™ eb Server - Senviel Engine Configuration]

I BrciMS JRE Corfiguration for Manager

Fofrehlen Seprediomiicaon

gk [TEec ] e | B |

8. Set the output and working directories, then click Next.

9. Enter the directory where you want to store generated images and web pages. Thisis
typically the ArcIM S installation directory. Click Next.

10. Set the web server host name to the name of your machine, select the http option, then
click Next.

“Working Diractony
An ARl subdirectony is created under the workng drectory.

;c:u:m'-m'-ﬁmlms

= Vilab Server Host Mame

;ua'_.'chc

=Protocol

= HTTP 1 HFIPS

« Back Tt 3 Cancel Haln

11. Set the ports and click Next.
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12. Set the user name and password for the administrator console. Click Next.

13. Set the JRE path, then select Use the system JRE for Author, Designer, and
Administrator. Click Next.

[

ArcIMS JRE Configuration for

Jzva Runtime Environment 1:3:
ArcliS Manager featus s

~Java 2 platform. Standard Edition, Java Runtime Environment Lacation -+
€ iryetal dava Rurtime Ervimonment 140

O Brawse to an exising systerm JRE 1.2 arhigher lscation

Ec--.c:-:,en Source'jsdk1.4.2_024re wEa

« Manager Applications use s private AciMS JEE unless the box Bslow is checked:
¥ Ues the system JRE for Aizhor, Designer, and Admenistrator

ArcIMSisnow installed. Three services will be added to your machine and started automatically.
Y ou may want to change these services to start up manually.

To install and configure the connectors:
1. Create asubdirectory under <Tomcat install_dir>\webapps called servlet.

2. Copy thefile <ESRI>\ArcIlM S\ArclM S\Connector s\Ser vlet\
ar cimsser vletconnector .war to <Tomcat install_dir>\webapps\servlet.

3. Expandthe WAR filein <Tomcat install_dir>\webapps\servlet. Open acommand
window and enter:

C.> jar —xvf arcinsservl etconnector.war
Change to the WEB-I NF\classes subdirectory.
Modify Esrimap_prop and WM SEsrimap_prop asfollows:

« Esrimap_prop: Set theappSer ver Machi ne property to the name of your
server from the ArcIMSinstallation or your |P address.

- WMSEsrimap_prop: Set theappSer ver Machi ne property to the name of your
server from the ArcIM S installation or your |P address.

6. Settheenabl e property to True.
The connectors are now ready to test.

To test the ESRI connectors with the ESRI Diagnostics tool:
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1. Start Tomcat.

2. Open the Windows Start menu, then select Programs (in Windows XP, All Programs)
> ArcGIS > ArcIMS > Diagnostics.

“ Windows Update
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3. Inthe ArcIMS Diagnostics window, set the Protocol to http. Enter the host name and
port.

4. Run both the number 1 and the number 2 test.
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{2 htlp paychi T
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 component to test:
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Servlet Conneclor; and ArcBdS Appication Sereer are functeoning
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This figure shows the test output:
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To configure the administrator tool:
Install the ArclMS Administrator.

1. Create asubdirectory under <Tomcat install_dir>\webapps called esriadmin.

2. Copy thefile esriadmin.war from <ESRI install_dir>\ArclM S\Administrator\ to
<Tomcat install_dir>\webapps\esriadmin.

Expand the WAR filein <Tomcat install_dir>\webapps\esriadmin.
Open a command window and enter:

C. > jar —xvf esriadm n.war

To create an ESRI output area:
1. Create asubdirectory under <Tomcat install_dir>\webapps called esrioutput.

2. Create asubdirectory under <Tomcat install_dir>\webapps\esrioutput called WEB-
INF.

3. Create afile called web.xml under <Tomcat install_dir>\webapps\esrioutput\WEB-
INF.

4. Add thefollowing code to web.xml:
<?xm version="1.0" encodi ng="UTF-8"?>

Example: ESRI WFS in Tomcat

Disclaimer: This example uses open-source products, since NESI itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every
circumstance.

This example builds on the ESRI ArciMSand web client in Tomcat example. In this example both
the ESRI WF S and the ESRI client are hosted as Tomcat applications.

This example uses ESRI WFS v7.0.0.
Set up WFS in Tomcat
Follow the steps in this section to set up the example.
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1. Obtain the ESRI WFS evaluation software from
http: //www.esri.convsoftwar e/opengis/inter opdownl oad.html.

2. Click the OGC WFS Connector for ArcIMS link and download the distribution. Save it
in a subdirectory under <ESRI install_dir>. This example uses the subdirectory
WFS 0 0 7.

Unzip the distribution.
Create a new subdirectory under <Tomcat install_dir>\webapps called esriwfs.

Create the subdirectories WEB-INF, lib, and classes under <T omcat
install_dir>\webapps\esriwfs.

6. Populate these Tomcat subdirectories with the WFS distribution files as follows:

COPY C.\ESRI\Arcl MB\WS 0 0 7\class\* c:\<tontat instal
di rect ory>\ webapps esri wf s\ VWEB- | NF\ cl asses\*

COPY C\ESRINArcl MB\WS 0 0 7\jars\* c:\<tontat instal

di rectory>\webapps esriwf s\VEB-1 NF\ | i b\ *

COPY C\ESRI\ Arcl MB\WS 0_0_7\confi g\web. xm
c:\\webapps\ esri wf s\ VIEB- | NF\ *

COPY C\ESRI\ Arcl MB\WS 0_0 7\config\ ogc_ws.properties,

WES response_capabilities_0014. xsl,
WES response_capabilities 100.xsl c:\\webapps\esriwf s\*

7. Open web.xml in <Tomcat install_dir>\webapps\esriwfsS\WEB-I NF\.
8. Add the following code between the <web- app> and </ web- app> tags and save thefile:

<servl et >
<servl et - name>WrSSer vl et </ servl et - nane>
com esri.ogc. wfs. WFSSer vl et
<l oad- on- st artup>1</I| oad- on-startup>

</servlet>

<servl et - mappi ng>
<servl et - name>WrSSer vl et </ servl et - nane>
<url-pattern>/wfs</url-pattern>

</ servl et - mappi ng>

9. Openogc wfs.properties.

10. Set the host parameter to your machine' s host name and set the ser vi cenane parameter
to SantaClara.

The Web Feature Server is now ready for testing.
Test WFS in Tomcat

Start Tomcat.

Start the santaclara service.

To test the basic functionality of the WFS, point your browser at the following URL:
http://1 ocal host: 8080/ esriwfs/w s?Servi ceName=Sant aCl ar a&Request =

CGet Capabi | i ti es. Thisteststhe WFS GetCapabilites API call. You should get an
XML response as shown in the figure below:
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4. Test other WFS APIs by using the ESRI ThinClientTester.htm tool located in <T omcat
install_dir>\webapps\esriwfs. Sample output appears in the figure below:
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Run the ESRI WFS client to the ESRI the WFS in Tomcat

This example builds on the previous example for both the ESRI WFS. It uses:

wfs world sample data that comes with the ESRI WFS release
ArcExplorer_4.0.1, Java edition
the interoperability extension

To set up the ESRI WFS:

1.

138

Configure the directory path of the <SHAPEWORKSPACE tag in the file <ESRI
install_dir>\ArciMS\WFS 0 0 7\test_data\wfs world.ax| to point to the directory
where thisfile resides. For this example, it would be:
<SHAPEWORKSPACE nane="shp_ws- 0"

directory="C.\ESRI\ArcI MS\WS 0 0 7\test_data" />
Go to http://mww.esri.convsoftwar e/opengis/interopdownload.html. Obtain the ESRI
WEFS Client called arcExplorer and the interoperability extension that goes with it. Put
them in your ESRI install directory.

Install arcExplorer and the interoperability extension in the ESRI install directory.
Note: The ESRI WFS client is a standalone JAVA SWING thick client and the
interoperability extension is aplug-in to arcExplorer for communicating with a WFS.

Start Tomcat.

From the ESRI administrator tool, create a new service and point the Upl oad Fil e
Pat h parameter to the directory containing the wfs world.axl file.
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6. Open the Windows Start menu and select ArcGIS > ArcExplorer.
7. Openthe Interoperability menu and select Connect to WFS.
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8. Set the connection to the ESRI Web Feature Server by specifying the URL and Service
Name of the WFS.

T Create WT S Conmnestilon

UL P M 308 FDD G Aaliaall ¥ ;J
ot e Marme winrdd
i [t t
WED Lapor @ k-
Lo || camet |

9. OpentheInteroperability menu and select Open GML Files to load in a background
map. Y ou can find the cntry02.gml and cntry02.xsd filesin the directory where you
installed the interoperability extension.

¢ Open GML File

Schema File; | ava_4,0.Tgml_sample_datalcniry(2 xsd [3
GML File: wa_4.0 1\gmi_sample_dataventny0Z.gmi [L]

[ (] 4 H Cancel ]

The output appearsin the figure below:
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Example: ESRI WFS to NOSWC WFS client

Disclaimer: This example uses open-source products, since NES! itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every
circumstance.

This example builds on the previous examples of the ESRI WFS server and the NOSWC
configuration. Y ou will configure the NOSWC to point to the ESRI WF S by modifying
baselayer s.xml and web.xml, which pointed to the NOSWC WFS in Example: WFSto NOSWC
in JBOSS.
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Set up the example
1. Shut down the Tomcat web server.

2. Configureweb.xml in <Tomcat install_dir>\webapps\WebCOP\WEB-I NF to point to
the ESRI WFS as shown here:

<par am nane>WFS_ PATH</ par am nane>

<par am

val ue>http://198. 253. 7. 109: 7001/ esri wf s/ wf s?Ser vi ceNane=Wr | d
</ param val ue>

To connect to this WFS, you must specify the Ser vi ceNanme=Woér | d parameter.

3. Configure the baselayers.xml filein <Tomcat install_dir>\webapps\WebCOP\WEB-
INF to point to the ESRI WFS as shown here:

<Port >7001</ Por t >
<Pat h>/ esri wf s/ wf s?Ser vi ceName=Wor | d</ Pat h>
4, Start Tomcat and point the browser to the NOSWC URL.:
http://1 ocal host: 8080/ W/G.
Note: The port number is the number you used when you installed NOSWC.

5. Intheleft menu, open the Web Features Server folder and select Cities. The cities appear
as dots on the NOSWC as shown in the figure below:
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Command and Control Personal Computer (C2PC)

C2PC isaWindows-based thick client application for viewing and manipulating command-and-
control (C2) data. ATLAS isthe GIS layer of the application. Y ou can obtain ATLAS from the
C2PC program office, Ground C2 Program Manager for the Marine Corps at

MARCORSY SCOM. This section identifies infrastructure interfaces, API s, and specifications for
applications sharing the enterprise network
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Recommendation

To ensure decoupling from the visualization layer, do not develop to the ATLAS APIs. Develop
to either the OGC open-standards APIs (GO-1 and Geobjects) or to the IMTK COE APIs. C2PC
bindings allow developers to use either strategy.

Interface layers

Interface layer Description

C2PC | CSF Interface Layer Thisis acombined Navy and FIOP sponsored effort that is
(CIIL) under development. It providesa JMTK interface layer that
allows applications developed for the COE to run on C2PC.

Segments must be repackaged for the non-kernel C2PC
environment.

C2PC XiSInterface Layer (XILY Thisisacombined Army and FIOP sponsored effort that is
under development. No sample code is available. It provides
an OGC -compliant interface layer that runs on both C2PC
and COE 4.x.

The GIS layer of the segments must be recoded to run on
C2PC, and segments must be repackaged for the non-kernel
C2PC environment.

Example: C2PC to NOSWC WFS

Disclaimer: This example uses open-source products, since NES! itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every
circumstance.

This example shows how to use C2PC with the Web Feature Server architecture. The setup in
this section is specific to C2PC, but the JBoss and MySQL configurations apply. This example
requires an OGC bridge. Installing the XIS Integration Layer (XIL) creates the bridge to C2PC.
This example was done on an alpharelease of XIL.

To set up the example:
1. Install C2PC.

Install XIL.

Create adirectory under C:\Program Files\USM C\xil\ called xisc2pc.

Extract xisc2pc.jar into the xisc2pc directory.

Change to the xisc2pc\com\xis\wfsdsi\leifResour ces directory.

Edit wfs.xisref as shown below to set the port number to that of the WFS server:

o g A~ w DN

doscri pt =\
. wfs = new Packages. com xi s. wf sdsi . WFSDSI \
( "local host", 8080, "/WS/ WSServlet");\
i f (view == null) {\
..l view = new

142



Reference implementations

Packages. com xi s. map. map2d. vi ew. Map2DVi ew( ) ; \
..Vview = new Packages.com xi s. tabl e. Tabl eVi ew() ; \
.. ..ViewHost.add(view;\
A
.. Vi ew. addRawDat al t em( W s) ;
Repackage the xisc2pc.jar file.
Changeto the C:\Program Files\USM C\xil\ directory.
Rename the old xisc2pc.jar to abackup file name.
10. Copy the modified xisc2pc\xisc2pc.jar up alevel to C:\Program Files\USM C\xil\.

This configures the WFS connector for C2PC.

To run the example:
1. Enter thiscommand to start the MySQL database:
C. > net start NESI_SQ
Start the JBoss application server as described in the JBoss install section.
3. Enter thiscommand to start the Web Feature Server instance:

<JBoss install _dir>\bin\run —c=WebFeat ur eSer ver

4. Open the Windows Start menu and select Programs (in Windows XP, All Programs) >
C2PC > C2PC Client.

5. Openthe Tools menu and select XIS Injector to start the XIL layer. This reconfigures the
menu itemsin C2PC, as shown below.
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6. Openthe Data Sources menu and select from the list of DSI menu items.

143



NESI Part 5: Net-Centric Developer's Guide

7. If the DSI menu items do not appear, select Options > Open Console. The Console
window displays any Java exceptions thrown by XIL. If there are no exceptions, double
check that all of the above instructions were followed.
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C2PC connects to the WFS and displays the plume on the C2PC map:
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Example: C2PC to C/JMTK WFS

Disclaimer: This example uses open-source products, since NESI itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every
circumstance.

C2PC can connect to the ESRI Web Feature Server viathe XIL layer just as it connected to the
NOSWC WFS. The WFS client connectors come with the XIL release. Y ou can obtain the code
for this from the NOSWC site (for more information, send email to info@polexis.com).

To set up this example:
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Configure C2PC to accept WFS input. The ESRI WFS configurations used in the C2PC
to NOSWC WFS exampl e a so apply to this example.

To run the example:

1.
2.
3.

Start the Tomcat server.
Start the wor | d service from the ESRI administrator console.

Open the Windows Start menu and select Programs (in Windows XP, All Programs) >
C2PC > C2PC Client to launch the C2PC client application.

Follow these steps to start up XIL from within C2PC:

a. Openthe Tools menu and select XIS Injector. This reconfigures the menu items
in C2PC.

b. Openthe Data Sources menu and select Web Feature Server.

C. Select Options > Open Console to display any errors during the connection to
the WFS.

The cities are rendered on the world map (similar to the ESRI ArcExplorer display) as
shown in the figure below:
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Joint WebCOP (JWC)

The JWC isanew GCCS FoS initiative under development. Based on GCCS FOS ERA, it
combines separate GIS effortsinto ajoint services-based platform that is open and extensible.
The IWC combines the C/IMTK ArclM S product suite, the NOSWC, and DI SA’s WebCOP.

The JWC project is a multi-team, open-source effort between DI SA, Army, Navy, and Air Force.
The first engineering drop was delivered in Q2CY 04 and it is expected to be complete by
Q4ACY05. IWC will be incorporated into the GCCS-J 4.2 baseline in Q1 Fy06.
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Standards

The JWC adheres to the following standards:

Standard Web site

SOAP 1.1 http: //www.w3.0r g/ TR/SOAP

WSDL 1.1 http://Amww.w3.org/ TR/200/NOTE-wsdl-20010315

GML 3.0 http: //mww.opengis.or g/techno/documents/02-023r 4. pdf

J2EE 1.3.1 http://java.sun.comj2ee/sdk 1.3

HTML 4.0 http://www.w3.0r g/ TR/1998/REC-html 40-19980424

CSS2.0 http: //imww.w3.org/ TR/REC-CS2

JavaScript 1.5 http: r/]/vwvw.ecma—i nternational .org/publications/standar dYECMA-
262.htm

Architecture
The JWC isamodular, loosely coupled, web-enabled, distributed, N-tier, service-oriented

architecture written in Java, JavaScript, and HTML. It is platform-independent and designed to

work in a heterogeneous environment.
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Tiers
The N-tiered architecture consists of:
«  Web-service-based data tier
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 J2EE/CIMTK middletier
e Thin-client-visualization tier
Services and components
The architecture comprises these major services and components:
« Feature store service
« Mapping service
e Application service
¢ Mediator service
»  Security
e Client
Feature store service

The feature store service is aweb service that provides high-speed, scalable access to common
data. Data communications occur via the WF S protocol, an open standard published by the OGC.
This provides alayer of abstraction between data services and the mapping application, offering
an easy migration path for existing data feeds. The WFS uses arelational database to cache data
locally as geospatia features.

The feature store is completely modular:
e Not tied to any other JWC service
« Based on the principle of loose coupling
« Independent of a given RDBM S implementation

The planned data services for Phase 1 are;
« COP Track Service
« TBMCSAIr Battle Information Services
+ |13 Data Services

Thisfigureillustrates the simplified collaboration model for the WFS in the IWC:
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Mapping service

The mapping service is based on ESRI's ArcIMS. It supports all NGA mapping products and
commercial satellite formats. It is accessible via an open-standard map protocol. Any client can
retrieve multi-layered imagery from this service using asimple HTTP call. The mapping service
renders the full MIL-2525B symbology set, plus custom sets such as NTDS.

Thisfigureillustrates the simplified collaboration model for the WM S in the JWC:
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Application service

The JWC application serviceis built on aWebLogic 8.1 J2EE application server. It contains
business logic modules and user interface management modules, and can coexist with other J2EE
apps such asWEEMC.

The application service uses a standards-based APl GO-1 , a map-independent API, to
communicate with the mapping service. This offers applications the ability to use avariety of
maps with the same code base, thus minimizing the porting costs between maps.

Mediator service

The mediator service promotes the loose coupling between the JWC services and the ArcSDE
database. It allows independent control and coordination of the interactions between the ArcSDE
database and the other IWC components and data sources. It simplifies the WC component by
replacing the many-to-many interactions with one-to-many interactions. Mediating the ArcSDE
database operation involves:

e Querying adata service

e Transforming the XML

« Applying any business rules to the data

«  Storing the datain the ArcSDE database
Security

The JWC security architecture is PKI-enabled and based on GSALT and LDAP. It collaborates
with the GCCS security mechanisms for security management. It supports:
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 PKI
e User- and role-based authentication
e TheHTTP (HTTP/S) standard for all client connections
« Audit trails
Client

One of the JWC' s primary benefitsis its convenient web-based interface. End users can connect
to the LAN from any computer or even a handheld device and gain instant access to the COP. It is
no longer necessary to install the COE on each machine, which reduces the cost of supporting
users.

Theclient isbuilt with HTML and JavaScript only, and does not require any plugins. It will run
on Internet Explorer 5.5, Mozilla 1.3, and subsequent versions of either.

Since the client is web-based:
« It doesnot require aclient-side installation
« All client profile information is managed on the server

« Any authorized user on the network can access the client

Infrastructure components
The JWC uses the following industry-standard, |oosely coupled components:
- Dataplugins
«  Web mapping engine
«  Symbology and overlay rendering
»  Geogpatial database
« Application server
+  TMSweb service wrappers

Recommendations

1. Developers developing to the JWWC should develop to the OGC standards. Future
releases of thiswill include sample code for the JWC.

2. Functional service providers should follow these high-level recommendationsin their
code:

« Exposeinterfaces via WSDL. JWC can support either REST or SOAP.
e Exposedl datain XML.

« Publish aschemafilefor your data

« UseDoD XML registry tags where appropriate.

« Use HTTPS to communicate with the JWC.

Best practices
To join the JWC open-source development community:
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A WD PR

Go to the DI SA open-source site at https://mww.geden.org/.
Register for an account and log in.
Request access to the Joint WebCOP project.

Download the document for the development process overview and submission
guidelines from

https://joi ntwebcop.geden.or g/ser vlets/ ProjectDocumentLi st ?expandFol der=687& fol der |
D=687.

For more information, go to the Joint WebCOP project on the DISA open-souce site and click on
one of the project owners at https://jointwebcop.geden.org/.

References

1.

To run the current build of the Joint WebCOP, go to
http: //webcop.toc3d.convjwebcop/index.jsp.

To get to the symbology, click one of the colored dots on the map and drill down.

Set the Overview Map so that you can see the details and overviews in the multiple
panes.
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Implementing GIS open architecture

Currently, developers connect to NOSWC via DSI s, which connect data sources to the NOSWC
framework, or GO-1 APIs. Developers can use existing DSIs, use GO-1 APIs, or write custom
DSI components and integrate them into the framework. The framework graphically displays the
data on amap.
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Strategy

Develop and use an OGC-compliant abstraction layer that operates with existing GIS applications
like COE 4.x, C2PC, NOSWC, WebCOP, JWC and C/IMTK. The mission applications program
to this OGC-compliant abstraction layer for rendering. The abstraction layer manages all
rendering features.

The strategies outlined in this section offer the lowest cost strategies based on currently available
implementations and rel ease schedules.
GIS development communities

To support an open-standards, component-based approach, NES| has created two devel opment
communities for GIS applications:

*  Rendering control community

»  Dataexposing community

Rendering control community

This community produces software that visually represents features on a GIS canvas.

Some examples of user communitiesin this area are 4.x Symplot Plugins, GCCS-M mission apps
that plot to charts, and Draw modules and plotters.

Data exposing community

This community produces software that supplies data to various communities, such as the
rendering control community. Developersin this community, such as COE 4.x data producers,
expose data for rendering.

There are two data exposing subcommunities, based on the type of data exposed to GIS
applications:

» Gridded data producers
« Point or feature data producers

GIS data categories

To help developers choose between WF S and WCS, NES! identified three broad categories of
data based on complexity.

Target architectures

Thin client architecture

Thick client architecture

Example: Using GO-1/Geobjects APIs in NOSWC

Disclaimer: This example uses open-source products, since NES! itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every
circumstance.

The NOSWC uses connectors called Data Source Interfaces (DSIs). The DSIs use the Geobject
abstraction layer to render data into an image before passing the image to the browser. A DS
consists of two Java classes. aDSl and a DSl trandator.
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Both GO-1 and Geobject make it easy to insert other rendering capabilities (ESRI’s ArcGIS) into
the NOSWC without impacting the DSI business logic. Y ou aso use this programming model to
program the WFS DSls.

This example shows how a developer in the rendering community would code to a Geobjects API
using the NOSWC. The first section describes the overall process, and the following sections
explain how to code individual sections.

Process

To build a connection to the NOSWC:
1. Writethe DSl (TestDsi.java).

2. Writethetrandator class (TestDsi Trandlator .java).
3. Placethe compiled classesinto a JAR file.
4

Copy thejar fileinto thelib directory of the NOSWC installation.
For example, if you are using a Tomcat web server, the lib directory islocated in <drive
letter>:\<Tomcat install_dir>\webapps\WebCOP\WEB-INF\lib.

5. Register thisnew DSl in the baselayer s.xml file so the DSI appearsin the left navigation
tree of the NOSWC GUI interface.
For example, if you are using a Tomcat web server, thisfileislocated in <drive
letter>:\<Tomcat install_dir>\webapps\WebCOP\WEB-INF.

Restart the server.

Review your custom DSl asit appearsin the NOSWC environment, where it can be
manipul ated.

Write TestDsi.java
package dsi;

i mport java. awt. Col or;

public class Test Dsi

{
private String type;
private doubl e | at Radi ans;
private doubl e | onRadi ans;
private String weat herDat a;
private Color color;

public TestDsi(){}

/1l type — nanme

/1 lat, lon — latitude, longitude in degrees
public TestDsi(String type, double lat, double |Ion)
{

this.type = type;

set Col or (new Col or (0, 255, 255));

| at Radi ans = Mat h. t oRadi ans(| at);

| onRadi ans = Mat h. t oRadi ans(| on);

}
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public void setType(String tp)

{
type = tp;
}
public void setLat(double Iat)
{
| at Radi ans = | at;
}
public void setLon(double Ion)
{
| onRadi ans = | on;
}
public void setWatherData(String wx)
{
weat her Data = wx;
}
public void setCol or(Color clr)
{
color = clr;
}
public String getType()
{
return type
}
public doubl e getlLat()
{
return | at Radi ans;
}
public doubl e getlLon()
{
return | onRadi ans;
}
public String getWather ()
{

/1 the devel oper might make a live call to a data source here |like
/1 a webservice or a database this nmethod is one of severa

/1 that are called when a user right-clicks on

/1 this dsi on the map and then selects the properties item

/1 fromthe nmenu

return weat her Dat a;

}

public Col or get Col or ()
{return col or;

}

?ublic String toString()
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return type;

}

}

Write TestDsiTranslator.java

package dsi;

i mport comxis.leif.imDomain;

i mport comxis.leif.imTransl ator;

i mport comxis.leif.imBaseDataltem

inmport comxis.leif.imAttributeGetRequest;
import comxis.leif.imAttributeDescriptor;
inmport comxis.leif.imAttributeDescriptorFactory;
i mport comxis.leif.imFieldvetaData;

. domai ns. I ei f. Lei f Domai n;

. donai ns. map. MapDomai n;

. domai ns. geo. GeoDormai n;

i mport com xi s. domai ns. di spl ay. Di spl ayDonmai n;

i mport com xi s. domai ns. t enpor al . Tenpor al Domai n;
i mport comxis.imtypes. StringTypeMet abat a;

i mport org. geobject.coord. Lat LonAl t;

i mport org.geobj ect. Geobj ect Def aul t;

i mport java.awt. Col or;

i mport com xi
i mport com xi
i mport com xi

nmununnnnnmuonuonon

public class TestDsi Transl ator extends Transl at or
{
private static final Domain[] baseDonmains =
new Domai n[] {
Di spl ayDorai n. get Donai n(), MapDonai n. get Domai n(),
Tenpor al Donai n. get Donmai n(), LeifDomai n. get Donai n(),
GeoDonmi n. get Domai n(),
b

private static FieldMvetaData[] fiel dvetaDat aArray;

private static AttributeDescriptor[] |ocal AttributeDescriptors;
private static AttributeDescriptor type;

private static AttributeDescriptor weather;

public Test Dsi Transl at or ()

{
if (local AttributeDescriptors == null)

AttributeDescriptorFactory factory =
AttributeDescriptorFactory.getAttributeDescriptorFactory();

type
= factory.createAttributeDescri ptor
( Iltypell,
Test Dsi Transl at or. cl ass,
new StringTypeMet aDat a(" Type")
)

weat her
= factory.createAttributeDescri ptor
( "weat her",
Test Dsi Transl at or. cl ass,

154



Reference implementations

new StringTypeMet aDat a(" Weat her")
)

| ocal AttributeDescriptors = new AttributeDescriptor[] {type, weather};
}

if( fieldvetabDataArray == null )

Fi el dvet aData | atLonAl't = new Fi el dMet aDat a( GeoDonai n. | at LonAl't );
Fi el dvet aDat a typeMet aData = new Fi el dMet aDat a(type, "Type");
Fi el dvet aDat a weat her Met aDat a = new Fi el dMet aDat a( weat her,
"Weat her");
Fi el dMet aDat a penCol or = new Fi el dMet aDat a( Di spl ayDonmai n. penCol or) ;
fiel dMet aDat aAr r ay
= new Fi el dMet aDat a] ]
{ latLonAlt,
t ypeMet aDat a,
weat her Met aDat a

pencCol or
1

}
}
public Domai n[] get BaseDomai ns()
{

return baseDomai ns;
}
public Fiel dvetaData[] getFi el dvet abDat aArray()
{

return fiel dvetabDat aArray;
}
public AttributeDescriptor[] getAttributeDescriptors()
{

return | ocal Attri buteDescriptors;
}
public LatLonAlt getlLatLonAlt(AttributeGetRequest agr)
{

Lat LonAl't position

= (Lat LonAl t) Geobj ect Def aul t. cr eat eCoor di nat e(Lat LonAl t. cl ass);
double lat = ((TestDsi)agr.getRawDatalten()).getLat();
double lon = ((TestDsi)agr.get RawDatalten()). getLon();
position.setLatLon(lat,lon);
return position;

}
public String get Type(AttributeGet Request agr)
{

return ((TestDsi)agr.get RawDatalten()). get Type();
}
public String getWather(AttributeGet Request agr)
{

return ((TestDsi)agr.get Rawbatalten()).get Weat her () ;
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public Col or getPenCol or (Attri but eGet Request agr)

{
return ((TestDsi)agr.get RawDatalten()).getColor();

}
}
Register the DSl in baselayers.xml

<Layer queryabl e="0">
<Title>NESI</Title>
<Abstract >NESI </ Abst r act >
<Layer queryabl e="0">
<Nane>t est dsi </ Nane>
<Title>Test Dsi</Title>
<Abstract >Test Dsi </ Abstract>
<SRS>
EPSG 4326 AUTQO 42400 AUTG 42402 AUTO 42403
AUTQO 42404 AUTQO 42405 AUTCO 42406 AUTQO 42407 AUTO 42408
</ SRS>
<Lat LonBoundi ngBox m nx="-180.0" m ny="-90.0" naxx="180.0"
maxy="90. 0"/ >
<Styl e>
<Nane>def aul t </ Nane>
<Title>Defaul t</Titl e>
</ Styl e>
<Scal eHint m n="0.0" max="0.0"/>
<Dat al t emJavaScri pt >
newPackages. dsi . TestDsi ("TestDsi ", 30.71, -117.12);
</ Dat al t emlavaScri pt >
</ Layer >
</ Layer >

Review the test output

The WebCOP output below shows how the test DSI should appear. Notice the entry in the left
navigation tree and the dot on the map.
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Adding icons to the map

To place a custom icon (shown in this example as ared X) on the map, add the following code to
the samplefiles.

To place a custom icon:

1. Add thefollowing line of code to baselayers.xml asthefirst linein the
<Dat al t emJavaScr i pt > tag. The path to the icon must be a absolute path. Escape the
slashes.

java.l ang. System set Property("testicon", “<path-to-your-
icon>//testicon.gif");

This snippet of code loads the directory path and name of your icon into the system
properties, so the DSI can locate the icon during runtime.

2. Update TestDsl.java with this code:

/1 add these |ines under existing inmports
i mport javax.sw ng. | nagel con;

i mport com xi s.icon.|conShape;

i mport com xi s.icon. Si npl el conShape;

/1 define new variable
private SinplelconShape icon;

/1 place this line inside the constructor
i con = new Si npl el conShape( new
| magel con( System get Property("testicon")));

/1 add this new nethod
public | conShape getlconShape()

{
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return icon;
}
3. Update TestDsiTranslator.java with the new method and the accompanying import
statement shown below:

/1 add these to existing inports
i mport com xi s.icon. | conShape;

/1 add this new nethod
public | conShape getlconShape(Attri but eGet Request agr)

{
return ((TestDsi)agr.get RawDatalten()).getlconShape();

}
The figure below shows the new icon on the map for the test DSI.
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[+ Test Dsi

[ata Selection

Adding collections of objects to the map
Members DSI

Y ou can dynamically add multiple DSI objects to the map using the Members DSI. This feature
letsany DSI act asacontainer for other DSI objects. This technique is useful for animation and
rendering data types from a data stream. To get the new objects onto the map, add them as
membersto an existing DSI. If aDSI contains members, the webCOP framework automatically
renders them.

Y ou can use the Members feature in many situations. Two common scenarios are:
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« Tohold new DSI abjects that are created by a data stream
« Toanimate existing member DSI objects by changing the latitude and longitude attributes

To enable the Members feature:
1. Addthiscodeto TestDsi.java:

/1 add these |ines under existing inmports
i mport comxis.|eif.imBasel nfoMdel;
import comxis.leif.imLeifDataltem

// define new variabl e
private ArraylList nenbers;

/1 place this line inside the constructor
nmenbers = new Arraylist();

/1 add this new nethod
publ i c bool ean canHaveMenber s()

{

return true,

}

/1 add this new nethod
public void addMenber (Cbj ect 0)

nmenbers. add( o) ;
Basel nf oMbdel bi m = Basel nf oMbdel . get Basel nf oModel () ;
LeifDataltem|Idi = bimgetLeifDataltem(this, false);
try
{
/1 for sone reason WbCOP throws a null pointer here if the
checkbox

// in the browser is not selected for this DSI
[ di.fireMenber Added(o, false);

catch (Exception ignore){}
}

/1 add this new nethod
public Object[] get Menbers()

{

return nenmbers.toArray();

}
2. Addthiscodeto TestDsi Translator.java:

/] add this new nethod
publ i ¢ bool ean canHaveMenbers(Attri buteCGet Request agr)

{

return
( (NESI ChenBi oDsi ) agr . get RawDat al t en() ) . canHaveMenber s() ;
}

/1 add this new nethod
public Object[] get Menbers(AttributeGet Request agr)

return ((NESI ChenBi oDsi)agr. get RawDat alten{)). get Menbers();
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}

/] add this new nethod
public int getlnitial Drill DownLevel (AttributeGet Request agr)
{

return 1;

}
Activating the collection

To activate the collection, you must instantiate a triggering mechanism. In this example, a new
thread in testDSI .java listens for incoming data and adds a new DSI or modifies an existing one.
The example shows a portion of ther un() method of the DSI that adds members to itself.
Latitude and Longitude are generated randomly.
try
{

/1 read attributes fromdata source here...

TestDsi dsi = new TestDsi (“<myl D>", 100d*Mat h. randon(), -
100d* Mat h. random() ) ;

dsi . set Col or (new Col or (255, 255,0));
addMenmber (dsi ) ;

}

catch (Exception ex)

{
Systemout.println(ex.toString());

}

Adding overlays to the WebCOP

There are various ways to add overlays to the WebCOP. The following example uses HPAC
overlaysto add plume models to the map. It createsa DS| that uses the Members feature. A
thread triggers the framework for updates. The following example shows part of the DSI’sr un()
method.

try
{

String txt = “this is ny incomng data streant;

HpacOverl ay hpac = HpacSet up. creat eOver| ayFronft r ean(
new Byt eArrayl nput Strean(txt.getBytes()), "");

HpacLayer[] l|ayers = hpac. getLayers();

doubl e | at Rads = Mat h. t oDegr ees(
| ayers[ | ayers. | ength-
1] . get GeoBounds() . get TopLeftLat LonAlt().getlLat());
doubl e | onRads = Mat h. t oDegr ees(
| ayers[ | ayers. | ength-
1] . get GeoBounds() . get Bot t onRi ght Lat LonAl't (). getLon());

TestDsi dsi = new TestDsi ("<nyl D>", |atRads, |onRads);
dsi . addMenber (hpac) ;
addMenber (dsi ) ;

catch (Exception ex)
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Systemout.println(ex.toString());

}

Dynamically updating DSI attributes

To dynamically change the attributes of a DSI:
1. When you create the Member DS, store a data structure of IDswithin it.

2. Include an I D with the incoming data. Then, any subsequent data can obtain a handle to
the appropriate DSI by usingitsID.

3. When attributes change, signal the framework with the attribute-changed event.

Migrating to GIS open architecture

This section provides recommendations on migrating thin- and thick-client applications to an
open-standards approach.

Migrating Navy thin-client applications to OGC

Recommendations

1.  All datasources or data producers posting data to a map display such as GCCS-M must
go through an OGC-compliant layer of open-standard interfaces for both thick and thin
client maps.

2. For applications that display data on either the WebCOP visualization layer or the
C/IMTK web visualization layer in a non-OGC -compliant architecture:

Program to the GO-1 API specification or the WFS model, as appropriate
Insulate applications from the mandated GIS conversions

Make sure the converted code operates on existing WebCOPs (or next mandate)
Restructure applications to a multi-tiered architecture

Migrate applications to an OGC data producer model and decouple from the
chart

Do not render directly into the legacy APIs; program to the OGC standards

Change service providers to OGC-compliant Web Feature Servers or other
service typesin the OGC Services interoperability stack, based on content type

Simple data sources should be WF Ss
Complex data sources should be WCSs
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Architecture
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Migrating Navy thick-client applications to OGC

The Navy is moving towards an open-standards model for thick-client GIS applications. This will
be alayered architecture from OGC -based APIsto existing IMTK APIs. There are two
initiatives towards this end:

¢« OGC GO-1 API (recommended since it conforms to open standards)

« C/IMTK (not recommended; no current plans to make the implementation work on the
COE)

JMTK developers should use the interim initiatives Cl 1 L and XIL to render on COE and C2PC
while the open-standards architectures are being compl eted.

Recommendations

1.  All datasources or data producers posting data to a map display such as GCCS-M must
go through an OGC-compliant layer of open-standard interfaces for both thick and thin
client maps.

2. For applications that display data on either the COE 4.x IMTK API visudization layer,
the C2PC ATLAS API visualization layer, or the C/JIMTK visualization layer:

e EBventualy, program to the GO-1 API specification
» Insulate applications from the mandated GI S conversions

« Make sure the converted code operates on COE 4.x, C2PC or C/IMTK (or next
mandate)

« Plananinsulation strategy till GO-1 is available (the strategy involves either a
two-step or athree-step process, depending on whether there is an implemented
binding of the OGC-compliant layer for the target platform)
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» Restructure to a multi-tiered architecture, regardless of whether a binding of the

OGC-compliant layer is available for your target platform

e Migrate applicationsto 4.x data producer model and decouple from the chart,

regardless of the availability of abinding

« Decouple the rendering layer, using a design pattern like Facad or Bridge

« Do not render directly into the legacy APIs

3. IMV/Symplot API developers. Convert foreground objects to Geobject APIs.

4.  IMV/IIMTK API developers: Convert background objects to Geobject APIs.

5. TMSAPI developers: For track producers, use an insulation strategy such as the Facade
or Proxy pattern to decouple the TMS APIs from the rest of the application, positioning
the application for insertion of an open-standard API currently under devel opment.

6. C2PC ATLASdevelopers: Use an insulation strategy such as the Facade or Proxy pattern
to decouple the ATLAS APIsfrom the rest of the application, positioning the application

for upcoming migration efforts.

Inthelong term, ATLAS is migrating to C/IMTK and will use the C/IMTK map. In the

short term there are two initiatives;

« CIIL, aninterface layer added to ATLAS that allows developersto use
IMV/IMTK and SYMPLOT API callsto C2PC

e GO-1, an OGC abstraction layer added to ATLAS that allows devel opers to use

OGC GO-1/GEOBJECTS API calls

Architecture
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Mobile devices

Overview

M obile devices encompass portabl e technologies such as PDAS, wireless devices, cell phones,
tablets, Blackberries, and so on. Future devices are likely to become smaller, more powerful, and
more portable.

DoD mobile device guidelines do not allow wireless connections in classified spaces. Handheld
devices have the same operational restrictions as other equipment.

Best practices

To get the DoD mobile device guidelines:
1. Go to http://www.c3i.osd.mil/.

2. Searchonwirel ess security policy.

3. Onthe search results page, select: Pentagon Area Common Information Technology
(IT) Wireless Security Policy.

There are two environments in the mobile device arena:
« PalmOS
«  Wireless devices (such as cell phones)

DoD wireless strategies are undergoing development. Check back for additional information in
future releases.

Wireless cell phone environments

Target platforms

The wireless cell phone environment has three main target platforms:

Platform Description Download from
Openwave Has afreeware http://www.openwave.com
(shown below) |development
environment
Nokia Has afreeware http: //www.forum.nokia.com
devel opment
environment
Motorola Has some http: //kb.motor ola.metr ower ks.convmotor ola/pcsHome.do
freeware
devel opment
tools
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Emulators are included in the development environments.

This figure shows an example of the Openwave | DE:
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Testing

To test awireless cell phone:
1. Testitinthe IDE to verify correct operation.

2. Testit through awireless gateway when it is ready to go for live testing.

PalmOS 4

Overview

There are three main devel opment environments for developing palm applications with Palm OS
4 and below.

Environment | Description Download from
PRC-TOOLS |PRC-TOOLSGCC http: //mww. pal mos.convdev/tool s/gec/
GCC environment is afreeware

devel opment environment
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for PAAMOS 4 development.
It contains these
components:

+  Cygwin

« PRC-Tools

« PFiIRC

Codewarrior Codewarrior IDE isa http: //www.metr owerks.comv or
IDE product of Metrowerks. http: //mww. pal mos.com/devel opers

The Codewarrior IDE suite
contains two products, one
for Javaand one for C/C++.
Use the Java version for
J2ME devices and the
C/C++ version for PAAMOS.
The suite also contains a
GUI builder IDE called the
Constructor.

Falch.net IDE | Falch.net IDEisaproduct | http://www.falch.net
of Falch.net.

Recommendations
1. Usethe constructor tool to build Palm GUIs. Do not build your own.
2. Usethe Pam emulator to test your Palm applications.

See Necessary components for instructions on how to obtain these components.
Necessary components

To set up the full development environment for PalmOS:

e Download the PAmOS SDK from http://www.pal mos.corm/dev/tool §/sdk/index.html. This
contains resources for building Palm applications. The most important resources are:

o Thefull documentation suite
o Includefilesfor the different development IDES
o Librariesfor linking the applications
o The constructor tool, which is an IDE-like tool for building the GUIs
« Obtain the Pam emulator called POSE, shown below, from
http: //www.pal mos.convdev/tool s/simul ator /.

To emulate any specific device, you need the ROM image that is compatible with that
device. These are loaded into the emulator when you start POSE. Y ou should use
gremlinsin the emulator when testing Palm applications.
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New Sesshon

Download skins and ROMs for the emulator from
http://www.pal mos.convdev/tool s’emul ator/.

Download the conduit development kit from http: //www.pal mos.com/dev/tool s/cdk/win/.

Download the Desktop SDK for developing Palm desktop plug-ins from

http: //mmw. pal mos.convdev/toolemulator/. Palm applications interface with the desktop
viathe Palm Desktop Application. Y ou can add application functionality to the desktop
through the Palm Desktop SDK, shown here:
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References

The best way to get started isto get a book with examples that build out the basic skeleton, then
clone that example and use it to build your application. The Palm OS Programming Bible by
Lonnon R. Foster is a useful starting point.

For documentation, further examples, and SDKs, go to the open-source site,
http: //mmw. pal mos.convdevel opers.
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Guidance details

This section contains a complete set of the numbered guidance statements that are referenced
elsewherein this guide.
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G1001

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Define public interfaces using aformal standard.

It'simportant that a common language is used to define the interfaces so
producers and consumers can work independently and together.

There are many standards for defining interfaces (UML, WSDL, and
CORBA). The standard used must be documented and widely accepted by

the industry.

Publish and insulate public interfaces

Development

1 Test

Procedure

Examples
2. Test

Procedure
Examples
3. Test

Procedure

Examples

Do UML documents exist that describe the shared
interfaces?

Ask for the design documents to be provided during
the review process.

None

Are there WSDL files that document the interface to
web services?

Look for the existence of . WBDL files.
None

Arethere | DL filesthat document the interfaces to
CORBA services?

Look for the existenceof . i dl files.

None
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G1002

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

172

Separate public interfaces from implementation.

This guidance encourages clean separation between interface and
implementation details for al types of application development. This
allows components and systemsto be loosely coupled. The flexibility
allows groups of developersto work independently and in parallel to the
contract defined by the interface.

Another benefit of hiding implementation details isthat it allows the
implementation to change without affecting users of the interface. This
means the interface can support dynamic and pluggable implementation.

[G1217], [G1218], [G1219], [G1220], [G1221]
Publish and insulate public interfaces

Development

1. Test C++: Check to make sure interfaces are defined as
pure virtual functions.

Procedure  Make sure C++ classes are defined in header files.
Classes that represent external interfaces should
contain only pure virtual functions. Make sure the
class does not declare non-constant data members.
Also, make sure it does not define default
implementation. An interface should provide no
default behavior.

2. Test C: Check to make sure functions are declared in a
header file using prototypes.

Procedure  Make sure each library function has a prototype
declaration in the header file.

Examples None



G1003

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Separate the contents of application libraries that are to be shared from
libraries that are to be used internally.

The public libraries that are intended to be shared with outside consumers
need to remain fairly static in order to facilitate independent devel opment
by the consumer and the producer of thelibraries' functionality. Changes
in libraries should be mutually agreed upon by both the producer and the
consumer.

All library content should not have external dependencies that are not
related to supporting the interface.

There must be clear separation between domain-specific and shared
libraries. Libraries that will be used in joint or multiple projects should not
have domain-specific code.

Publish and insulate public interfaces

Development

1 Test Do the publicly shared libraries have any private or
undocumented functionality?

Procedure  Check each library against the publicly defined

header and make sure that all objects or methods are

public.
Examples None

2. Test Doesthe library contain extraneous interfaces or
code that is not required?

Procedure  Use coverage tool/Junit to make sure thereis no
extraneous code.

Examples None

3. Test Do the publicly shared libraries have any private or
undocumented functionality?

Procedure  Check to make sure that one library use of another
library does not cross domain-specific boundaries.
For instance, acommon library of XML utilities

should not have dependencies on another library that

supports a specific domain such as UHF satellites.
However, thereverse is okay.

Examples None
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G1004

Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

174

Public interfaces shall be backward-compatible, within the constraints of a
published deprecation policy.

The public interface is basically a contract between the producer of the
functionality defined in an interface and the consumer of the functionality.
These guidance statements are intended to ensure that this contract remains
intact and that the consumer of the functionality is not broken during the
update cycle of the interface.

[G1018], [G1019], [G1020], [G1206], [G1207], [G1208]

Publish and insulate public interfaces

Development

1 Test
Procedure
Examples

2. Test
Procedure

Examples

Does the public interface (interfaces that are used
externally, outside the project's domain) contain
ver sioning information?

Check to make sure the interface/class has versioning
information.

None

Does the document structure contain a document that
indicates the shelf life of deprecated interfaces?

Note: Thisis amandatory document

Check for project documents that have information
on thelife of deprecated interfaces.

None



G1005

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Separate infrastructure capabilities from mission functions.

Applications should not try to reinvent the wheel by creating custom
enterprise services such as messaging, directory services, logging, €etc.
Application development should use standardized API s to access common
enterprise services. For instance, in Java, use JM S to access a messaging

system.

Publish and insulate public interfaces

Development

1 Test
Procedure
Examples

2. Test
Procedure

Examples

Does the application re-create common and
available enterprise services?

Check the application code for code that recreates
functionality of an enterprise service.

None

Does the application code access enter prise services
in a vendor-specific way?

Check for code that accesses a vendor-specific API
instead of utilizing an industry-standard API.

None
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G1007

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

176

Applications shall use open, standardized, vendor-neutral APIs.

Using standardized, open APIs will enable the code to be more portable. It
will also prevent vendor lock-in. "Standardized" meansindustry consensus.
"Open" means available to everyone.

Publish and insulate public interfaces

[G1071]

Development

1. Test
Procedure
Examples

2. Test
Procedure

Examples

Does the application create customized/proprietary
solutions where standar dized API exists?

Check the application for code that has proprietary
solutions where standardized APl exists. For
instance, does the application write its own
messaging system, bypassing utilizing the Java
Messaging System API.

None
Does the application utilize vendor-specific API?

Check the application to make sureit isnot using a
vendor-specific API. For instance, seeif the
application accesses the database using a proprietary
interface from Oracle instead of the standard JDBC
cals.

None



G1008

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Isolate platform-specific interfaces and vendor dependencies.

Insulating platform-specific code using standard abstractions or custom
classes will keep al non-portable code in one place and prevent
proliferation of non-portable code throughout the application.

Publish and insulate public interfaces, [G1118]

[G1073]

Development

1 Test
Procedure
Examples

2. Test
Procedure

Examples

Does the application contain any platform-specific
code that has not been abstracted?

Check code that is non-portable. For instance, does
the code use back slashes (Windows) or forward
slashes (UNIX) in litera stringsto create a path.

|E: String path = "\tnp";
None

Is platform-specific code isolated into a single class
or file?

Search the files for platform-specific code.

None
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G1010

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

178

Use open-standards logging frameworks.

Standardizing on one logging APl means the code will be more portable
between developers, and developers no longer need to learn multiple
logging frameworks.

[G1209], [G1210]
Publish and insulate public interfaces

Devel opment

See sublevel guidance.



G1011

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

All components must be independently deployable.

Independently deployable components do not have any dependencies on
other components. This is often unattainable because components are often
aggregations of lower-level components. Exceptions to this rule can occur
if the relationships between components:

*  Arewell-defined and well thought out
*  Arecarefully managed

* Areexternaly configurable

Implement a component-based ar chitecture

Development

1 Test I's the component dependent on other components?

Procedure  {Placethe procedureto follow to evaluate the test
guestion here. The procedure can be multiple steps}

Examples None
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G1012

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

180

Components should expose functionality through a set of services.

By exposing discrete units of functionality as services, business and data
integrity remain intact. A service receives a request, processes it, and
returns the result to the requester as a single operation.

Implement a component-based architecture

Development

1. Test
Procedure
Examples

2. Test
Procedure

Examples

Arethere WAR files that contain the component?
Check for the occurrence of . war files.

None.

Arethere WSDL files that define the services?
Check for the occurrence of . wsdl files.

None.



G1014

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Access the database only through open-standards interfaces to promote
database independence.

Standard API (s) such as JDBC or ODBC promote database independence.
However, even if you use a standard API, you can still write non-portable
code if you use non-ANSI -compliant SQL. Using non-ANSI-compliant
SQL causes vendor lock-in and makes interoperability difficult.

[G1211], [G1212]

Development

See sublevel guidance to evaluate this guidance.
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G1018

Statement Add version numbers/ identifiersto al public interfaces that will be shared
between projects or groups.

Rationale Assigning versions is necessary when determining compatibility between
the interface and its consumer. Versioning public interfaces allows all
parties to track the evolution of the interface for backward compatibility.
This can help consumers plan for integration and migration.

Derived From [G1004]
Justifies
Referenced By

Acquisition Development
Phase

Evaluation 1. Test
Criteria

Procedure

Examples

182

Ensure that version information can be identified.
Does the code contain versioning information? It is
important to have the version information in the
shared public interface code because it identifies the
actual interface that consumers of the interface will
be coding to. Another benefit isthat it allows toolsto
automatically generate the documentation so it does
not need to be in two places.

For Java, check for @er si on javadoc tag.

For other languages, and Java, check to seeif the
code is annotated using XML tags or language-
specific tags that support versioning.

None



G1019

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Deprecate old versions of publicly shared interfaces and do not remove
them until a specified time period has passed, as defined by the project
document for deprecating obsol ete interfaces.

By deprecating instead of removing interfaces, development teams can
plan for software migration and continue to run the software with existing

deprecated interfaces.

[G1004]

Development
1. Test

Procedure

Examples

Are old versions of public interfaces marked as
deprecated?

Check the SCM logs of public interface files to
ensure that old interface functionality has not been
removed.

None
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G1020

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

184

A project must provide additional documents that describe plans and
procedures that can be used to evaluate the project’ s compliance.

To ensureaNES| evaluation can be performed, these documents must be
provided.

[G1004]
[G1213], [G1214], [G1215], [G1216]

Devel opment

See sublevel guidance to evaluate this guidance



G1021

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Create fully insulated classes.

Data members should not be public.

Do not expose implementation details of a class. For instance, information
such asthe use of alink list or hasht abl e in aclass should not be
exposed (i.e. made public).

Making implementation details public creates interdependencies between
the class and its users, subjecting the users to changes in implementation.
Therefore, access should only occur via public interface methods. This
makes the implementation more robust, because all data can be validated
when assigned new values or the changes can be logged.

Development

1 Test
Procedure
Examples

2. Test
Procedure

Examples

Do instance variables have public access or are they
mor e accessi ble than necessary?

Check that the instance variable in classes does not
have public access unlessit is static and final.

None

Does the class provide direct access to internal data
via pass by reference?

Check to make sure that the methods that access the
internal state do not return areference to the internal
data.

None
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G1022

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

186

Insulate public interfaces from compile-time dependencies.

There are three distinct advantages to separating interface from

implementation:

- Multipleinterested parties (COIl s) can develop the interface and
publish it to the user community ahead of any specific
implementation. This allows groups to work independently and in

paralel.

« It prevents multiple copies of the defining interface. Duplicating
the code for the interface in each implementation (library, jar, and
assembly) makes it difficult to maintain, especially asthe interface

evolves.

« Itinsulates devel opers from the constant changesin
implementation.

Publish and insulate public interfaces

Development

1 Test

Procedure

Examples
2. Test

Procedure

Examples
3. Test

Procedure

I's the packaging or deployment of the public
interface self-contained and isolated to only the
public interface(s)?

Check to make sure that the jar, library, assembly,
and WSDL only contain the agreed-upon public
interface (interfaces being shared externally).

None

Doesthe container (jars, libraries, assemblies,
WSDL) contain files other than the interface?

Check to make sure the library does not include or
rely upon any other files such as resource files,
properties files, configuration files, other libraries,
xml files, and so on that would force the repackaging
of the public interface.

None

Are there any outside influences that could affect the
packaging of the public interface?

Check the public interface for dependence on
resource files, properties files, configuration files,
XML files, and other libraries or packages.



Guidance

Examples None
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G1027

Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

188

All source code developed with DoD funding must be internally
documented.

Well-documented source code is easier to maintain and enhance over time.
It is hard enough to get documentation about software and to keep it up to
date. If the documentation is not internal to the source code, the chances
that the software is current and up-to-date decreases. In recent years, the
trend has been to generate external documentation about the software by
processing the source code and comments (e.g., JavaDoc).

In addition to documenting the functionality of the source code, it is
important to capture the configuration control information (e.g., CVS).

Standard interface documentation

Development

1 Test Do all the source code files have a header that
includes a statement protecting government rights to
the source code and the right to change the source
code?

Procedure  Scan each file and make sure the header includes a
statement that protects the government’ s right to use,
modify, and share the information with other
government departments and agencies.

Examples None

2. Test Do all the source code files have a header that
includes configuration infor mation?

Procedure  Scan each file and make sure the header also includes
configuration management information such as
author, date created, and a history of modifications
and versions.

Examples None

3. Test Do all the source code files have internal
documentation for attributes, methods that can be
processed by a computer?

Procedure  Scan the source files and make sure they are
internally documented with tags such as JavaDoc or
XML tags.

Examples None



G1030

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Use a standard GUI component library.

A predefined component library helps control cost and configuration.
Licensing issues can be resolved before devel opment begins, and
component costs are minimized by avoiding library overlap.

Now that component architecture is standard, it is possible to put together
applications using a variety of components from multiple vendors. These
components are bundled in third-party toolkits that vastly extend the range
of options available in standard Windows or Java GUI toolkits. These
toolkits are in common use and possess awide variety of pre-built
components. Almost all support common look-and-feel (e.g., Windows or
Java).

Thick clients
Development

1 Test Doesthe user interface code use any other toolkits
besides a Sandard GUI Toolkit?

Procedure Check to make sure the thick-client code is
developed using the Swing/AWT library in Java, and
the standard, included Windows Toolkit In .NET.

Examples None
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G1031

Statement Architect applications to cleanly separate the presentation, business, and
datalayers.
Rationale This guidance appliesto all application types, from thick-client standalone

applications to distributed web applications. Clean separation between
presentation, business, and data layers will alow the application to be
easier to maintain and more reusable.

Derived From
Justifies
Referenced By

Acquisition Development
Phase

Evaluation 1. Test
Criteria

Procedure

190

Presentation layer:

»  Check that the presentation layer does not
access the data layer directly.

»  Check the presentation layer for the
presence of business logic.

Business layer:

*  Check to make sure the business does not
contain any GUI code.

» Make sure access to the data layer is
insulated to data access interface.

Data layer:

»  Check to make sure the data layer does not
contain GUI code.

»  Check to make sure the data layer does not
contain business logic.

Presentation layer:

»  Check the presentation layer for JDBC,
SQL, or ODBC code.

» Make sure code such as specialized data
processing algorithms, or code that manages
workflow is not in the presentation tier.

Business layer:

»  Check the business layer to make sure it does
not import GUI libraries or GUI components.

» Make sure database code such as SQL and
JDBC areisolated using Data Access
Pattern; datatier code should not proliferate



Guidance

throughout the middle tier.

» Make sure Vaue Object Pattern is used for
data transfer between the middle and data

layer.
Data layer:

+ Make sure the datalayer is not responsible
for generating GUI code.

« Make sure the data layer does not perform
any businesslogic. Look for use of stored
procedures.

Examples None
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G1032

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

192

Validate al input fields.

Errors should be detected as close to point-of-data-entry as possible. This
greatly enhances the end-user experience and reduces frustration. This can
be done by reducing the number of freeform text fields and using selection
mechanisms such as radio buttons, option boxes, pull down lists, maps,
calendars, clocks, slider bars, and other numeric validation entries.

Presentation Tier

Development

1 Test
Procedure
Examples

Do the GUI screens use non-freeform text entry
fields?

Scan the GUI code looking for the use of non-
freeform text data entry mechanisms.

None.



G1035

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Code must not deviate from W3C standards or use vendor-specific add-on
features.

Code cannot be browser-independent if vendor-specific add on features are
used. Vendor-specific add-on features reduce the portability and
interoperability of the code. Vendor-specific API(s) can cause vendor
lock-in and in many cases can also cause version lock-in. Following the
W3C standard avoids these problems.

GUI design
Development

1 Test Does the code adhere strictly to the W3C standards?
Procedure  Check to make sure there is no vendor-specific code.

Examples None
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G1037

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

194

File type must match file content.

Makes the code easier to read, maintain, and port to other environments if
information in afile is consistent with its file type and separated according

to functionality.

JavaScript files (.js) and cascading style sheets (.css) can be cached by
browsers for better performance.

This guidance also prevents mixing contents, such as including JavaScript

inan html file.

[G1053]

GUI design

Development

1. Test
Procedure
Examples

2. Test
Procedure
Examples

3. Test
Procedure
Examples

Isthere any other information stored inan . ht m
file other than HTML?

Check the contents of the .html file for the inclusion
of JavaScript or style sheet information.

None

Isthere any other information storedina . j s file
other than JavaScript?

Check the contents of the .html file for the inclusion
of HTML or style sheet information.

None

Isthere any other information storedina . css file
other than style sheet information?

Check the contents of the .html file for theinclusion
of HTML or JavaScript.

None



G1043

Statement
Rationale
Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Decouple the graphical style from the content format.

Makes it easy to change the style for the entire site.

[G1044]
GUI design

Development

1 Test

Procedure

Examples

Do all web document HTML, JSP, ASP, and CSS
follow the Disability Act guidelines?

Check to make sure all web documents follow the
guidelines.

None
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G1044

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

196

Web documents shall comply with Disability Act guidelines.

These guidelines benefit al communities of interest.

For more information, see http://mwww.section508.gov

or

http: //www.w3.or g/ TR/WAI-WEBCONTENT/

[G1043]

GUI design

Development

1 Test

Procedure

Examples

Do all web document HTML, JSP, ASP, and CSS
follow the Disability Act guidelines?

Check to make sure all web documents follow the
guidelines.

Use available validation tool s to validate Section 508
accessibility and WAL accessibility. Go to

http: //mww.contentquality.com/Default.asp to validate
the page.

None



G1045

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Define XML format information separately in XSL.

XML documents should be free of any presentation information and
should only contain data. Separating presentation data from content allows
multiple presentations for the same content data.

XML rendering
Development

1 Test

Procedure

Examples

Check for presentation information in XML
documents?

Does the XML document contain only data?

If the XML document is not an XSLT document,
doesit contain presentation information?

None
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G1049

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

198

Do not use ActiveX controls.

Browser incompatibility poses serious security risk, because it does not run
inside a sandbox. ActiveX controls are like applets, except they are not
restricted by a sandbox and can access client machine resources such as the
hard disk directly. This makes them very dangerous.

Active Server Pages (ASP)

Development

1 Test Doesthe ASP use any ActiveX controls?
Procedure  Check for Active X controls inside web pages.

Examples None



G1050

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

In ASP, isolate the presentation tier from the middle tier using COM
objects.

Thisisthe best way to isolate the presentation tier from the middle tier in
ASP.

[G1058]

Active Server Pages (ASP)
Development

1. Test Isall the middletier code isolated from the
presentation tier in ASP via COM?

Procedure  Verify that ASP files do not contain middle-tier code.
Instead, this code should be in COM objects
referenced from the ASP.

Examples None
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G1052

Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

200

Use the code-behind featurein ASP.NET to separate presentation code from
the business logic.

Separating presentation code from business logic allows the devel opers
and content designers to work independently. It also makes the code more
maintai nable because changes in the design elements or business elements
do not affect each other.

Active Server Pagesfor .NET (ASP.NET)

Development

1 Test Isthere code in ASP pages?

Procedure  Check to make sure that ASP files have the code-
behind attribute in the first line instead of embedded
Ct#t code in the ASP.

Examples None



G1053

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Do not embed HTML codein any code- behi nd code used by aspx
pages.

Intermixing VB or C# or C++ with presentation code (HTML) makes the
code unnecessarily difficult to maintain by both the developer and
designer. Thisis similar in concept to Java' s not embedding HTML code
in serviets.

[G1037], [G1058]

Active Server Pagesfor .NET (ASP.NET)
Development

1. Test Check for HTML code in code-behind code.

Procedure  Check the code-behind file (.aspx.vb for example)
for any HTML tags.

Examples None
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G1055

Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

202

Use afully qualified, registered namespace with identity information for all
custom controls.

.NET allows users to create a custom control from aweb page. This alows
the custom web page to be reusable just like a GUI control. Thisfeatureis
great; however, users must fully qualify their controlsto prevent
namespace collisions.

Active Server Pagesfor .NET (ASP.NET)

Development

1 Test Doesthe ASP register its identity?

Procedure  Check the. aspx file and make surethereisa
statement to register the custom control. Look for
something similar to

Examples None



G1056

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Specify aversioning policy for .NET assemblies.

Versioning assemblies and configuring dependent assemblies alow the
Common Language Runtime (CLR) to load the proper assemblies at
runtime for your application. This insulates the application from system
configuration changes.

Active Server Pagesfor .NET (ASP.NET)
Development

1 Test Does the application assembly have versioning
information?

Procedure  Check the application assembly manifest for
versioning information.

Use the .NET configuration tool to check for
versioning policy and versioning information.

Examples None
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G1058

Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

204

Use the Model, View, Controller (MV C) pattern to decouple presentation
code from other tiers.

Separating data-layer code from presentation-layer code provides the
ability to base multiple views on the same model. Thisis especialy
important in the enterprise model because often, the user interface varies
with the device (browser, mobile phone, thick client, etc.).

Isolating different layers allows changes to occur in each layer without
impacting other layers. For instance, if the data layer (model) decidesto
switch databases, the changes are isolated to the data layer and do not
affect the view layer or controller layer.

Lastly, because MV C architecture enforces separation between
presentation, processing, and data layer, this alows functionality to be
loosely coupled and therefore more suited for reuse.

[G1050], [G1053]

Development

1 Test Does the application use a Model 2 (MVC) pattern?

Procedure  Check to seeif al requests are being mapped to a
single controller servlet.

Check that all page rendering are being done by a
JSP and not a serviet.

2. Test Does the application enforce clear separation
between data layer (model), presentation layer
(view), and middle/business layer (controller)?

Procedure  Check to make sure the application presentation is
not accessing the database directly.

Check to make sure the application data layer
(model) is not implementing business logic (store
procedures).

Check to make sure the middle/business layer

(controller) does not contain presentation code. For
example, make sure servlets do not generate HTML.

Make sure access to the database isisolated to Data
Access Object instead of proliferated throughout the
middle layer.

Examples None
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Statement
Rationale

Derived From

Justifies
Referenced By

Evaluation
Criteria

Guidance

Encapsulate Java code that is used in JSP(s) in tag libraries.

Separating code from presentation allows devel opers and designers to
work independently. It makes the code reusable and more maintainable
because it is defined in atag library.

Java Server Pages (JSP)

1 Test Do the JSP pages usetag libraries?
Procedure  Look through the JSP pages for embedded Java
source code.

Examples None
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Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

206

Connections to the enterprise (e.g., LDAP, JNDI, JMS, databases) should
use vendor-neutral interfaces.

Increases portability and maintainability. Many of the newer connection
mechanisms are vendor-neutral. Use these instead of isolation design
patterns or vendor-specific connection mechanisms.

[G1007]

[G1239], Java Naming & Directory Interface (JNDI)

Development

1. Test | s the connection mechanism vendor -neutral ?

Procedure  Examine the source code for vendor-specific imports
or includes. Make sure only standard APIs are used.

Examples None
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Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Isolate vendor extensions to enterprise-services standard interfaces.

Vendor extensions are convenient, but help create "vendor lock™ and
reduce vendor neutrality and migration. It is best to avoid these extensions
atogether. If that is not possible, then isolate them in an adapter or a
wrapper-like construct.

[G1008]

Development

1. Test
Procedure

Examples

Are vendor extensions to enterprise services used?

Make sure that no vendor-specific code isincluded
or imported except as part of an adapter or wrapper.

None
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Rationale

Derived From
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Referenced By

Acquisition
Phase

Evaluation
Criteria

208

Document the use of vendor-specific J2EE deployment descriptors.

Deployment descriptors that are not defined by the J2EE specification are
not portable between application servers. For example, BEA WebL ogic
has a vendor-specific deployment descriptor called weblogic-eb-jar.xml
and JBoss has a vendor specific deployment descriptor called jboss-

jar.xml.

J2EE environment

Development
1. Test
Procedure

Examples

Are all the XML filesthat are not part of the J2EE
specification identified in a delivered document?

Search all XML documentsin the META-INF and
WEB-INF directories and identify any XML files that
are not defined by J2EE. These files should be found
in aREADME or other delivered file that describes
their purpose.

a  Web application
VEB- | NF/ web. xm
b. EJBJAR
META- | NF/ ej b-j ar. xm
c. J2EE Connector
META- | NF/ ra. xm
d. Client application
META- | NF/ appl i cation-client.xm
e. Enterprise application
VETA- | NF/ appl i cati on. xmi

None



G1079

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

J2EE applications should isolate tailorable data values into the deployment
descriptor.

Do not hard-code tailorable data into source files. The standard location
for tailorable data for J2EE applicationsisin deployment descriptors.
Developers should not reinvent the wheel of creating a non-standard
mechanism for retrieving configurable data. Tailorable datais made
accessible through application contexts that are provided by the
application container (J2EE application server).

[G1200], [G1201]
J2EE environment, Java Naming & Directory Interface (JNDI)

Development

See the evaluation criteria for the guidance statements that this guidance
statement justifies.
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Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

210

Web service environments should adhere to the WS-| standards for Basic
Profile.

Most of the COTS web service products have already met this
requirement. Thisisintended to cause arejection of the non-standard web
server.

The WS- standards for Basic Profile can be found at WS Org Basic
Profile and at the Microsoft site, Microsoft Basic Profile.

WS-I compliance guidance
Development

1 Test I's the web service product WS compliant?

Procedure  Identify the web-service product being used, and
verify through aliterature search that it isWS-|
compliant.

Examples None
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Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Use the document literal style for all data transferred using SOAP where the
document is a W3 Organization’s Document Object Model (DOM).

The document literal style requires that the input and output parameters to
aweb service be defined as W3 Organization Documents that follow the
Document Object Model (DOM). The DOM acts as a contract between the
producer and the consumer of the web service that is formal, well-defined,
and rigorous. By validating the DOM against an XML Schema Definition
(XSD), any discrepanciesin the interface can be resolved.

WS-I compliance guidance

Development

1 Test Doesthe WSDL define input, output, or returned
parameters as W3 Organization Documents that
follow the Document Object Model (DOM)?

Procedure  Review all WSDL files used to describe aweb
service, and make sure they only pass documents.
Document types should be xsd: anyType.

Examples None
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Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

212

Do not pass DOM documents as strings.

Because of the relative simplicity of converting an XML document to a
string, it is easy to pass an entire document as a string rather than as an
XML document. This can cause problemsif the document contains tags
that are similar to the tags used in the SOAP. Passing it asan XML
document ensures that the document is treated as a single entity.

WS-I compliance guidance

Development

1. Test Doesthe WSDL define input, output, or returned
parameters as strings?

Procedure  Review all the WSDL files used to describe aweb
service and make sure that they only pass documents,
not strings. Document types should be
xsd: anyType.

Examples None
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Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Documents transferred using SOAP should be validated by an XSD defined
by the Community of I nterest (COI).

Numerous COl s are defining data that is specific to their needs. Many are
capturing the datain schemas that can be used in aDOM.

For example, the Joint Air and Missile Defense (JAMD) COI isworking in
accordance with the DoD Network Centric Data Strategy.

The interfaces should leverage interface documents based on these efforts
rather than defining their own.

WSDL guidance

Development
1. Test
Procedure

Examples

Doesthe WSDL reference external XSDs defined by
independent COIs?

Review all the WSDL files and determine if the
parameters use or reference external XSDs.

None

213



NESI Part 5: Net-Centric Developer's Guide
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Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

214

Use DoD-registered namespaces to avoid name collisions and conflicts.

Many organizations and groups provide services at the same time. Often,
two groups provide a service using the same name; for example, weather.
There are formal groups and organizations that can prevent these name

collisions.

For interim namespace management, use the COE prefix and segment
name for all components, even if your application is not a COE segment.
See namespace management procedures for the NESI Service Name

procedure.

WSDL guidance

Development

1 Test

Procedure

Examples

Is the COE prefix and segment name used for all
components?

Parse the XML and look for the appropriate COE
prefix and namespace.

None
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Statement

Rationale

Derived
From

Justifies
Referenced
By
Acquisition
Phase

Evaluation
Criteria

Guidance

All published WSDL files should use a method of defining the Document
Literal style for parameters that is interoperabl e across web-service vendors.

There are subtle differences between the ways web-service vendors handle the
document literal style. The method in which they define the Document Literal
style within the WSDL can introduce incompatibilities that cause problems
during ports between vendors.

WSDL guidance
Development
1. Test Are all the types used to pass documents into and out of the web

servicexsd: anyType?

Procedure Examine the WSDL file input parameters and return the

Examples

parameters' element type to make sure they are defined as
xsd: anyType.

The AXisWSDL code snippet below is an example of how to
resolve interoperability issues. It modifies the WSDL file
schema definition section and changes the argument element
typetoxsd: anyType.

< —WBDL snippet from Axis for Docunent Litera
Style. ¢
<wsdl : types>
<schenma
<l—. . . Sone code renmoved for brevity ¢
<el enent
name="i n0"
type=" apachesoap: Docunent "/ >
<el ement
nane="get Cel esti al | nf oRet urn"
type=" apachesoap: Docunent "/ >
</ schema>
</ wsdl : t ypes>
<! —WBDL snippet from Axis for Docunent Litera
Style. ¢
<wsdl : types>
<schema
<!l—. . . sone code renmoved for brevity ¢
<el enent
name="i n0"
type="xsd: anyType"/ >
<el enment
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nane="get Cel esti al | nf oRet urn"
type=" xsd: anyType"/>
</ schema>
2. Test Are XML documents passed as strings?

Procedure Examine the code or the SOAP message to ensure the the
document is not passed as a string.

Examples Passing the result of areport as a string (INCORRECT):

<soapenv: Body>
<get Cel esti al | nf oRet urn
xm ns="urn: Cel esti al | nf oDocDoc"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema"
Xxsi:type="xsd: String">
&l t; Cel estiallnfoRpt xm ns=""&gt;
&l t; description&gt;
DOC- DOC: Results returned from:
Sof t ol ogy01 (192. 168. 2. 4)
&l t;/descriptioné&gt;
&l t; noonrise&gt; 2004-07-12 1:59 AM
PDT&l t; / noonri se&gt ;
&l t; noonset &gt ; 2004-07-12 4: 22 PM
PDT&l t ; / noonset &gt ;
&l t;sunriseé&gt;2004-07-12 5:50 AM
PDT& t; / sunriseé&gt;
&l t; sunset &gt ; 2004- 07-12 7:58 PM
PDT&l t ; / sunset &gt ;
& t;/CelestiallnfoRpt&gt;
</ get Cel esti al | nf oRet ur n>
</ soapenv: Body>

Passing the result of areport as XML (CORRECT):

<soapenv: Body>
<get Cel esti al | nf oRet urn
xm ns="urn: Cel esti al | nf oDocDoc"
xm ns: ns1="http://xm .apache. org/ xm - soap"
Xsi :type="nsl: Docunent" >
<Cel esti al I nfoRpt xm ns="">
<descri ption>
DOC-DOC. Results returned from:
Sof t ol ogy0O1 (192. 168. 2. 4)
</ description>
<nmoonri se>2004-07-12 1:59 AM PDT</ noonri se>
<nmoonset >2004- 07-12 4:22 PM PDT</ noonset >
<sunri se>2004-07-12 5:50 AM PDT</sunri se>
<sunset >2004- 07-12 7:58 PM PDT</ sunset >
</ Cel esti al | nf oRpt >
</ get Cel esti al | nf oRet ur n>
</ soapenv: Body>
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Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Validate all WSDL (Web Services Definition Language) files that describe
web services.

Manually editing aWSDL file is error-prone, work-intensive, and hard to
maintain. However, if the user wantsto do it, there is no way to detect a
manually edited file from one that was auto generated. The important thing
is not how the WSDL fileis generated but rather that the WSDL fileis
valid. It must be validated with aWSDL validator.

Note: Not all WSDL filesthat are generated and valid are necessarily
interoperable.

Insulation and structure guidance

Development
1. Test Can the WSDL file be validated?
Procedure Obtain aWSDL validator froma source such as

http: //pocketsoap.com/wsdl/.
Examples None
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Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

218

Use isolation design patterns such as facade, proxy, or adapter to isolate the
application from the connection and manipulation of SOAP messages.

I nsulating web-services (network)-specific code using standard
abstractions such as a proxy object or an adapter will insulate the
application from changes in web-service code and make the code easier to
maintain, because it is centrally located.

Insulation and structure guidance

Development

1. Test Areweb service callsinside of the application code?
Procedur eCheck for proliferation of web service callsinside an application.
Examples None

2.Test  Areweb service callsisolated in a single adapter or proxy
object?

ProcedureCheck to see if all web service calls are isolated to asingle
adapter or proxy object.

Examples None
3. Test  Are SOAP-client callsinside the application code?

ProcedureCheck to see if SOAP-client code is proliferated inside the
application code?

Examples None
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Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Do not hard-code aweb service' s endpoint.

This causes unnecessary dependencies between the client code and the web

service that it uses.

Sometimes hard-coding may be unavoidable. For example, many tools
provided by web service vendors hard-code the web service's URL in the
generated client-side helper classes.

Development

1 Test
Procedure
Examples

Arethere any hard-coded URLsin the client-side
code?

Parse the client code looking for hard-coded URLSs.

The Java code samples below illustrate how this might
be done. The first sample shows parameters that are
hard-coded; the second sample shows how parameters
and web-service endpoints are insul ated.

1. Hard-coded parameters.

/1 Sanple code that has hard-coded
par anet er s
/1 before applying insulation
public static void main
( String[] args
) throws Exception
{ //The SOAP endpoi nt
String sSoapEndpoi nt
= "http://live.capesci ence. con 80"
+ "/ccx/ Al rportWather";
Ai rportWat herCient nyProxy = null;
try
{ myProxy

Ai rportWat herC i ent Factory. create
( sSoapEndpoint);
Systemout.println
("Location:
+ nyProxy. get Locati on(args[0])

//rest of code renpoved for brevity

} // End try

Catch ( Exception exception )

{ Systemout.printin("Error: " +
exception);
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} // End catch
}:;//end of nmin program

2. Insulated parameters and web-service endpoints

a. Property file - this code shows the property
fileitsalf:

/* Property file: property.dat
*/
target Ul =http://198. 253. 106. 75/

b. Proxy sample code

/1 Sanpl e code that has
par aneters and
/1 web service connection
t hr ough hel per
/1 methods after applying
i nsul ati on
public interface
ai r por t Weat her Pr oxy
{ public abstract String
get Location();
/1 other public API's renoved
for brevity
} // End airportWat her Proxy

c. Client sample code:

i mport java.io.*;
i mport java.rm.*;
i mport java.util.?*;
import AirportWatherCient; //
aut o- gener at ed SQAP
/1
client fromI|DE */
public class Wat her Proxy
i mpl enent s airportWat her Proxy
{
/1
/1 code renoved for brevity
/1
publ i c Weat her Pr oxy
( String propFileStr )
{ try
{ get EndPoi nt (propFileStr);
} // End try
cat ch(Exception e)
{ // Handl e exception here
} // End catch
connect 2SQAP() ;
}// End constructor
/* public api’s */
public String getlLocation()
{ return location;
} // End getlocation
/1 Qther public API’'s
renoved for brevity
private void get EndPoi nt
( String propsFile )
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t hrows Exception
{ if ( propsFile == null |
propsFile.length() == 0 )
{ throw new Exception
( " SQAP EndPoi nt
par amet er not defined");
} /! End if
props = new Properties();
try
{ InputStreamis = new
Fi | el nput St reanm(propsFile);
props. | oad(is);
is.close();
} // End try
catch ( Exception exception

{ throw new Exception
( "can't read props file
+ propsFile);

} // End catch

Enuneration enum =
props. propertyNames();

while (
enum hasMor eEl enent s() )

{ String endPointString =
nul |

String propNane =
enum next El enent ().toString();
if ( propName.equals (
endPointString ) )
{ soapEndpoint =
props. get Property( propNane );
br eak;
} /1 end if
} // End while
}// end get EndPoi nt
private void connect 2SQAP()
{ try
{ myProxy

Ai rportWat herd i ent Factory. crea
te
( soapEndpoint );
. /1 code renoved for
brevity
} // End try
catch ( Exception exception )
{ Systemout.println
( "Error connecting to
SOAP server: "
+ exception

)
} // End catch
} // End connect 2SCAP
private Properties props
nul |
private String propsFile
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nul |
private AirportWatherdient
nmyProxy = null;
private String soapEndpoint =
nul |
private String location =
nul |
}/ / end Weat her Pr oxy
public class Wat her
{ private static WatherProxy
nmyWeat her Proxy = nul | ;
public static void nmain
( String[] args
) throws Exception
{ try
{ myWeat her Proxy = new
Weat her Proxy ( args[O0] );
} // End try
Catch ( Exception exception

{ throw new Exception
( "can't connect to SOAP
server");
} // End catch
Systemout. println
( "Location: "
+
nmyWeat her Pr oxy. get Locat i on()
//code deleted for
brevity
}//end main
}// end Weat her
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Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Do not hard code web-service-vendor specifics.

Some web-service vendors add dependencies to their products and
services, which can reduce portability and increase the cost of porting to
other web-service vendors.

[G1236], [G1237]
Insulation and structure guidance

Devel opment

See sublevel guidance to evaluate this guidance.
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Rationale

Derived From
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Referenced By

Acquisition
Phase

Evaluation
Criteria

224

Web services must handle SOAP exceptions and SOAP faults.

SOAP exceptions are raised when there are connective problems or
violationsin the SOAP protocol between the client and the server.

Error guidance

Development

1 Test

Procedure

Examples
2. Test

Procedure

Examples

Does the web application client have exception
handlersfor SOAPExcept i ons?

Check to see that the web application client has an
exception block specifically for SOAPExcept i on.

None

Does the web application client test the SOAP
response for a fault?

Verify the web application client handles atrue value
returned from ther esponse. gener at edFaul t
method.

None
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Statement
Rationale

Derived From
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Referenced By
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Criteria

Guidance

Application code exposed as aweb service should catch all exceptions.

Any exception can reveal system internals and thus compromise security.
Also, internal exceptions are not user friendly.

Error guidance

Development

1. Test
Procedure
Examples

2 Test
Procedure

Examples

Does each exposed web method catch all possible
exceptions and re-throw a declared application
exception?

Verify that each exposed web method has an
exception block that catches all possible exceptions
and then re-throws them as a declared application
exceptions.

None

Does each exposed web method catch all possible
runtime exceptions and re-throw a declared
application runtime exception?

Verify that each exposed web method has an
exception block that catches all possible exceptions
and then re-throws them as a declared application
exceptions.

None
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Rationale

Derived From
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Phase
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Criteria

226

Use W3C fault codes for all SOAP faults.

Having predefined and accepted fault codes allows consumers to handle
SOAP faults appropriately without prior knowledge of custom fault codes.

Error guidance

Development
1. Test
Procedure

Examples

Does the web application throw fault codes from the
accepted list of fault codes?

Verify that each fault code thrown by the web
application is from the accepted list of SOAP fault
codes defined by the W3C.

None
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Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Use web servicesto bridge J2EE and .NET.
The easiest and best way to bridge J2EE and .NET isto define aweb

service,

There are other ways to bridge J2EE and .NET using COTS products. If
used, these should follow the ANSI Abstract Syntax Notation One (ASN.1)
standard http://asnl.elibel.tm.fr/en/standar ds/index.htm#asnl.

ASN.1lisaformal notation for describing data transmitted by
telecommunications protocols. It applies regardless of language
implementation, physical representation of this data, application, and degree
of complexity. (http://asnl.elibel .tm.fr/en/introduction/index.htm).

.NET Framework

Development
1. Test
Procedure

Examples

Are Java and .NET filesin the project?

Look for fileswith the .java, .class, .0bj, .cs, .cc, or .c
extensions existing with the source code.

None
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Rationale

Derived From
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Referenced By

Acquisition
Phase

Evaluation
Criteria

228

I solate topic and queue names by not hard-coding them in client code.

Since topics and queues are vendor-specific, maintain portability by
isolating the hard-coded topics and queues from the rest of the application.
To do this, use helper classes or property files.

Messaging
Development

1 Test

Procedure

Examples

Does the client code use hard-coded topics and
gueues in unisolated places in the application?

Verify that all occurrences of hard-coded topics and
gueues are in isolated | ocations within the source
code.

None
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Statement
Rationale

Guidance

Localize CORBA-vendor-specific source code into separate modules.

The general guidance isto minimize CORBA vendor-specific source code,
while recognizing that vendor-specific features are necessary in certain
circumstances. However, isolating vendor-specific code reduces maintenance
effort.

Vendor capabilities tend to change more rapidly than CORBA -standard
specifications. Experience shows that vendor updates frequently require
modification to application source code, due to changing vendor interface
conventions. These modifications impose vendor-version-specific constraints
on the application, thereby complicating maintenance.

Example

Encapsulating CORBA ORB operations

The following examples show how to encapsulate binding operations for a
C++ ORB, and naming service operations for a Java ORB.

C++ ORB binder template

The code below shows a sample template for binding to the C++ ORB.
IONA’s ORBIX was used in this example.

/ * oo —————————————————————————————
Server Bi nder. h (Tenpl at e)
this is a generic binder to ORBI X

#i fndef _BI NDER_H_
#define BINDER H_
#i f ndef | OSTREAM H
#def i ne | OSTREAM H
#i ncl ude <i ostream h>
#endi f
#i fndef STDLIB H
#define STDLIB_H
#i ncl ude <stdlib. h>
#endi f
tenpl at e <cl ass SERVERNAME, cl ass VARPTR>
cl ass Bi nder
{ private:
char* server Nane;
public:
Bi nder (char* svNane) : server Name(svNane) {};
~Bi nder (){};
int bind( VARPTR* p)
{ int attenpts = 0, success = 0;
int maxtries =5, retval = 0;
while ( ( attenpts < naxtries )
&& (!success)

)
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{ ++attenmpts;
cout << "Binding to server, attenpt
<< attenpts
<< endl;

try
{ (*p) = SERVERNAME: : bind();
cout << "Bound to server"
<< endl;
success = retval = 1;
} /1 End try
catch ( CORBA:: SystenExcepti on &systenException )
{ cout << "SystenkException, ServerBinder:: bind"
<< endl
<< systenmkException
success = 1;

retval = 0;
} // End catch SystenException
catch (...)

{ cout << "unknown Excepti on,
Ser ver Bi nder: : bi nd"
<< endl;
success = 1;
retval = O;
} // End catch al
} //end while
return retval;
} //end bind
} //end Binder
#endi f

Ada ORB binder template for C++

The code below shows a C++ template for binding to an Ada ORB.
ORBexpress was used in this example.

/ * s s —————————
ada_bi nder. h (Tenpl ate)
this is a generic binder to ORBExpress

#i fndef _ADA BI NDER H_
#define _ADA BI NDER H_
#i f ndef | OSTREAM H
#def i ne | OSTREAM H

#i ncl ude <i ostream h>
#endi f

#i fndef STDLIB H
#defi ne STDLIB H

#i ncl ude <stdlib. h>
#endi f

tenmpl at e <cl ass SERVERNAME, cl ass VARPTR >
cl ass Ada_Bi nder

{ private:
char* adal orString;
public:
Ada_Bi nder

( char* iorString)
adalorString ( iorString )
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{};

~Ada_Bi nder (){};

i nt bi ndToAda( VARPTR* p)

{ int attenpts = 0, success = 0;
int mxtries =5, retval = 0;
while ( ( attenpts < naxtries)

&& (!success)

{ ++attenpts;
cout << "Binding to server, attenpt "
<< attenpts
<< endl;
try
{ cout <<"adalorString:"
<< endl
<< adalorString
<< endl;
(*p) = SERVERNAME: : _bi nd(adal orString);
//can't use string_to_object in this version
/[lit kills the ada | OR
/1 CORBA: : Ohj ect _ptr myptr
CORBA: : Orbi x. string_to_object
( adalorString );

/1 (*p) = SERVERNAME: : _narrow( nmyptr);
cout << "Bound to server" << endl;
success = retval = 1;
} // End try

cat ch ( CORBA: : Syst enmExcepti on& syst enExcepti on)
{ cout << "SystenException, “
<< “AdaServer Bi nder: : bi nd"
<< endl
<< syst enkException;
success = 1,

retval = 0;
} // End SystenException
catch (...)

{ cout << "Unknown Exception, *
<< “AdaSer ver Bi nder : : bi nd"
<< endl ;

success = 1;
retval = 0;
} // End catch all
} // end while
return retval;
} // end bind
} // end ADA Binder
#endi f

Example: Naming service operations for a Java ORB

Java helper class

Thisexampleisahelper class, JavaNam ngHel per. j ava, that
encapsulates CORBA naming service operations for all servicesto use. We
used Java JDK 1.4 ORB to create this example.

inmport java.util.*;
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i mport org.ong. CORBA. *;

i mport org.ong. CORBA. ORB. *;

i mport org.ong. CORBA 2 3. ORB. *;

i mport org.ong. CosNam ng. *

i mport org.ong. CosNam ng. Nanmi ngCont ext . *

i mport org.ong. CosNam ng. Nanmi ngCont ext Package. *;
i mport CBRNSensors. JSLSCAD. *;

public class JavaNam ngHel per

{

static Nami ngContext nameSvc = null

static org.ong. CORBA. Cbj ect objref = null
static JSLSCADSensor myCBRNSensor = null;
static org. ong. CORBA. Obj ect nmyobj = null

publ i ¢ JavaNani ngHel per ()

{

}

private static void showNam ngCont ext
( org.ong. CORBA. ORB nyorb )

public static Nam ngContext getNam ngSvc
( org.ong. CORBA.ORB Iclorb
String naneSvcNane
)
{ Nam ngContext |clNameSvc = null;
try
{ org.ong. CORBA. Obj ect nameSvcbj
= lclorb.resolve_initial _references
( "NaneService" );

/1 . . . other business |ogic renmved
/1 for brevity

} /1 End try

cat ch(org. ong. CORBA. COW FAI LURE cf)

{ . . Il error code goes here

} // End cstch
catch ( org. ong. CORBA. ORBPackage. | nval i dNamne

i nval i dNare)

b

{ . . Il error code goes here

} // End catch

catch ( SystemException systenmException )
{ . . ./l error code goes here

}
} // End get Nani ngSvc
public static org.ong. CORBA Obj ect get Obj Fr onNanmeSvc
( org.ong. CORBA. ORB nyorb
String target Sensor Name

{ . . Il business logic goes here
} //end get Qbj FromNaneSvc
public static int setObj2NanmeSvc
( org.ong. CORBA. ORB nyorb
BasesSensor nySensor,
String target Sensor Nane

{. . . Il business |ogic goes here
}//end set Cbj 2NaneSvc
/1 end class JavaNamn ngHel per

Java server implementation



Guidance

The code below is a sample Java server implementation that uses the naming
service helper class.

i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport

java.io.*;
java.util.*;

org. ony.
org. ony.
org. ony.
org. ony.
org. ony.
org. ony.
org. ony.

cl ass MyServer

{ publi
publ i
publ i
publ i
publ i
publ i
stati

Cc
Cc
Cc
Cc
Cc
Cc

c

stati
stati
stati
stati
stati
stati
publ i

{ // handle
Systemout.println(" CORBA Server starting...\n");

try

{ 11
myorb =
//instantiate servant and create ref
PQCA r oot POA

Initi

CORBA. *;

CORBA. ORB. *;

CORBA 2_3.ORB. *;

Por t abl eServer. *;

CosNam ng. *;

CosNani ng. Nani ngCont ext . *;
CosNam ng. Nam ngCont ext Package. *;

Properties props;

ORB nyorb = nul | ;

Nam ngCont ext nameSvc = nul | ;

Root Sensor nySensor = nul | ;

String propertyFilePath = null;

final String MY_SENSOR NAME = " MYSENSOR';
void main(String[] args)

argument s

OO0OO0O0O0O00OO0

alize the ORB.
ORB.init(args, props);

PQAHel per. narrow(nmyorb. resol ve_initial _references

}./) End try

("
/1

Root PQA" ) ;
rest of initialization code goes here

catch ( org. ong. CORBA. ORBPackage. | nval i dNane
i nval i dNane )

{

/1

} // End i

error code goes here
nval i dNane

/1 other exception types to catch go here
catch ( SystenException systenException)
Systemerr.println ( systenmException );
} // End systenException
/1 nam ng service hookup
JavaNam ngHel per. set Obj 2NanmeSvc

( nyorb, nySensor,

)

{

try

MY_SENSOR_NANE

{ Systemout.println(" Ready to service requests\n");
myorb. run();
} // End try
cat ch( Syst emExcepti on systenException)
{ Systemerr.println ( systenException );
} // End catch systenException
} // End static bl ock
} // End MyServer

Java client implementation

The code below is a sample client implementation that uses the naming
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service helper class.

i mport java.io.*;

i mport java.util.?*;

i mport org.ong. CORBA. *;

i mport org.ong. CORBA. ORB. *;

i mport org.ong. Port abl eServer. *;

i mport org.ong. CosNam ng. *;

i mport org.ong. CosNam ng. Nanmi ngCont ext . *;
i mport org.ong. CosNam ng. Nani ngCont ext Package. *;
i mport CBRNSensors. *;

i mport CBRNSensors. JSLSCAD. *;

i mport CBRNSensors. JSLSCAD. | npl . *;

public class JSLSCADO i ent

{

public static Properties props;
public static ORB nyorb = null;
public static String mySensorStr = null;
private static org.ong. CORBA. Obj ect objref = null;
/1 hel per class to handle orb connections etc.
private static void connect ToOb

( String args[] )

{ try
{ myorb = ORB.init(args, props);
} // End try

cat ch( Syst emExcepti on systenException)
{ Systemerr.println
( systenkException.toString() );

return,
} // End catch systenException
Systemout.println("get nami ng service\n");
obj ref

= JavaNam ngHel per . get Obj Fr onNanmeSvc

( nyorb,
mySensor Str

)
sensor Qbj

= JSLSCADSensor Hel per. narrow( obj ref);
try
{ PQOA root POA

PQAHel per. narrow(nyorb.resolve initial _references

( " Root POA" );
r oot POA. t he_POAManager (). acti vate();
} // End try
cat ch(or g. ong. CORBA. ORBPackage. | nval i dNane

i nval i dNare)

{ //error code here
} // End catch Invali dNane
/1 other exceptions that may be required
/1 for the operations
cat ch( Syst emExcepti on systenException)
{ Systemerr.println
( "System Exception during ops");
Systemerr.println
( systenkxception );
} // End systenException
} // End connect ToOb
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/1 hel per nmethod to handl e orb specific issues
private static void disconnectFronOrb()

/1 business |ogic goes here

} // End di sconnect Frontrb
public static void main

( String args[] )

{ I/ Initialize the ORB
Systemout.println ( "Initializing the ORB\n"

props = new Properties();
/1 load property val ues
/1 use hel per nethods
connect ToOrb ( args );

try

{ . . . Il client business |ogic goes here

} /1 End try

catch ( Exception exception )

{ . . . Il Exception handling code goes here

} // End exception handl er
di sconnect FromOrb( );

} // end nain

} // end client
[G1008]

[G1202]

Development

Guidance

The following evaluation criteriarelate to non-IDL compiler auto-generated
code. Further, the criteria relate to modules which are not annotated to contain
vendor-specific code.

1

Test Does the module contain vendor names anywhere in
code text?
Procedure Review the code looking for a service that can be used

to obtain configuration.

Examples None

Test Are any non-CORBA compliant CORBA:: objects

declared or defined in the module?

Procedure
obtain configuration.

Examples None

Review the code for a service that can be used to
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Evaluation
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| solate user-modifiable configuration parameters from the CORBA
application source code.

Configuration parameters control the behavior of the CORBA ORB
service environment and client/service processes during startup, execution,
and termination. This parameterization allows execution-time control
modification without having to rebuild, reinstall, or redeploy.

Configuration defines the state of the client-and-service environment
throughout the lifetime of the processes involved. Thisrelatesto
considerations such as the allocation of threading and resources, POA
policies, the instantiation of servants and their invocations, failure and
security behavior, connection management, quality of service
prioritization, and so forth. The point is that CORBA provides an
extremely complex but flexible environment for distributed computing
interaction. Conseguently, the designer requires flexible guidance to
handle this option-rich environment.

Configuration processes and their related parametersfall into two
categories. Thefirst involves configuration matters, which are defined to
be perpetually static by the system architecture. The second involves
matters that are intended to be modifiable by users.

Thefirst category, immutable configuration settings, relatesto
fundamental underlying assumptions that are foundational for the
implementation. These are matters for which no user modification is ever
intended as it would lead to unspecified behavior. Consider the example of
a service implementation that is programmed to be single threaded. In this
case, multi-threading controls are irrelevant and multiple instantiation
would lead to dangerous confusion. For immutable configuration
parameters, localized and well-commented implementation in the
application source code is appropriate.

For user-modifiable configuration settings, there are two further by-design
divisions. The first involves configuration settings that are intended to be
accessible by distributed processes. The second involves host-specific
settings which relate to resources locally available, for which remote
accessis not desired. These are discussed in the related sublevel guidance

[G1204], [G1205]
CORBA

Development

See sublevel guidance to evaluate this guidance.
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Referenced
By
Acquisition
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Do not modify CORBA 1 DL compiler auto-generated stubs and skeletons.

The purpose of the IDL auto-generated stub and skeleton filesisto provide a
source code facility/mechanism for the developer in a specific language to use
the IDL-described object interface in that specific language. The internal
content of these files changes with the application’s IDL modification, with
IDL compiler-environment configuration settings, and with vendor-product
compiler and ORB upgrades. By design, these files are not intended to be
modified by the application developer. Developer modification of any auto-
generated stub or skeleton file will typically lead to very severe maintenance
hazards and failed application rebuild results.

The stub files describe the language source-code interface from the client side.
Their use involves including the client stub header in the application’s call
invocation code.

The skeleton files describe the language source code interface from the service
implementation side. Their use involves including the skeleton header in the
application’s operator implementation code. Their use a so requires developer
modification of arenamed clone of the auto-generated skeleton body file.
These techniques are described in every ORB vendor’ s programming reference
manuals.

CORBA
Devel opment

1 Test Is any application code contained in the auto-generated code?

Procedur elnspect the auto-generated file creation/modification dates to
verify that no tampering occurred after the IDL compilation step
in the build process.

Examples The following examples are al based upon asingle CORBA DL
interface.

MyldlIinterface.idl
interface MyldlInterface

{
readonly attribute string version;
void stop();
void start();
string error();
}; /1 End MyldlInterface
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ORBExpress compiler
The ORBEXxpress IDL compiler generates these files:
« myldlinterfaceh - Client-side stub header
« myldlInterface.cxx - Client-side stub implementation
« Myldlinterface s.h - Abstract servant header
« Myldlinterface s.cxx - Abstract servant implementation
« MyldlInterface_impl.h - Server implementation header

« MyldlIinterface_impl.cxx - Server implementation
implementation

Note: The only files that should be edited are

MyldlInterface impl.h and MyldlInterface impl.cxx. The IDL
compiler checks for the existence of the implementation (i.e.
_impl) files and will not overwrite them.

Myldlinterface_impl.cxx

/'l Cenerated for interface MyldlInterface
/1 in nmyldlInterface.idl
#include "Myldl Interface_inpl.h"
Myl dl Interface_inpl:: MldlInterface_inpl

( Portabl eServer:: POA* oe_poa,

const char* oe_object id
) : POA Myldllnterface
( oe_object _id,
oe_poa

)

{ . . . // TODO add inplenentation code here
} // end constructor
Myl dl Interface_inpl:: WldlInterface_inpl

( const MyldlInterface_inpl & obj )

POA Myl dl I nterface(obj)

{ . . . // TODO add inplenentation code here
} // End constructor
Myl dlInterface_inpl::~M/ldlInterface_inpl()

. . . 1/ TO DG add inplenmentation code here
} // End destructor
CORBA: : Char* Myldl I nterface_inpl::version

( CORBA: : Environment& _env )
{ return CORBA::string_dup(_version);
} // End version
void MyldlInterface_inpl::stop

( CORBA: :Environnent& _env )
{ . . . /] TODO add inplenentation code here
} // End stop
void MyldlInterface_inpl::start
( CORBA:: Environment& _env )

{ . . . // TODO add inplenentation code here
} // End start
CORBA: : Char* MyldlInterface inpl::error

( CORBA:: Environment& _env )
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{ CORBA::Char* result;
/1 TO DO add inplenentation code here
return result;
} // End error

Java JDK compiler
The Java JDK IDL compiler generates these files:
« MyldlInterfacejava
» MyldlinterfaceHelper.java
« MyldlinterfaceHolder java
« MyldlInterfaceOperationsjava
« MyldlInterfacePOA .java
+ _MyldlinterfaceStub.java

Note: Do not edit any of these files. Place the server
implementation code in afile that extends from
MyldlInterfacePOA .java. Thisisolates the ORB implementation
and prevents subsequent IDL compilations from accidentally
overwriting the files. The code for the auto-generated
MyldlInterfacePOA java class and the implementation class
appears below:

MyldlinterfacePOA .java
/**

* Myldl I nterfacePOA java .
* Cenerated by the I DL-to-Java conpiler
* (portable), version "3.1"
* fromnyldlInterface.idl
*/
public abstract class MldlIlnterfacePOA
ext ends org. ong. Portabl eServer. Ser vant
i mpl ements Myl dl I nterfaceQperations,
or g. ong. CORBA. port abl e. | nvokeHandl er
{ . . . Il rest of the auto-generated code
renoved for brevity
} // End MyldlInterfacePOA

Myldlinterfacelmpl.java

package nyldl I npl;

i mport org.ong. CORBA. *;

i mport org.ongy. CORBA. ORB. *;

i mport org.ong. CORBA 2 3. ORB. *;

i mport org.ongy. Port abl eServer. *;
public class WMldllnterfacel npl
extends MldlInterfacePQA

{
private String strVersion;
private String errString;
public String version ()
{ . . . [/l inplenentation code goes here

239



NESI Part 5: Net-Centric Developer's Guide

240

return strVersion;
} // End version
public void stop ()
{ . . . /] inmplenentation code goes here
} // End stop
public void start ()
{ . . . [l inplenentation code goes here
} // End start
public String error ()
{. . . I/ inplementation code goes here
return errString;
} // End error

} // End MyldlInterfacel npl
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Use the “Fat Operation Technique” in | DL operator invocation.

This reduces the CORBA messaging overhead. The performance cost of
network CORBA messaging is determined by two factors: latency and
marshaling rate. Call latency isthe minimum cost of sending any message
at all. The marshaling rate is determined by the sizes of sending and
receiving parameters and of return values.

In the situation of alarge number of objects involving objects that hold a
small amount of stat, the call latency cost far exceeds the marshalling
costs. Taking advantage of this redlity, the “Fat Operation Technique”
involves constructing structure objects which hold an aggregation of
related attributes, and using the resulting structures in operation invocation
parameters and returns. This amounts to transferring alarger amount of
information with each network transaction.

For more information, see Advanced CORBA Programming with C++ by
Henning & Vinoski, 1999 Addison Wesley, Chapter 22.

CORBA

Development

1 Test Does the IDL contain function calls which have
structure objects that are passed as parameters or
returned from operators?

Procedure  Inspect the IDL file and manually check for
parameters or returns using objects defined as
structures, and verify that they are passed from
methods also declared in the IDL.

Examples None
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Statement Validate all WSDL files.

Rationale WSDL files can be difficult to produce, and there are different versions of
the WSDL specification available. In order to ensure interoperability, the
WSDL files need to be validated.

Derived From

Justifies

Referenced By WSDL guidance

Acquisition Development

Phase

Evaluation 1 Test

Criteria Procedure
Examples

242

Are all WSDL filesvalid?
Download a validation tool and test WSDL files.
Tool at ws-i.org:

http: //www.ws-
i.org/deliverables/workinggroup.aspx?wg=testingtools

Tool at eclipse.org:

http: //dev.eclipse.or g/viewcvs/indextech.cgi/wsvt-
home/main.html ?rev=1.20

Tool at xMethods.net:
http: //xmethods.net/ve2/Tool s.po

Place any examples here, preceded by abrief
description.
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Use OASIS UDDI specification 2.0 or higher.

UDDI provides aregistration for services, and UDDI 2.0 has become a
standard method for publishing discovery services.

UDDI guidance

Development

1 Test
Procedure
Examples

2. Test
Procedure

Examples

Arethe web servicesregistered in a UDDI registry?
Verify the registration in the UDDI registry.

None

Istheregistry UDDI 2.0 or higher?

Determineif the particular UDDI registry is UDDI
Version 2.0 or higher.

None
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All UDDI inquiries should use the standard UDDI APIs.

Thereisastandard API that uses SOAP messages to communicate with the
UDDI registry. To increase compatibility and portability, use this AP

exclusively.

UDDI guidance

Development

1 Test

Procedure

Examples

Are all the interfacesto the UDDI registry made
using the UDDI standard API?

The standard API for UDDI is SOAP based. Requests
and responses are passed using XML documents. Test
the traffic flow between the client and the UDDI
registry for messages that are defined in the UDDI
specification. Use standard libraries to send and
receive the messages (e.g. JUDDI for Java).

Checking for the use of packageslike JUDDI does
not require the application to be running.

Thefollowing is an example as provided in the UDDI
API reference:

http://uddi.org/pubs/Programmer sAPI-V2.04-
Published-20020719.htn#_Toc25137712.

find_binding

Thefi nd_bi ndi ng API cal returns a

bi ndi ngDet ai | message that contains zero or
more bi ndi ngTenpl at e structures matching the
criteria specified in the argument list.

Syntax

<fi nd_bi ndi ng
servi ceKey="uui d_key"
[ maxRows="nn"] generic="2.0"
xm ns="ur n: uddi - or g: api _v2" >
[<findQualifiers/>]
<t Mbdel Bag/ >
</ find_bi ndi ng>

Arguments

serviceKey: Thisuui d_key isused to specify a
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particular instance of abusi nessSer vi ce
element in the registered data. Only bindingsin the
specific busi nessSer vi ce dataidentified by the
ser vi ceKey passed will be searched.

maxRows: This optional integer value allows the
requesting program to limit the number of results
returned.

findQualifiers: This optional collection of
findQualifier elements can be used to alter the
default behavior of search functionality. See the
findQualifiers appendix for more information.

tModelBag: Thisisalist of t Model uui d_key
values that represents the technical fingerprint of a

bi ndi ngTenpl at e structure contained within the
busi nessSer vi ce specified by the

servi ceKey vaue. Only bi ndi ngTenpl at es
that contain all of thet Model keys specified will be
returned (logical AND). The order of the keysin the
t Model bagisnot relevant.

Returns

ThisAPI cdl returnsabi ndi ngDet ai | message
upon success. In the event that no matches were
located for the specified criteria, the

bi ndi ngDet ai | structure returned will be empty
(i.e., it contains no bi ndi ngTenpl at e data.) This
signifies azero match result. If no arguments are
passed, a zero-match result set will be returned.

In the event of an overly large number of matches (as
determined by each Operator Site), or if the number
of matches exceeds the value of the maxRows
attribute, the Operator site will truncate the result set.
If this occurs, the response message will contain the
truncated attribute with the value “true”.

Caveats

If any error occursin processing this API call, a

di sposi ti onReport element will be returned to
the caller within a SOAP Fault. The following error
number information will be relevant:

E_invalidK eyPassed: signifiesthat theuui d_key
value passed did not match with any known
servi ceKey ort Model Key values. The error

structure will signify which condition occurred first,
and theinvalid key will beindicated clearly in text.

E_unsupported: signifiesthat one of the
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findQualifier vauespassed wasinvaid. The
invalid qualifier will be indicated clearly in text.
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Implement the datatier using readily available COTS RDBM S products that
implement the SQL standard and provide arich set of generic capabilities
such as row-level locking, stored procedures, triggers, and a high-level
language API interface.

COTS RDBM Ss are mature technical products, the capabilities of which
are being continually expanded to adapt to and accommodate new
technologies. Moreover, there is alarge technical community able to
develop and maintain data systems based on these products. It islikely that
aCOTS DBMSwill provide all of the datatier capabilities required by the

developer.

Implementations

Development
1. Test
Procedure

Examples

Isthe proposed COTS DBMS product a readily
available and supportable COTS product that
implements the SQL standard?

Verify that the COTS DBMS product iswidely in
use in the DoD environment (e.g., Oracle, SglServer,
or DB2), has alarge support community, and is
likely to be supported for the lifecycle of the project.

None
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Use standard data models developed by Communities of I nterest (COI) as
the basis of program or project data models.

Standard data models are under development in many areas of the DoD
and will be stored in and made available from DoD metadata repositories.
The use of these models or portions thereof supports interoperability
among applications. The C2IEDM data model, which is used in the
Command and Control area, is an example of one of these standard data
model development efforts.

Data modeling

Development

1 Test
Procedure
Examples

2. Test
Procedure

Examples

Have standard data models been considered for use
in the system?

Determine whether standard DoD data models exist
for the technical areas accommodated in the system
requirements. Verify that the data model developed
for the application accommodates the use of these
data models.

None

If the system is a command-and-control application,
has preference been given to the use of the Command
& Control Information Exchange Data Model
(C2IEDM) rather than locally defined values?

Examine the system data model and verify that the
C2IEDM data model has been incorporated.

None
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Develop atwo-level database model. One level captures the conceptual or
logical aspects, and the other level captures the physical aspects.

There are a number of modeling tools available that permit the
development of Entity-Relationship diagrams. Developers can use these
tools to create conceptual models that are independent of the DBMSin
which the system is implemented, and to devel op the physical models that
are trandated directly into DDL (data definition language), the SQL code
used to create the database. Using a conceptual model permits
implementation or reuse of acomplex ERD on multiple DBM S products.

Data modeling

Development

1 Test

Procedure

Examples

Has a separate conceptual or logical model been
devel oped?

Verify the presence of a conceptual or logical model.

None
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The conceptual/logical data model should contain information necessary to
generate a data dictionary.

A datadictionary is an integral part of every database system. A
description of each data item and the units in which the contents are
measured are essential. Database modeling tools provide a mechanism for
storing information necessary to produce a data dictionary.

Data modeling

Development
1 Test

Procedure

Examples

Has description information been included in the
data model?

Examine the physical data model.
None
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Domain analysis should define the input-data validation constraints.

Domain analysisis an integral part of any database system. Domains
describe the set or range of values that are acceptable for a specific data
item. These include, at a minimum:

 Datatype
e Precision

e Minimum
Maximum

 Length

These values are validated in the database via check constraints on the data
item. These check constraints are generated from the physical data model

as part of the DDL.

Data modeling
Development

1 Test

Procedure

Examples

Has domain analysis been included in the data
model?

Examine the physical data model.

None
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Normalize the conceptual/logical model.

Normalization isacentral tenet of relational database theory. A database
should usually be normalized to at least third normal form. Although there
are seven normal forms, normalization beyond third normal formisrarely
considered in practical database design.

Data modeling
Development

1 Test Is the database design in third normal form?
Procedure  Examine the conceptual/logical data model.

Examples None
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Define declarative foreign keys for all relationships between tables to
enforcereferential integrity.

Foreign key constraints enforce referential integrity. The principle of
referential integrity requires that the foreign key values of a child table are
either null or match exactly those of the primary key in the parent table.

RDBMSinternals

Development

1 Test
Procedure
Examples

Have foreign-key constraints been incorporated into
the database?

Examine the database to determine whether foreign-
key constraints have been included in the database
creation scripts and created in the database.

None
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G1154

Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

254

Use stored procedures for operations that are focused on the insertion and
mai ntenance of data.

Current software design methodologies and architectures call for the
implementation of an n-tiered architecture with business rules in the middle
tier and data stored in a separate data tier. When multiple applications
access a common database, however, the rules may be best located at the
data-tier level. Otherwise, changes in one application would have to be
coordinated across all applications. Thustheir use to implement detailed
business logic and algorithms should be limited to enterprise databases
used by multiple applications.

RDBMSinternals

Development

1 Test Are database triggers used?

Procedure  Check for stored procedures that are triggered on
insertion, deletion, and update events.

Examples CREATE TRI GGER Per sonCheckAge
AFTER | NSERT OR UPDATE OF age
ON Person
FOR EACH ROW
BEG N

| F (:new. age < 0) THEN
RAI SE_APPLI CATI ON_ERROR
( -20000,
'no negative age all owed'
)
END | F;
END; .



G1155

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Usetriggersto enforce referential or data integrity, not to perform complex

businesslogic.

Triggers are fired on events. Current software design methodol ogies and
architectures cal for the implementation of an n-tiered architecture with
business rulesin the middle tier and data stored in a separate data tier.
Implementing business logic in triggers, aswell asin the middletier,

violates this concept.

RDBMSinternals

Development

1. Test
Procedure
Examples

Has business logic been incorporated into database
triggers?

Examine the database trigger code to determine
whether business logic or callsto stored procedures
incorporating business logic have been coded into
them.

None
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G1190

Statement
Rationale

Derived From
Justifies

Referenced By

Acquisition
Phase

Evaluation
Criteria

256

Use abuild tool.

A build tool alows for the encapsulation of building instructions into
machine-readable files or sets of files. The instructions can be successfully
and consistently repeated.

[G1218], [G1219], [G1220], [G1221], [G1222], [G1223], [G1224],
[G1225]

Automate the build process

Development

See sublevel guidance to evaluate this guidance.



G1200

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Define al external resources by using a separate resource-ref element for
each resource.

This allows the source code to look up aresource by a"virtual" name that
is mapped to the actual INDI location at deployment time.

[G1079]

J2EE environment, Java Naming & Directory Interface (JNDI)

Development

1 Test Are there any resource references that are defined in
the application code?

Procedure  Check the code for connect operations that do not use
aJNDI lookup.

Examples None
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G1201

Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

258

Define configuration data such as environment variables, parameters, and
properties by usingr esour ce- env-r ef elements.

Configuration datais basically a name-value pair. This allows the tailoring
of the application to different contexts without having to modify source
code and consequently rebuild and retest.

[G1079]

J2EE environment, Java Naming & Directory Interface (JNDI)

Development

1 Test

Procedure

Examples
2. Test

Procedure
Examples
3. Test

Procedure

Examples

Are there any environment variables that must be
defined before the application can be run?

Check OS startup scripts (e.g., bat, cnd, csh,
bsh) for the use of any environment variables.

Check the OS environment for any installation-
defined environment variables.

None

Are there any property files that need to be defined
before the application can be run?

Check for the existence of propertiesfiles.
None

Are there any parameters that must be defined before
the application can be run?

Check for any startup parameters provided on the
startup command line.

None
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Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Use the CORBA Portable Object Adapter instead of the Basic Object
Adapter.

The CORBA Basic Object Adapter (BOA) was the CORBA Version 1
specification for the client-server object capability. The BOA specification
was found to be so incompl ete that vendor-specific interpretations were
required for operable implementation. In CORBA Version 2, the Portable
Object Adapter (POA) was significantly more complete and flexible. In the
current marketplace, POA implementations are standard and, in quality
implementations, are not vendor-specific. Consequently, using POA
eliminates one significant area of vendor-specific coding.

BOA POA
Focuses on CORBA server Servicesfor lifecycle
implementations and not management

CORBA abject implementations Abstract layer between ORB and

Naming convention issues on object
server side Standard, portable interface for
Tightly coupled to ORB communicating with ORB
implementation runtime
Non-standardized way to Two servant incarnation styles
connect to ORB
Four activation models for server
processes

[G1118]

CORBA

Development

1 Test Does any CORBA application code reference the

CORBA: : BOA identifier?

Procedure Review the code for the use of the CORBA: : BOA
identifier.

Examples 1. BOA coding example

a Client side - The code below shows a C++ CORBA
client BOA initialization for the ORBIX ORB. Other
ORB vendors may have different initialization
sequences.
int nmain

( int argc,
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char **argv
)
{ MyServer_var MyVar;
CORBA: : ORB ptr nmyOrbPtr
= CORBA:: ORB_init(argc,
argv, "Orbi x");

try
{ /1 The default is the |local host:
MyVar =
MyServer::_bind(": Server Nanme");
} // End try
catch ( CORBA:: Syst enException &sysEx

)

{ cerr << "Unexpected system
exception" << endl;
cerr << &syskEx;
exit(1);
} // End CORBA:: SystenmException
catch(...)
{ /1 an error occurred while trying
/1 to bind to the grid object.
cerr << "Bind to object failed" <<
endl ;
cerr << "Unexpected exception " <<
endl ;
exit(1);
} // End catch ...
} // End main
b. Server side - Use the code below asamodel. This
example shows a C++ CORBA server BOA init for
the ORBIX ORB. For BOA, other ORBS will have a
different initialization sequence.

try
{ M\Qbject::nmyOrb_
= CORBA:: ORB_i nit(argc, argv,

"Or bi x");

MyQbj ect : : nyboa__

= MyQbject::nyOGrb_->BOA init(argc,

argv, "Obix_BQA");
} /1 End try
catch ( CORBA:: SystenExcepti on &ysEx )
{ //sone exception handling code
} // End catch
try
{ NoeLogger Cf g: : nyboa_-
>inpl _is_ready("M/Servi ceNane",

CORBA: : ORB: : | NFI NI TE_TI MEQUT) ;
} // End try
catch ( CORBA:: Syst enExcepti on &sysEx )
{ //exception handling code
}
2. POA coding example

a. Client side - This example shows a C++ CORBA
client POA init for the ORBIX ORB. For BOA, other
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ORBS will have adifferent initialization sequence.
int main
( int argc,
char **argv
)
{ CORBA:: ORB var myOrb =
CORBA: : ORB_init(argc, argv);
try
{ CORBA:: (hj ect _var obj
= ... I/l however you get the
obj ect reference
if(CORBA: :is_nil (obj))
{ cerr << "Ni| object reference" <<
endl ;
t hrow 0O;
} /! End if
} /1 End try
catch ( CORBA:: Syst entExcepti on &sysEx
)
{ cerr << "Unexpected system
exception" << endl;
cerr << &syskEx;
exit(1);
} // End catch CORBA:: SystenException
catch ( ... )
{ cerr << "Unexpected system
exception" << endl;
exit(1);
} // End catch ...
nyi nt erface: : nyobj ect _var nyvar;

try
{ nyvar =

nyi nterface::nyobject:: narrowobj);
} // End try

catch ( CORBA: : Syst enExcepti on &sysEx)
{ cerr << "Unexpected system
exception" << endl;
cerr << &syskEx;
exit(1);
} // End catch CORBA:: SystenException
} // End main
b. Server side - Use the code below asamodel. This
example shows a C++ CORBA server POA init for
the ORBIX ORB. For POA, other ORBS will have a
different initialization sequence.
int main
( int argc,
char *argv[ ]
)

{ try
{ // initialize the ORB
orb_var orb = CORBA::ORB_init(argc,
argv, "Obix");
/1 obtain an object reference for
t he root POA
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obj ect _var obj
= orb->resolve_initial _references

(“Root PQA") ;

PCA var poa = PQA:: narrowobj);

/1 incarnate a servant

My_Servant | npl servant;

/1 Inmplicitly register the servant
with the root PQCA

obj = servant. _this ();
/lstart the POA listening for
requests
poa -> the_ POAManager ()->activate
OF
/[/run the orb’s event | oop
orb->run ();
} // End try
catch ( CORBA:: Syst enException &sysEx
)

{ /1 some exception handling code
} // End catch
} // End nain



G1203

Statement

Rationale

Derived From

Justifies

Referenced By

Acquisition
Phase

Evaluation
Criteria

Guidance

Localize frequently used CORBA-specific code in modules that multiple

applications can use.

In afamily of applications, similar patterns of CORBA ORB invocation
sequences frequently arise. Thisis common in service object initialization,
policy association, discovery, binding, and release handling. Implementing
this functionality in a utility library paradigm localizes the code to reduce
maintenance and facilitate extensibility, and assures consistency across the

family of applications.

Development

1 Test

Procedure

Examples
2. Test

Procedure

Examples
3. Test

Procedure

Examples
4, Test

Procedure

Examples

Do the standard object initialization CORBA
invocations occur in more than one module?

The presence of “CORBA: : ORB_var” or
“CORBA: : ORB_i ni t ” in C++ indicates ORB
initialization. The presence of

“CORBA: : (bj ect _var” in C++ indicates ORB
access.

None

Do the standard object policy association CORBA
invocations occur in more than one modul e?

The presence of “CORBA: : Pol i cyLi st” in C++
indicates policy presence.

None

Do the standard object policy association CORBA
invocations occur in more than one module?

The presence of “CORBA: : Pol i cyLi st” in C++
indicates policy presence.

None

Do the standard object discovery CORBA invocations
occur in more than one module?

The presence of

“Resol ve_Nam ngSer vi ce() "in C++ indicates
intended access to one of CORBA’ s discovery
capabilities.

None
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Test

Procedure

Examples

Do the standard object binding and release CORBA
invocations occur in more than one modul e?

Thepresenceof “: : _narrow(obj.in())” or
“CORBA: :is_nil (”inC++ indicates activity
associated with obtaining and validating an object
binding to alegitimate reference. The presence of
“CORBA(release)(” in C++ indicates intended release
of a CORBA-bound object reference.

None
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G1204

Statement  Create configuration services to provide distributed user control of the appropriate
configuration parameters.

Rationale For user-modifiable configuration settings that are intended to be accessible by
distributed processes at runtime, the appropriate mechanism for implementation
involves CORBA services. The first formis anetwork service to be invoked as a
client by the target system application at initialization. This can support a
consistent, network-wide distribution of startup parameters. The second formisa
service implemented by the target application which alows communication to the
application during execution (after startup). This alows real-time configuration
changes for matters such as POA instantiation threading policies to address |oad
management.

Derived [G1119]

From

Justifies

Reference  CORBA

d By

Acquisitio Development

n Phase

Evaluation 1Test Isa service defined in the I DL to obtain the configuration parameters?

Criteria

Procedur Review the code for a service that can be used to obtain configuration.
e

Example The following code is an example of a CORBA server that instantiates a
S configuration service. The service manages the individual configuration
parameters for the servers on the ORB.

Ada example

CORBA. ORB. | | OP_Engl i sh;

pragma El aborate Al | (CORBA. ORB. | | OP_Engl i sh);

with CORBA ;

wi t h CORBA. BOA ;

with CORBA. ORB ;

wi th CORBA. (bj ect ;

with Configuration.Inpl ;

wi t h Confi guration. Hel per

wi th Ada. Exceptions ;

with Ada. Text 10 ;

with ny_ CORBA ;

with Event Ada_ APl ;

procedure Configuration_Server is
-- required for O bExpress
First _Variable : CORBA ORB.Life_Span ;
-- declare the object instance
Configuration_Cbject : Configuration.Ref ;
--variabl es needed for ior witing
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No_Ti neout : constant := 0.0;
Config Nanme : constant String
:= Configuration. Hel per.Si npl e_Nane ;
Config Host : Corba. String ;
Config_Port : Corba.String ;
begin -- Configuration_Server
-- create (and initialize) the object
-- config file is read and the port needed
-- isin there
Confi guration_Qbj ect
:= Configuration.!|npl.Create(Config_Nane) ;
GET_HOSTNAME:
begi n
Confi g_Host
.= Configuration.Get_String
( Self => Configuration_Object,
Nanme => Corba. To_Corba_String
( "Local _Host _Shortname" )
)
exception -- CGET_HOSTNAME
when ot hers =>
Ada. Text | O Put _Line
( "ERROR M ssing paraneter”
& “<Local Host Shortnane> "
& "in the config paraneters.txt file."
)
end GET_HOSTNAME;
GET_CS_PORT:
begi n
Confi g_Port
.= Configuration.Get_String
( Self => Configuration_nject,
Nanme => Corba. To_Corba_String
( "Config_Service Port" )
)
Exception -- GET_CS PORT
when ot hers =>
Ada. Text | Q Put Line
( "ERROR M ssing paraneter *
& “<Config_Service_Port>"
& "in the config paraneters.txt file."
)
end GET_CS_PORT;
Ada. Text _| O Put _Li ne

( n |_bst :> n
& Corba. To_Standard_Stri ng(Confi g_Host)
&" Port =>"

& Corba. To_Standard_Stri ng(Config_Port)
)
--timeout 0 so we can wite | OR out
CORBA. BQA. | npl _|I s_Ready
( Tinme_CQut => No_Ti neout,
Server I nstance_Nanme => Confi g_Nane,
Li sten_On_Endpoints =>
“tep:/ /"
& Corba. To_Standard_Stri ng(Confi g_Host)
& """
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& Corba. To_Standard_String(Config_Port)

-- HERE I S WHERE CODE FOR THE | OR TO BE
-- USED ON THE C++ ORB

-- get the IOR and wite it to disk
nmy_CORBA. Wite IOR To_File
( Server Nanme => Confi g_Nane,
Server Ref =>
CORBA. bj ect . Ref (Confi gurati on_Qbj ect)

)
READY_ BLOCK
begin

-- notify subscribers of availability

-- of configuration paraneters via the

-- event service

Event _Ada_API . Send

( Channel _Nane => "Config_Channel "
Event => "Configuration Service
Ready. "

)
Excepti on - READY_BLOCK
when ot hers =>
Ada. Text 1O Put _|ine
( "Configuration_Server : *“
& Exception sending ready signal."
) .

end READY_ BLOCK;
Ada. Text 1O Put _|ine
( "Configuration_Server : *“
& Configuration Service Ready."

) il
CORBA. BQA. | npl _|I s_Ready
( Tinme_CQut => CORBA. Infinite_Ti neout,
Server _I nstance_Nanme => Confi g_Name
)
exception -- Configuration_Server

when X Other: others =>
Ada. Text 1O Put _|ine
( "Configuration_Server :
& Ada. Excepti ons. Excepti on_Nanme(X_O her)
)
end Configuration_Server ;
C++ example

The following code snippets depict a C++ server that instantiates a
version collection service for an About box. It uses the IORs from the
servers on the Ada ORB viathe IOR files, and invokes those objects to
get version information. It uses the utility templates for binding. It
exemplifies the approach described in Encapsulate CORBA ORB
operations for C++.

Note: Thiswas done on the ORBIX C++ and Ada ORBs.
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#i ncl ude <i ostream h>

#i ncl ude <rw/ cstring. h>

#i fndef _STDIO H

#i ncl ude <stdi o. h>

#endi f

#i fndef _STRING H

#i ncl ude <string. h>

#endi f

#i fndef _STDLIB H

#i ncl ude <stdlib. h>

#endi f

#i f ndef _ASSERT_H

#i ncl ude <assert. h>

#endi f

/1 Include files for all the objects desired for
/1 collecting version infornation
/1 Ada configuration service

#i f ndef configuration_hh

#i ncl ude <confi guration. hh>

#endi f

/1 include files for other desired services;
/1 renmoved for brevity

/1 other support objects and utilities
#i fndef _CORBA UTILS _

#i ncl ude <corba_utils. h>

#endi f

#ifndef _ LOG APl _H

#i ncl ude <l og_api . h>

#endi f

#i fndef _VERSI ON AGENT _GLOBALS H_
#i ncl ude "version_agent gl obal s. h"

#endi f
const RWCString
Ver si on_Agent _i : : MSG_VERSI ON_NOT_FOUND _
= "Version Info. not found for ";
const CORBA: : ULong Versi on_Agent i:: MAXSERVERS
= 12,
Versi on_Agent _i:: Version_Agent i():

t heVer si onl nfoPtr_(0)
{ theVersionlnfoPtr_
= new versi onl nf oType( MAXSERVERS ) ;

t heVer si onl nf oPtr _- >l engt h( MAXSERVERS ) ;
} // End constructor
Versi on_Agent _i:: ~Version_Agent _i()
{ /1 Do nothing
} // End destructor

/****************************************************

Kk kkk*k

FUNCTI ON NAME: cr eat eVer si ons
PURPCSE: hel per function that gets the version info

| NPUT:

QUTPUT:

EE R b S I I I S I b S I R b R I I b I R R I b I
*****/

voi d Version_Agent i::createVersions ()

{ char *iorsString;
int bBindCk = O;
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int versionCnt = 0;
versi onl nfoType* rl = theVersionlnfoPtr_;
CORBA: : ULong MAXSERVERS
Ver si on_Agent _i : : MAXSERVERS _;
/'l server variables for all the objects desired
/1 for collecting version information
/1 nost declarations renoved for brevity
Event Servi ceFactory_var es_var;
/1 Ada configuration service
Confi guration_var cfg_var;
/1l === load the versions of the individual
conponent s
/1l Code for other services renoved for brevity
/1 This is an ADA service using the IOR string
{ //****************** Conflg Servi ce
R R b I b b I b I I
| ogMsg
( "get config service version",
Log_Api : : DEBUG 1_MSG

RWCString errMsg
(
Ver si on_Agent _i : : M5SG_VERSI ON_NOT_FOUND . dat a()
)
errMsg. append ( "Configuration Service" );
/1l here we get the IOR fromthe ADA orb using
/1 the hel per nethods
iorString = getlorFile("Configuration");
/[/template class to hide binding issues to the
ADA CORB
If (iorString)
{ Ada_Bi nder < Configuration,
Configuration_var > bo ( iorString );
bBi ndOk = bo. bi ndToAda( &fg_var) ;
/1 get the version info and load it
If ( bBi ndC&k
&% ' ( CORBA::is_nil(cfg var))

)
{ try
{ char* str = cfg_var->version();
if ( str )
{ (*theVersionlnfoPtr_)[versionCnt]
= CORBA: :string_dup(str);

del ete str;
Y /] End if
el se

{ (*theVersionlnfoPtr_)[versionCnt]
= CORBA: :string_dup(errMsg.data());
} // End el se
} /] End try
catch(...)
{ (*theVersionlnfoPtr_)[versionCnt]
= CORBA: :string dup(errMsg.data());
} // End catch
cfg_var->_cl oseChannel ();
} /] End if
el se
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{ (*theVersionlnfoPtr_)[versionCnt]
= CORBA: :string dup(errMsg.data());
} // End el se
if(iorString)
{ free (iorString);
iorString = NULL;

} /1 End if
} //endif iorstring
el se

{ (*theVersionlnfoPtr_)[versionCnt]
= CORBA: :string dup(errMsg.data());

} /] End el se

/1l eavi ng scope rel eases the corba object
} //end cfg_svf
bBi nd&k = 0;
ver si onCnt ++;
assert (versi onCnt <= MAXSERVERS) ;

} // End createVersions
/****************************************************

*kkkk*k

FUNCTI ON NAME: start
PURPCSE: handl e startup specific stuff

| NPUT:

QUTPUT:

R R R I R R R R R I I I R R O R I I I R R R R R I I S R S I R R
*****/

void Version Agent i:: start

( CORBA:: Environment & T_env
) throw (CORBA: : Syst enExcepti on)
{ /'lget all the version info
creat eVersi ons();
} // End start

/****************************************************
Kk kkk*k

FUNCTI ON NAME: stop
PURPCSE: handl e stop specific stuff

| NPUT:

QUTPUT:

R E R I I R R R R R I I I R R R S R R R R R I I I I I R R I I I I R R O
*****/

void Version_Agent i:: stop

( CORBA:: Environnent & T_env
) throw (CORBA: : Syst enExcepti on)
{ I/l Release info
/1 Let CORBA tinme out the service
| ogMsg ( "stop received" );
Ver si onAgent @ obal s: : nyboa- >set NoHangup ( 0 );
Ver si onAgent @ obal s: : nyboa- >deact i vat e_i npl
( "Version_Agent" );
} //end version inpl
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Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Use non-source code persistence to store all user-modifiable CORBA
service configuration parameters.

For user-modifiable configuration settings that are host-specific and that
are not intended to be accessible by distributed processes at runtime, the
appropriate mechanism for implementation involves local persistent
storage. The appropriate form of local storage depends on the local host
architecture and may be file- or host-DBMS oriented. It is important that
such parameters are not stored in source code that requires build processes
for modification.

It should be noted that for SOA services, configuration parameters relating
to invoked services should not be service-host-specific at the invoking
client application.

[G1119]

CORBA

Development

1 Test Are there any user-maodifiable configuration
parameters hard coded in the non-auto-generated
files?

Procedure  Inspect the code for constant strings or constants that
contain configuration parameters.

Examples None
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G1208

Statement Add new functionality rather than redefining existing interfaces in a manner
that brings incompatibility.

Rationale By not replacing old methods of objects, library functionality consumers
can continue to operate and not be forced to upgrade.

Derived From [G1004]

Justifies

Referenced By

Acquisition Development

Phase

Evaluation 1 Test

Criteria
Procedure
Examples

2. Test

Procedure

Examples

272

Are methods that are being replaced marked with
deprecated tags?

Check revision history to make sure that methods are
deprecated and not removed unless they have
expired. "Expired" means that they have passed the
expected shelf life, as defined by the project
standards or other standards documentation.

None

Do new methods being added contain information on
methods they are replacing?

Check to make sure newly added methods contain
information and rationale on the methods they are

replacing.
None



G1209

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

For Java, use JDK logging facilities.

Java has a built-in logging framework that is portable across platforms,
projects, and installations.

[G1010]

Development

1 Test

Procedure

Examples

Does the application use anything other than the
specified logging frameworks?

Check for use of logging frameworks other than the
JDK.

None
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G1210

Statement For .NET, use Debug and Trace from the Syst em Di agnosti cs
namespace.
Rationale .NET has abuilt-in logging framework that is portable across .NET

projects and installations.

Derived From [G1010]

Justifies
Referenced By
Acquisition Development
Phase
Evaluation 1. Test
Criteria
Procedure
Examples

274

Does the application use anything other than the
specified logging frameworks?

Check for use of logging frameworks other than
Syst em Di agnosti cs.

None
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Statement
Rationale
Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

For Java, use JDBC.

Guidance

JDBC is Javds standard API for accessing databases.

[G1014]

Development

1. Test
Procedure
Examples

2. Test
Procedure

Examples

Does the application use an API other than JDBC to
access the database?

Check for vendor-specific APIs such as Oracle’s
OCl.

None

Does the application use a vendor specific extension
that is not ANSI-compliant SQL?

Check for non-ANSI -compliant SQL.

None
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G1212

Statement For C/C++ and .NET use ODBC.
Rationale ODBC is C/C++ Window's standard API for accessing databases.
Derived From [G1014]
Justifies
Referenced By
Acquisition Development
Phase
Evaluation 1 Test Does the application use an API other than ODBC to
Criteria access the database?

Procedure  Check for vendor-specific API.

Examples None

2. Test Does the application use vendor-specific extension
that is not ANS-compliant SQL ?
Procedure  Check for non-ANSI -compliant SQL ..

Examples
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Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Provide an architecture design document.

An architectural design document provides the evaluators with a roadmap
of the application. This helps the evaluator verify that the application
follows guidance such as using the Model View Controller model.

[G1020]

Development

1 Test

Procedure

Examples

Do the project deliverables for evaluation include a
document that contains the architectural design of
the application?

Seeif an architectural design document exists.

None
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G1214

Statement Provide a document with a plan for deprecating obsol ete interfaces.

Rationale Thisinformation allows users to phase out deprecated interfaces. For
instance, Sun plans to maintain backward compatibility for the JDK for
seven years. This means developers can count on deprecated methods not
being removed for seven years.

Derived From [G1020]
Justifies
Referenced By

Acquisition Development
Phase

Evaluation 1. Test
Criteria

Procedure

Examples

278

Do the project deliverables for evaluation include a
document that contains a plan for deprecating
obsolete interfaces?

Seeif adocument with a plan for deprecating
obsolete interfaces exists.

None.
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Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Provide a coding standards document.

The standards ensure a consistent code base. A coding standards document
defines rules to keep code readable and maintainable.

[G1020]

Development

1 Test

Procedure

Examples

Do the project deliverables for evaluation include a
coding standards document?

See if acoding standards document exists.

None
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G1216

Statement Provide a software release plan document.

Rationale The release plan document ensures that there is aformal process for
releasing the software. It includes a description of how to acquire the
software from SCM and how to build, label, and releaseit.

Derived From [G1020]
Justifies
Referenced By

Acquisition Development
Phase

Evaluation 1. Test
Criteria

Procedure

Examples

280

Do the project deliverables for evaluation contain a
release plan document?

Seeif a software release plan exists.

None



G1217

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Components should be externally configurable.

To be portable and to accommodate reuse, components must be
configurable using external descriptors usualy defined in XML. Examples
of things that might need to be configured include:

e A datasource for the component to obtain a JDBC connection
e Thelocation of aservice that the component must communicate with

*  Thelocation of implementation classes that the component uses

Implement a component-based architecture, [G1002]

Development

1Test Are deployment descriptors used?

Procedur eCheck for the existence of deployment descriptorsin the
appropriate directories. Usualy the fileis named web.xml.

Examples None
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G1218

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

282

Support operation in an automated mode.

During testing, human interaction can be a cause of error and unrepeatable
results. Operating in automated mode can eliminate these errors.

[G1190]

[G1002]

Automate the build process

Development

1 Test Does the tool have a build al target?

Procedure  Check the build scripts or descriptors of the build
tool for the ability to build the entire project, system,
or application.

Examples None



G1219

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Check out files from configuration control.

To make sure all the parts of the build are under configuration control,
compare al files with the configuration baseline, and download the
appropriate files.

[G1190]

[G1002]

Automate the build process

Development

1 Test Does the tool have a checkout target?

Procedure  Check the build scripts or descriptors of the build
tool for the ability to check out the entire project,
system, or application.

Examples None
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G1220

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

284

Compile source code and dependencies that have been modified.

To limit the changes made between builds, only compile code that has
been modified. If there are no intermediate files, then compile all files.

Does the tool have a compile target?

Check the build scripts or descriptors of the build
tool for the ability to compile the entire project,
system, or application.

None

Do all theintermediatefiles (e.g., . obj or . cl ass)
have the same date and time stamps?

Scan the files for date and time stamps.

[G1190]

[G1002]

Automate the build process

Development

1 Test
Procedure
Examples

2. Test
Procedure
Examples

None



G1221

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Create libraries or archives after all required compilations are completed.

Libraries should be able to be recreated independently of any executables
and should always verify that any intermediate files are not stale.

[G1190]

[G1002]

Automate the build process

Development

1 Test Does the tool have a generate library target?

Procedure  Check the build scripts or descriptors of the build
tool for the ability to generate the composing
libraries or archives.

Examples None
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G1222

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

286

Create executables

An executable is dependent on many files, including source files,
intermediate files, and libraries or archives. The building of the executable
must support a control process that includes configuration management,
compiling, and testing.

[G1190]

Automate the build process

Development

1 Test Does the tool have an executable target?

Procedure  Check the build scripts or build tool descriptors for
the ability to build the executables for the entire
project, system, or application.

Examples None



G1223

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Capable of running unit tests.

All code should be able to be tested independently of creating intermediate
files, libraries, or executables.

Tests should be unit tests as well as system-level tests.
[G1190]

Automate the build process
Devel opment

1 Test Does the tool have a test target?

Procedure  Check the build scripts or descriptors of the build
tool for the ability to test the entire project, system,
or application.

Examples None
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G1224

Statement
Rationale

Derived From

Justifies

Referenced By

Acquisition
Phase

Evaluation
Criteria

288

Clean out intermediate files that can be regenerated.

For security reasons, all files that comprise the build need to be under
configuration control. Cleaning out all filesis essential in ensuring that
only approved code is incorporated into the build.

[G1190]

{List of guidance statements that this guidance statement justifies (i.e.,
children) Note: should be hypertext links}

Automate the build process

Development

1 Test Does the tool have a clean target?

Procedure  Check the build scripts or descriptors for the build
tool for the ability to remove the entire project,
system, or application files.

Examples None



G1225

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

The build tool should be independent of the Integrated Devel opment

Environment.

Some build tools are tightly coupled with an Integrated Devel opment
Environment (I DE) that causes vendor lock-in and license issues when the
software is delivered to the government.

[G1190]

Automate the build process

Development

1. Test
Procedure
Examples

2. Test

Procedure
Examples
3. Test

Procedure

Examples

Does the build tool require a license?
Check for files with the name makefile.
None

Isthe build tool one of the recognized standards,
suchasant ?

Check for files named build.xml.
None

Isthe build tool one of the recognized standards,
such asmake or nmake?

Check for files with the name makefile.

None
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G1236

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

290

Do not hard-code the endpoint of a web-service vendor.

An endpoint isthe URL or location of the web service on the I nternet. A
major benefit of web servicesisthe ability to relocate aweb service to
another location, or dynamically discover and use aweb service using
registry facilities. Some web service vendors hard- code the URL of the
web service, which causes maintenance and portability problems.

[G1091]

Insulation and structure guidance

Development

1 Test Are there any hard-coded web service vendor
endpointsin the client code?

Procedure  Parsethe code and look for hard-coded endpoints.
These endpoints look just like anormal HTTP web
address.

Examples None



G1237

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Guidance

Do not hard-code the configuration data of a web-service vendor.

Some vendors generate code that passes web-service vendor-specific
configuration data during initialization or startup. This reduces the
portability of the code and can cause maintenance problems later.

[G1091]

Insulation and structure guidance

Devel opment

1 Test I's there any web-service vendor-specific
configuration data in the client code?

Procedure  Parsethe code and look for hard-coded configuration
data that might be used to configure the vendor’s
web service.

Examples None
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G1239

Statement Vendor-dependent connections to the enterprise should isolate vendor-
specifics using design patterns (e.g., facade, proxy, or adapter) or property
files.

Rationale Increases maintainability. Guidance [G1071] asserts that vendor-neutral

connection mechanisms should be used. When vendor-specific connection
mechanisms are unavoidable, this guidance will apply.

Derived From [G1071]

Justifies

Referenced By

Acquisition Development

Phase

Evaluation 1 Test

Criteria Procedure
Examples

292

I's the connection mechanism vendor -dependent?

Examine the source code for vendor-specific imports
or includes.

Make sure that all references to the vendor-specific
connection mechanisms are isolated to asingle class
(like ahelper) or set of methods that are used as part
of an isolation design pattern such as facade, proxy,
or adapter.

Also, look for hard-coded vendor-specific connection
strings.

None



G1245

Statement

Rationale

Evaluation
Criteria

Guidance

I solate the web-service portlet from platform dependencies using the OAS S
WSRP Specification 1.0 protocol.

The OASIS WRSP 1.0 Specification accounts for the fact that producers
and consumers may be implemented on very different platforms, such asa
J2EE -based web service, aweb service implemented on Microsoft's .Net
platform, or a portlet published directly by a portal.

1. Test
Procedure
Examples

2. Test
Procedure

Does the web service implement the WRSP Markup
interface?

Look for the definition of the get Mar kup,

per f or nBl ocki ngl nt eracti on,

i ni t Cooki e andr el easeSessi ons methods
as defined in the OASIS WSRP Markup API
Specification.

publ i c MarkupResponse get Mar kup
( Regi strationCont ext
regi strationCont ext,
Portl et Cont ext portl et Context,
Runti meCont ext runti meCont ext,
User Cont ext user Cont ext,
Mar kupPar ans nar kupPar ans
) throws java. |l ang. Exception
public void perfornBl ockinglnteraction
( Regi strationCont ext
regi strationCont ext,
Portl et Cont ext portl et Context,
Runt i meCont ext runti meCont ext,
User Cont ext user Cont ext,
Mar kupPar ans mar kupPar ans,
I nt eracti onPar ans
i nteractionParans
) throws java. |l ang. Exception
public Extension[] initCookie
( Regi strationCont ext
regi strati onCont ext
) throws java.lang. Exception
public Extension[] rel easeSessions
( Regi strati onCont ext
regi strati onCont ext,
java.lang. String[] sessionlDs
) throws java. |l ang. Exception
Does the web service implement the WRSP Service

Description interface?

L ook for the occurrence of the get Ser vi ce,
regi ster,andget Servi ceDescription
methods as defined in the OASIS WSRP Service
Description API Specification.
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Examples public static ServiceDescriptionService
get Service
( java.lang. String baseEndpoi nt
) throws java.l ang. Excepti onThr ows:
j public ServiceDescription
get Servi ceDescri ption
( Regi strationCont ext
regi strationCont ext,
java.lang. String[] desiredLocal es
) throws java.lang. Exception
3. Test Does the web service implement the WRSP Portlet
Configuration interface?

Procedure  Look for the occurrence of the get Ser vi ce,
get Portl et Descri ption,cl onePortl et,
destroyPortlets,
setPortl et Properties,
getPortl et Properties and
get Portl et PropertyDescri pti on methods
as defined in the OASIS WSRP Portlet
Configuration APl Specification.

Examples public static Portl et Managenent Servi ce
get Service
( java.lang. String baseEndpoi nt
) throws java.lang. Exception
public PortletDescriptionResponse
get Portl et Description
( Regi strationCont ext
regi strationCont ext,
Portl et Cont ext portl et Context,
User Cont ext user Cont ext,
java.lang. String[] desiredLocal es
) throws java. |l ang. Exception
public Portl et Context clonePortl et
( Regi strationCont ext
regi strationCont ext,
Portl et Cont ext portl et Context,
User Cont ext user Cont ext
) throws java.l ang. Exception
public DestroyPortl et sResponse
destroyPortlets
( Regi strationCont ext
regi strationCont ext,
java.lang. String[] portletHandl es
) throws java.lang. Exception
public Portl et Cont ext
set Portl| et Properties
( Regi strationCont ext
regi strationCont ext,
Portl et Cont ext portl et Context,
User Cont ext user Cont ext,
PropertyLi st propertylLi st
) throws java. |l ang. Exception
public PropertylLi st
get Portl et Properties
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Test

Procedure

Examples

Guidance

( Regi strationCont ext
regi strationCont ext,
Portl et Cont ext portl et Context,
User Cont ext user Cont ext,
java.lang. String[] names
) throws java.l ang. Exception
public
Portl et PropertyDescri pti onResponse
get Portl et PropertyDescription
( Regi strationCont ext
regi strationCont ext,
Portl et Cont ext portl et Context,
User Cont ext user Cont ext,
java.lang. String[] desiredLocal es
) throws java.lang. Excepti onThr ows
Does the web service implement the WRSP
Registration interface?

Look for the occurrence of theget Ser vi ce,

regi ster,deregi ster,and

nodi f yRegi st rati on methods as defined in the
OASIS WSRP Specification.

public static RegistrationService
get Service
( java.lang. String baseEndpoi nt
) throws java.l ang. Exception
public RegistrationContext register
( java.lang. String consumer Nane,
java.lang. String consuner Agent,
bool ean net hodGet Support ed,
java.lang. String[] consunerMdes,
java.lang. String[]
consumer W ndowSt at es,
java.lang. String[]
consuner User Scopes,
java.lang. String[]
cust omJser Profi | eDat a,
Property[] registrationProperties
) throws java.l ang. Exception
publ i c ReturnAny deregister
( java.lang. String
regi strationHandl e,
byte[] registrationState
) throws java.l ang. Exception
public RegistrationState
nodi f yRegi strati on
( Regi strati onCont ext
regi strati onCont ext,
Regi strationData regi strationData
) throws java. |l ang. Exception
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Best practices details

This section contains a complete set of the numbered best practices that are referenced elsewhere
in this guide.
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BP1038

Statement

Rationale
Acquisition
Phase

Evaluation
Criteria

Best practices

Use one of these standard fontsin web pages, in this order of preference:
Verdana, Universal, Sans Serif. Do not use Times New Roman.

Web pages are easier to read with suggested fonts.

Development

None
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BP1039

Statement Do not underline any text unlessit isalink.

Rationale Underlined text is the default behavior of an HTML link. Many users
consider this the norm and may find aweb page difficult to read if other
items are underlined.

Acquisition Development
Phase

Evaluation None
Criteria

300



Best practices

BP1040

Statement Use hex codes for all colors (e.g., #/FFF33), never the color name (e.g.,
yellow). For an online hexadecimal color chart, see
http: //webmonkey.wired.com/webmonkey/reference/color _codes.

Rationale Increases compatibility between browsers. Industry standard.
Acquisition Development

Phase

Evaluation None

Criteria
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BP1041

Statement Do not change the default colors of the links.

Rationale Web pages are easier to read because users have become accustomed to
the default colors.

Acquisition Development

Phase

Evaluation None

Criteria
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BP1042

Statement

Rationale

Acquisition
Phase

Evaluation
Criteria

Best practices

Do not build aweb page where the horizontal width is greater than the
screen. Vertical scrolling isfine. Plan for the lowest common denominator
to be super-V GA resolution or 600 x 800.

This enables you to print pages on most printers and render pages on most
displays.
Development

None
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BP1054

Statement Use standard controls that provide input choices for the user. These controls
might include radio buttons, check boxes, list boxes, and drop-downs.

Rationale Reduces user input errors.
Acquisition Development

Phase

Evaluation None

Criteria
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BP1075

Statement

Rationale

Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

All application developers should use the Ant build tool to build, package,
and deploy J2EE applicationsin their development environments.

There are several good | DEs on the market to support developing J2EE
applications. However, different IDES tend to auto-generate code that does
not port to other IDEs, creating a problem when sharing code between
groups using different IDES. To minimize these compatibility issues and
development environment turf wars, common building tools need to be
used.

Automate the build process

Development

None
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BP1076

Statement

Rationale

Acquisition
Phase

Evaluation
Criteria

306

When deploying a new application to a WebL ogic application server (e.g.,
ear, war, rar), do not edit the WebL ogic startup file to add application-
specific information. Thisfileis used for server startup only and should not
contain application-specific logic. The system administrator must approve
and coordinate all updates to thisfile.

Server startup should not depend on an individual application.
Devel opment

None



BP1077

Statement

Rationale

Acquisition
Phase

Evaluation
Criteria

Best practices

Do not edit the config.xml file manually. The config.xml fileisthe
persistent store used by the WebL ogic server to store runtime configuration
parameters. Instead, use the WebL ogic management console to configure
the WebL ogic server. Any edits done through the management console will
be written to config.xml.

Editing the config.xml file manually can introduce unpredictable server
errors and cause loss of important configuration data.
Development

None
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BP1097

Statement Usethe Syst em Text . Stri ngBui | der classfor repetitive string
modifications such as appending, removing, replacing, or inserting
characters.

Rationale Stringsin .NET are immutable. This means that every time astring is

created as aresult of a string operation such as concatenation, a new string
is created for each intermediate string in a set of operations. This has alot
of string management overhead. St ri ngBui | der avoids these problems.

Acquisition Development

Phase

Evaluation 1 Test Are there repetitive string operations that use string
Criteria operationsinstead of St ri ngBui | der operations?

Procedure  Scan all C# code for repetitive string operations such
as appending, removing, replacing, or inserting
characters.

Examples None
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BP1098

Statement
Rationale

Acquisition
Phase

Evaluation
Criteria

Best practices

Writeal .NET codein C#.

Because of the high degree of similarities between C# and Java, .NET code
written in C# is easily ported to Java. .NET has removed most of the
advantages of one language (C#, C++, J++, VB) over another.

Development

1 Test Are any .NET languages delivered other than C#?

Procedure  Scan delivered code for registered .NET file
extensions other than C#.

Examples None
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BP1100

Statement
Rationale

Acquisition
Phase

Evaluation
Criteria

310

Compile all code using the .NET Just-In-Time compiler.

There are two different ways to generate machine code within the NET
environment: Just-In-Time (JIT) and Native | mage Generator (NGEN).
The NGEN method provides performance advantages by using the native
image cache portion of the global assembly cache, which is specific to the
machine where the .NET common language runtimeisinstalled. Itis
machine-dependent and is less portable.

Development

1 Test I's ngen.exe used?

Procedure  Scan al delivered code for the use of ngen.exe or the
ngen command.

Examples None



BP1109

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

Use Windows unattended setup to install Message Queuing software by
remotely using an answer file.

It should not be necessary to have a“human in the loop” when installing
the Message queuing software. This reduces errors during installation and
hel ps establish a uniform installation base.

[BP1226], [BP1227], [BP1228], [BP1229], [BP1230]

Development

See sublevel best practices to evaluate this guidance.
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BP1111

Statement Mark all MSMQ messages as recoverable.

Rationale MSMQ normally only stores the contents of messages in memory, which
will be lost if a power, hardware, or software failure occurs. By marking
messages as recoverable, messages are also stored to disk so the contents
can be recovered after afailure.

Acquisition Development

Phase

Evaluation 1 Test Are all messages and message queues marked as
Criteria recoverable?

Procedure  Scan the code for the creation of messages and
message codes, and make sure each has the
r ecover abl e attribute set to true.

Examples None
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BP1112

Statement
Rationale

Acquisition
Phase

Evaluation
Criteria

Best practices

Specify al MSMQ queues as transactional if they support multiple-step
processes.

Transactions allow multi-step processes to behave correctly when a
rollback occurs.

Development

None
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BP1116

Statement If using Java-based messaging (e.g., JMS), register destinationsin JNDI so
message clients can use INDI to look up these destinations.

Rationale JNDI isan industry standard for Java-based applications.

Referenced By Java Naming & Directory Interface (JNDI)

Acquisition Development

Phase

Evaluation None

Criteria
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BP1122

Statement
Rationale

Justifies
Acquisition
Phase

Evaluation
Criteria

Best practices

When using CORBA strings, follow the best practice guidelines in the child
documents listed below.

Aidsin memory management by reducing memory |leaks and memory-
related errors.

[BP1231], [BP1232], [BP1233], [BP1234], [BP1235]
Development

See sublevel best practices to evaluate this guidance.
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BP1139

Statement Adhere to a core set of SQL features. Minimize use of proprietary
extensions to the SQL standard.

Rationale It is almost impossible to use Oracle, SQL Server, or DB-2 without using
proprietary extensions to the SQL standards. In many cases, however,
these extensions are later incorporated into the standard.

Acquisition Development

Phase

Evaluation 1 Test Have the devel opers adhered to a core set of features
Criteria and minimized use of proprietary extensions to the

QL standard?

Procedure  Examine arepresentative sample of database scripts
and stored procedures.

Examples None
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BP1140

Statement
Rationale

Acquisition
Phase

Evaluation
Criteria

Best practices

Use SQL-2003 features in preference to SQL-92 or SQL-99.

SQL-2003 includes many XML and OODB extensions and features. Use it
in preference to SQL-99 or SQL-92 entry-level features, to justify the
recommendations against using native XML databases and OODB
databases.

Development

1 Test Have the devel opers used SQL-2003 features rather
than SQL-92 or SQL-99 features?

Procedure  Examine arepresentative sample of database scripts
and stored procedures.

Examples None

317



NESI Part 5: Net-Centric Developer's Guide

BP1143

Statement Use a database modeling tool that supports a two-level model
(Conceptual/Logical and Physical) and | SO-11179 data exchange
standards.

Rationale ISO-11179 is a metadata repository standard. The tools we have been

using operate in amode where the model is stored locally in an XML file
or in avendor-specific repository. For many applications, there is no need
to use the repository at all. CM could be affected by checking the model in
and out of atool such as Source Safe. Entity-Relationship data model is
synonymous with a Conceptual Data Model.

Acquisition Development

Phase

Evaluation 1 Test Is a database modeling tool being used and does it
Criteria support the 1ISO-11179 data exchange standar ds?

Procedure  Verify that the requirement for a database modeling
tool isincluded in the system requirements. If 1SO-
11179 standard-based metadata repository products
become available, determine whether the product
provides an interface thereto.

Examples None
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BP1145

Statement

Rationale

Acquisition
Phase

Evaluation
Criteria

Best practices

Conceptual and logical models should be vendor-neutral whenever
possible.

The leading database vendors do not have a common set of data types or
object name length limitations, and there are no ANS| standards that
address these issues. To maintain vendor-neutral models, vendor-specific
features will not be accepted.

Development

1 Test Has the data model been designed using vendor-
neutral design criteria?

Procedure  Examine the conceptual/logical data model.

Examples None
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Statement To ensure decoupling from the visualization layer, do not develop to the
ATLAS APIs. Develop to either the IMTK COE APIs, or to the OGC open-
standards APIs (GO-1: an OGC abstraction layer added to ATLAS that
allows devel opers to use OGC GO-1/GEOBJECTSAPI calls and
Geobjects). C2PC bindings allow devel opers to use either strategy.

Rationale

Acquisition Development

Phase

Evaluation None

Criteria
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BP1226

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

Locate the Answer file for the MSMQ in the MSMQ installation directory
on the computer from where the unattended setup will be initiated.

This allows the installation process to be consistently repeated.

See (MSMQ Concepts 3.6).

[BP1109]

Development

1. Test Isthe answer file in the MSMQ installation

Procedure

Examples

directory?

Find out where the MSMQ answer files are located.
If the location is not provided, search for afile that
contains one of the answer file settings listed in this
guidance.

None
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BP1227

Statement Do not allow dependent clients to be installed.

Rationale M SM Q-dependent clients require synchronous access to an MSMQ server
and create performance issues on the server. Consequently, dependent
clients cannot operate if they are disconnected from the rest of the
enterprise networks.

Dependent clients cannot be run under local accounts.

Dependent clients leave al encrypted messagesin plain text between the
client and server.

Derived From [BP1109]
Justifies
Referenced By

Acquisition Development
Phase

Evaluation 1 Test Is msny_Local St orage = ONinthe MSMIQ
Criteria answer file?

Procedure  Scan the answer file for the setting.
Examples None

2. Test Is SupportingServer setinthe MSVIQ answer
file?

Procedure  Scanthe answer file for the setting.

Examples None
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BP1228

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

Do not use the features found in MSMQ v3.0 HTTP transport.

Thisisan extension of the Internet Information Services (11S) and should

be avoided.
[BP1109]

Development

1 Test

Procedure

Examples

IS meng_HTTPSupport = OFF inthe MSMIQ
answer file?

Scan the answer file for the setting.

None
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BP1229

Statement Do not use the features found in MSMQ v3.0 message queue triggering.
Rationale Thisisan extension of the Internet Information Services (11S) and should
be avoided.

Derived From [BP1109]
Justifies

Referenced By
Acquisition Development
Phase
Evaluation 1 Test
Criteria
Procedure
Examples

324

Ismeny_Tri ggersServi ce = OFF inthe MSMQ
answer file?

Scan the answer file for the setting.

None



BP1230

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

Do not use the SupportLocal AccountsOrNT4 feature.

This entry enables weakened security for Active Directory on adomain
controller, which is then replicated to all other domain controllersin every

domain in your forest.

See (MSMQ Concepts 3.6)
[BP1109]
Development
1. Test IsSupport Local Account sOr NT4 = FALSEinthe
MSMQ answer file?
Procedure  Scan the answer file for the setting.
Examples None
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BP1231

Statement Use CORBA: : String_var inlIDL to passstring typesin C++.

Rationale To correct memory management and reduce memory leaks and runtime
faults.

Derived From [BP1122]

Acquisition Development

Phase

Evaluation 1 Test IsString_var used in the implementation code that

Criteria

Procedure

Examples

326

was not auto generated?

Check implementation code that was not
autogenerated for all occurrences of "string" and
verify that they are St ri ng_var.

None



BP1232

Statement
Rationale

Derived From
Acquisition
Phase

Evaluation
Criteria

Best practices

Do not pass or return a zero or null pointer; instead, pass an empty string.

To correct memory management and reduce memory leaks and runtime

faults.
[BP1122]

Devel opment
1 Test

Procedure

Examples

Arethere any returns that contain pointers that are
assigned zero?

Check code to make sure that al strings returned
always have a safety check for zero or null pointers,
and assign them to empty strings.

None
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BP1233

Statement Do not assign CORBA: : Stri ng_var typeto INOUT method parameters.
Rationale To correct memory management and reduce memory leaks and runtime
faults.
Derived From [BP1122]
Acquisition Development
Phase
Evaluation 1 Test Arethereany | DL implementation classes using
Criteria methods that contain CORBA: : Stri ng_var ?
Procedure  Inspect CORBA code to make sure INOUT
parameters are not assigned to
CORBA: : String_var values.
Examples None
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BP1234

Statement

Rationale

Derived From
Acquisition
Phase

Evaluation
Criteria

Best practices

Assign string valuesto OUT, INOUT, or RETURN parameters using
operations to allocate or duplicate values rather than creating and deleting

values.

Correct memory management and reduce memory leaks and reduce

runtime faults.

[BP1122]

Development

1. Test
Procedure
Examples

2. Test
Procedure

Examples

Arestring_dup,string_allocand
string_free being used?

Search CORBA code for theuse of st ri ng_dup,
string_allocandstring_free.

None

Are new and del ete operators being used for strings
being assigned to OUT, INOUT or RETURN
parameters?

Inspect CORBA code to make sure OUT, INOUT,
and RETURN parameters are not using strings
managed with the new and del ete operators.

None
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BP1235

Statement Assign string values to returned-as-attribute values using operations to
alocate or duplicate values rather than creating and deleting val ues.

Rationale To correct memory management and reduce memory leaks and runtime
faults.

Derived From [BP1122]

Acquisition Development

Phase

Evaluation 1. Test Arestring _dup,string_alloc and

Criteria string_free being used?

Procedure  Search CORBA code for the use of st ri ng_dup,
string_allocandstring_free.

Examples None

2. Test Are new and delete operators being used for strings
being returned-as-attribute?

Procedure  Inspect CORBA code to make sure returned-as-
attribute string values are not using strings managed
with the new and del ete operators.

Examples None
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Best practices

BP1240

Statement Present complete and coherent sets of concepts to the user.

Rationale The interface should not require the consumer to continually implement
multiple interfaces when a single interface can accomplish the same thing.
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BP1241

Statement Design interfaces to be statically typed.

Rationale Designing a statically typed interface allows consumers to use early
binding rather than late binding. This minimizes the risk for runtime errors
due to late binding.
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Best practices

BP1242

Statement Minimize the interface’ s dependencies on other interfaces.

Rationale Minimizing the dependency of an interface on other interfaces ssimplifies
the use of the interface by consumers.
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BP1243

Statement Expressinterfaces in terms of application-level types.

Rationale Use application-level types to maintain the meaning of values used with
the interface. This enables data validation and other runtime safety checks
against the data.
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BP1244

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

Use assertions only to aid development and integration.

Assertions alow you to evaluate Boolean expressions to determine if the
code is executing within the proper operating constraints. For example, if a
calculated temperature is supposed to be between -273 degrees and +1,000
degrees, you can test the results of the calculation with an assertion. Once
the code is tested and/or integrated, this calculation no longer needs to
occur after each calculation.

Assertion execution is integrated into the compiler. Consequently, you can
add it into the executable or eliminate it by setting compiler options (i.e.
switches). Assertions are therefore ideal for adding code that is useful
during development or integration, but wasteful in delivered code.

Public interface design

Development

1 Test Do public methods that implement interfaces have
assertions?

Procedure  Check al implementations of public interfaces to
ensure that all public methods that are part of the
interface do not usetheassert command.

Examples The following example shows a correct
implementation of a public method in apublic
interface.

public interface Nanmelnterface is
public String getNane
( int nanmel D)
Throws 111 egal Argunent Excepti on
{
/* precondition check */
if ( nanelD <=0
| | nanel D > MAX_NAMES
)
{ throw new
1l egal Argunent Excepti on
("I'l'legal id nunber: " +
nanel D) ;

.// Do the conputation
return theResult;
} // End get Nane

} // Nanelnterface
The following example shows an incorrect
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336

implementation of a public method in apublic
interface. Do not use the implementation exemplified
by the red code.

public interface Nanelnterface is
public String getName
( int nanel D)
{
/* precondition check */
assert nanmelD <= 0
| | nanel D > MAX_NAMES
"Illegal id nunber: " +
nanel D) ;
.// Do the conputation
return theResult;
} // End get Nane

} // Namelnterface



BP1246

Statement
Rationale

Best practices

Java-based portlets should be based on JSR 168.

JSR 168 enables interoperability between Java portlets and portals. This
specification defines a set of APIsfor portal computing that addresses the
areas of aggregation, personalization, presentation, and security.
http://www.jcp.org/en/jsr/detail ?id=168

337



NESI Part 5: Net-Centric Developer's Guide

BP1247

Statement Encapsulate Java-based portletsin a WAR file.

Rationale Storing JSR-168-compliant code in the portal container improves
interoperability and code reuse.
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BP1248

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

Do not assign the same name to multiple database objects such as databases,
schema, users, tables, views, or indices.

The names of schemas, users, tables, and columns need to be unigque and
descriptive. Unfortunately, it is possible (but undesirable) to give the same
name to multiple objects: for example, assigning the name “employee” to a
database, table, and column. Many naming conventions get around this by
appending a suffix that indicates the kind of object: for example,

Enpl oyee_ Db, Enpl oyee_Tbl , Enpl oyee_ 1 d, Enpl oyee_I| ndx.

Avoid generic column names such as “1D.” Systems often have many
kinds of IDs, and even if the system really only does have asingleID, it
will be more difficult to merge with other databases if they have also used
the column name “1D.”

Some DBM Ss support mixed-case names of unlimited length, while others
are case-insensitive. For portability, assume that names are case-insensitive
and limited to 30 characters. Do not use reserved words from the SQL -

92, SQL:1999, or SQL:2003 standards.

BP1249, BP1250, BP1251, BP1252, BP1253, BP1254
RDBMSinternals

Development

1 Test Isthere a naming convention?

Procedure  Check for the existence of a document that governs
naming conventions, or look for patternsin the
database metadata.

Examples Use database commands to look at the database
metadata:

sel ect usernanme fromall _users
sel ect table_name from user_tables

sel ect index_name from user_i ndexes
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BP1249

Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

340

Do not use generic names for database objects such as databases, schema,
users, tables, views, or indices.

Assigning generic names to user-defined objects within a database can lead
to confusion and unexpected results. For example, naming a database
“instance” within the RDBM S database is confusing to the humans who
have to read commands that reference the database. In addition, the

RDBMS software may parse it incorrectly.

Note: Although some RDBMS interpreters allow you to use a generic or
reserved word to name objects if the name is surrounded with quotes, you
should not do this either.

BP1248

RDBMSinternals

Development

1Test Are any generic names used for user-defined objects?

Procedur eExamine the RDBM S metadata for generic names such as
database, table, entity, column, attribute, select, view, etc.

Examp|essel ect table name fromuser_tabl es where
tabl e_name in (' database’,’entity’,.)

sel ect colum_nane from user _tab_col ums
where colum_nane in (‘database’,’ entity’,

)



BP1250

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

Use case-insensitive names for database objects such as databases, schema,
users, tables, views, and indices.

The SQL standard does not require names to be case-sensitive.
Consequently, some DBMSs are not case-sensitive. Using case-sensitive
names therefore makes portability more difficult.

BP1248

RDBMSinternals

Development

1 Test
Procedure
Examples

Are the names of database objects case-sensitive?

Examine the database metadata for “run-on” names.
If the database supports case-sensitive names, check
to seeif it isusing camel-back capitalization.

EMPLOYEEBENEFI TSTBL

Enpl oyeeBenefi t sThl
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BP1251

Statement Separate words with underscores.

Rationale The SQL standard does not require names to be case-sensitive.
Consequently, some DBMSs are not case-sensitive. Using case-sensitive
names therefore makes portability more difficult. To avoid these problems,
use underscores to separate words (employee_benefits thl) rather than
camel-back capitalization (EmployeeBenefitsThl).

Derived From BP1248

Justifies

Referenced By  RDBMSinternals

Acquisition Development

Phase

Evaluation 1 Test Are under scores used between the words in the
Criteria names of database objects?

Procedure Examine the database metadata and ook for names
that do not have underscores separating words.

Examples EMPLOYEEBENEFI TSTBL ver sus
EMPLOYEE_BENEFI TS_TBL

Enpl oyeeBenefi t sThl ver sus
Enpl oyee Benefits_ Thl
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BP1252

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

Do not use names with more than 30 characters.

Not all DBM Ss support unlimited name lengths. For example, Oracle limits
object names to 30 characters. Therefore, using names longer than 30
characters can reduce portability by limiting the DBM Ss that the system can

be deployed on.
BP1248

RDBMSinternals

Development

1. Test
Procedure
Examples

Are any of the database object names more than 30
charactersin length?

Examine the database metadata and ook for names
that are longer than 30 characters.

v 2.000..3004

W2_EMPLOYEE_BENEFI TS_FOR _FAM LI ES_TBL
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Statement Do not use the SQL:1999 or SQL:2003 reserved words as names for database
objects such as databases, schema, users, tables, views, or indices.

Rationale Using reserved words as the names of database objects can cause
ambiguities and errors. It limits your ability to upgrade or port the code to
other systems.

Derived From  BP1248

Justifies

Referenced By RDBMSinternals

Acquisition Development

Phase

Evaluation 1 Test Are any of the SQL:1999 or SQL:2003 reserved

Criteria words used to name objects in the database?

Procedure Examine the database metadata for names that are in
the list of SQL:1999 or SQL: 2003 reserved words

Examples Look for any of these words:

ABS ABSCLUTE ACCESS ACQUI RE ACTI ON ADA
ADD ADM N AFTER AGGREGATE ALI AS ALL
ALLOCATE ALLOW ALTER AND ANY ARE ARRAY
AS ASC ASENSI Tl VE ASSERTI ON ASUTI VE
ASYMMETRI C AT ATOM C AUDI T

AUTHCRI ZATI ON AUX AUXI LI ARY AVG

BACKUP BEFORE BEG N BETWEEN BI G NT
Bl NARY BI T BI T_LENGTH BLOB BOOLEAN BOTH
BREADTH BREAK BROWSE BUFFERPOOL BULK BY

CALL CALLED CAPTURE CARDI NALI TY CASCADE
CASCADED CASE CAST CATALOG CCSI D CEl L
CEl LI NG CHAR CHAR_LENGTH CHARACTER
CHARACTER LENGTH CHECK CHECKPOI NT CLASS
CLOB CLOSE CLUSTER CLUSTERED COALESCE
COLLATE COLLATI ON COLLECT COLLECTI ON
COLLI D COLUMN COMMENT COMM T COMVPLETI ON
COVPRESS COVPUTE CONCAT CONDI TI ON
CONNECT CONNECTI ON CONSTRAI NT

CONSTRAI NTS CONSTRUCTOR CONTAI NS

CONTAI NSTABLE CONTI NUE CONVERT CORR
CORRESPONDI NG COUNT COUNT_BI G COVAR_POP
COVAR_SAMP CREATE CROSS CUBE CUME_DI ST
CURRENT CURRENT_COLLATI ON CURRENT DATE
CURRENT _DEFAULT_TRANSFORM GROUP
CURRENT_LC_PATH CURRENT PATH
CURRENT_ROLE CURRENT SERVER

CURRENT_TI ME CURRENT_TI MESTAMVP
CURRENT_TI MEZONE

CURRENT_TRANSFORM GROUP_FOR_TYPE
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CURRENT_USER CURSCR CYCLE

DATA DATABASE DATALI NK DATE DAY DAYS
DB2GENERAL DB2SQL DBA DBCC DBI NFO
DBSPACE DEALLOCATE DEC DECI MAL DECLARE
DEFAULT DEFERRABLE DEFERRED DELETE
DENSE_RANK DENY DEPTH DEREF DESC
DESCRI BE DESCRI PTOR DESTROY DESTRUCTOR
DETERM NI STI C DI AGNCSTI CS DI CTI ONARY
DI SALLOW DI SCONNECT DI SK DI STI NCT

DI STRI BUTED DLNEWCOPY DLPREVI QUSCOPY
DLURLCOVMPLETE DLURLCOVPLETEONLY
DLURLCOVPLETEWRI TE DLURLPATH
DLURLPATHONLY DLURLPATHWRI TE
DLURLSCHEME DLURLSERVER DLVALUE DO
DOVAI N DOUBLE DROP DSSI ZE DUMWY DUMP
DYNAM C

EACH EDI TPRCC ELEMENT ELSE ELSEI F END
END- EXEC EQUALS ERASE ERRLVL ESCAPE
EVERY EXCEPT EXCEPTI ON EXCLUSI VE EXEC
EXECUTE EXI STS EXIT EXP EXPLAI N
EXTERNAL EXTRACT

FALSE FENCED FETCH FI ELDPROC FI LE

FI LLFACTOR FILTER FI NAL FI RST FLOAT
FLOOR FOR FORElI GN FORTRAN FOUND FREE
FREETEXT FREETEXTTABLE FROM FULL
FUNCTI ON FUSI ON

GENERAL GENERATED GET GLOBAL GO GOTO
GRANT GRAPHI C GROUP GROUPI NG

HANDLER HAVI NG HOLD HOLDLOCK HOST HOUR
HOURS

| DENTI FI ED | DENTI TY | DENTI TY_I NSERT

| DENTI TYCOL | F | GNORE | MVEDI ATE | MPORT
I N I NCLUDE | NCREMENT | NDEX | NDI CATOR
INITIAL I NITIHALI ZE I NIETIHALLY | NNER

I NOUT | NPUT | NSENSI TI VE | NSERT | NT

I NTEGER | NTEGRI TY | NTERSECT

| NTERSECTI ON | NTERVAL I NTO IS | SOBI D

| SOLATI ON | TERATE

JAR JAVA JA N
KEY KI LL

LABEL LANGUAGE LARGE LAST LATERAL
LC_CTYPE LEADI NG LEAVE LEFT LESS LEVEL
LIKE LIMT LI NENO LI NKTYPE LN LOAD
LOCAL LOCALE LOCALTI ME LOCALTI MESTAMP
LOCATOR LOCATORS LOCK LOCKSI ZE LONG
LOCOP LOVER
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VAP NMATCH MAX MAXEXTENTS MEMBER MERCE
METHOD M CRCSECOND M CROSECONDS M N
M NUS M NUTE M NUTES MOD MODE MODI FI ES
MCDI FY MODULE MONTH MONTHS MULTI SET

NAME NAMED NAMES NATI ONAL NATURAL NCHAR
NCLOB NEW NEXT NHEADER NO NOAUDI T
NOCHECK NOCOWMPRESS NODENAME NODENUMBER
NONCLUSTERED NONE NORMALI ZE NOT NOWAI T
NULL NULLIF NULLS NUMBER NUMERI C
NUMPARTS

OBI D OBJECT OCTET_LENGTH OF OFF OFFLI NE
OFFSETS COLD ON ONLI NE ONLY OPEN
OPENDATASOURCE OPENQUERY OPENROWSET
OPENXM. OPERATI ON OPTI M ZATI ON OPTI M ZE
OPTI ON OR ORDER ORDI NARI LI TY QUT QUTER
OQUTPUT OVER OVERLAPS OVERLAY

PACKAGE PAD PAGE PAGES PARAMETER
PARAMETERS PART PARTI AL PARTI Tl ON
PASCAL PATH PCTFREE PCTI NDEX PERCENT
PERCENT_RANK PERCENTI LE_CONT

PERCENTI LE_DI SC PI ECESI ZE PLAN POsI Tl ON
PCSTFI X POAER PRECI SI ON PREFI X PREORDER
PREPARE PRESERVE PRI MARY PRI NT PRI OR
PRI QTY PRI VATE PRI VI LEGES PROC
PROCEDURE PROGRAM PSI D PUBLI C

QUERYNO

RAI SERROR RANGE RANK RAW READ READS
READTEXT REAL RECONFI GURE RECOVERY
RECURS| VE REF REFERENCES REFERENCI NG
REGR_AVGX REGR AVGY REGR COUNT

REGR_| NTERCEPT REGR R2 REGR_SLOPE
REGR_SXX REGR_SXY REGR_SYY RELATI VE
RELEASE RENAME REPEAT REPLI CATI ON RESET
RES| GNAL RESOURCE RESTORE RESTRI CT
RESULT RETURN RETURNS REVOKE RI GHT ROLE
ROLLBACK ROLLUP ROUTI NE ROW ROW NUMBER
ROWCOUNT ROAGUI DCOL RON D ROWNUM ROVS
RRN RULE RUN

SAVE SAVEPO NT SCHEDULE SCHEMA SCOPE
SCRATCHPAD SCROLL SEARCH SECOND SECONDS
SECQTY SECTI ON SECURI TY SELECT
SENSI TI VE SEQUENCE SESSI ON SESSI ON_USER
SET SETS SETUSER SHARE SHUTDOWN SI GNAL
SIMLAR S| MPLE S| ZE SMALLI NT SOVE
SOURCE SPACE SPECI FI C SPECI FI CTYPE SQL
SQLCA SQLCODE SQLERROR SQLEXCEPTI ON
SQLSTATE SQLWARNI NG SQRT STANDARD START
STATE STATEMENT STATI C STATI STI CS STAY
STDDEV_POP STDDEV_SAMP STOGROUP STORES
STORPOOL STRUCTURE STYLESUBPAGES



Best practices

SUBSTRI NG SUCCESSFUL SUM SYMVETRI C
SYNONYM SYSDATE SYSTEM SYSTEM USER

TABLE TABLESPACE TEMPORARY TERM NATE
TEXTSI ZE THAN THEN TI ME Tl MESTAWP

TI MEZONE_HOUR TI MEZONE_M NUTE TO TOP
TRAI LI NG TRAN TRANSACTI ON TRANSLATE
TRANSLATI ON TREAT TRI GGER TRI M TRUE
TRUNCATE TSEQUAL TYPE

U D UNDER UNDO UNI ON UNI QUE UNKNOWN
UNNEST UNTI L UPDATE UPDATETEXT UPPER
USACGE USE USER USI NG

VALI DATE VALI DPROC VALUE VALUES VAR _POP
VAR_SAMP VARCHAR VARCHAR2 VARI ABLE

VARI ANT VARYI NG VCAT VI EW VOLUMES

WAl TFOR WHEN WHENEVER WHERE VWHI LE

W DTH_BUCKET W NDOW W TH W THI N W THOUT
WM WORK VWRI TE WRI TETEXT

YEAR YEARS

ZONE
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BP1254

Statement For command-and-control systems, use the names defined in the C2| EDM
for data exposed to the outside communities.
Rationale The Command and Control (C2) COIl has developed a data model to

facilitate the exchange of data within the community and by consumers of
their data outside the community. Therefore, datathat is to be exposed
from the database to the COI community or its data consumers should
defer to the data model whenever possible. The data model defines the data
units as well as the names and structure of the data.

Derived From BP1248

Justifies

Referenced By = RDBMSinternals

Acquisition Development

Phase

Evaluation 1 Test If thisisa C2 system, doesit use C2IEDM data
Criteria elements for the data that is exposed to the outside

world?

Procedure  Review al the datathat is exposed to the outside
world and confirm that it conforms to the C2IEDM
specifications.

Examples None.
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BP1255

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

Use surrogate keys.

A surrogate key, also referred to as a system-generated key, database-
sequence number, or arbitrary unique identifier, is aunique, arbitrary
primary key. It isusually generated by the RDBMS, but can also be
generated by a database access layer such asthe middletier. It isarbitrary
becauseit is not derived from any data that exists within the table or the
database. Some other options for surrogate keys are:

Universally Unique Identifiers (UUIDs)
(http://en.wikipedia.org/wiki/Universally Unique_Identifier)

Globally Unique Identifiers (GUIDs)
(http://en.wikipedia.org/wiki/Globally_Unique_Identifier)

BP1256, BP1257
RDBMSinternals

Devel opment

See sublevel guidance for evaluation criteria.
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BP1256

Statement
Rationale

Derived
From

Justifies

Referenced
By

Acquisition
Phase

Evaluation
Criteria

350

Use surrogate keys as the primary key.

Instead of using the natural keysto uniquely identify each record, use a
surrogate key. This allows the natural key information to be modified
independently of the primary key and any foreign-key references to the key.

RDBMSinternals

Development

1. Test Are surrogate keys used instead of natural keys?

Procedure Look at the database metadata and determine if it uses
surrogate or natural keys.

Examples The following example shows natural keys. The primary keys
are made up completely or in part from naturally occurring
datain the tables.

Students: Natural Keyys
Nanwe Addyezs Phone
Jolm Public  |200 Ash 5, B00-555-1254
Heametoram, TIS4A
Tane Dice 1" Ekn dwve, 200-555-1212
Hegnetonam, 1154

Coursas:
Mamuwe
Jane Dice
{ Tane Tice

Courze # Name
Bl It Bio
CIm Taro Cherm
Tane Tice FI Tibo Plor
Tane Dice ET00 English T
ToTw Publac CIm Tatve Chern
ToTw Publac I Tavo Plyr

If the student name “Jane Doe™ changes, all
ocoutrenices of the nathe must be changed.

The following example shows a surrogate key being used

instead of a natural key. Maintaining data is less complex than

it iswith natural keys and consequently less error-prone.




Best practices

i Surrogate Keys
St ID Nanwe Addyess Phone
4521 Jolm 200 Ash St, B00-55512H
Publac Heanetonam, 1154
1254 Jane Dee | TAOERn Ave, BO0-SE5 TS
Heanetonam, 1154
Courses:
Stu. ID Courze # Mame
15 E100 Tatra Bio
| =T} CIm Tetro Chem
T ! FIm Tettve Pl
T ETO0 Enzlizh1
4531 CIm Trtra Chemn
4521 FIm Titra Flyr

If the student name “Jane Doe™ changes, only
ofie occutrence of the name must be changed.
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BP1257

Statement Place a unique key constraint on the natural key fields or secondary key.

Rationale Surrogate keys make it easier to maintain data. However, a column or set
of columns should still uniquely identify the row in the table. This column
or set of columnsisthe “natural key” or “secondary key.” This natural key
should still be protected by the uniqueness constraint normally associated
with aprimary key.

Derived From
Justifies
Referenced By RDBMSinternals

Acquisition Development
Phase
Evaluation 1 Test Isthere a unique key index for all tables that
Criteria includes a column or set of columns not including the
primary key?
Procedure  Look at the database metadata to ensure that each

table has a unique key, and that the columnsin the
unique key are not also part of the primary key.
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BP1258

Statement
Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

All data transferred via XML should explicitly define the encoding style.

By default, XML is encoded using Unicode. Consequently, data
transferred via XML should explicitly specify the encoding style.
Assuming the default can cause interoperability problems between
implementations. For example, the ASCII coding styleis: {insert}

RDBMSinternals

Development

1 Test
Procedure
Examples

{OPTIONAL: Place a question here that can be used
to evaluate the best practice statement. One question
per test. If there are multiple questions required to
evaluate a guidance statement, indicate if the tests
aretobe“And’d” or “Or’'d"}

{OPTIONAL.: Place the procedure to evaluate the
test question here. The procedure can be multiple
steps}

Look for the following XML tag as thefirst line

returned from queries that return XML from the
database.

<?xm version="1. 0" encodi ng="UTF-8"?>
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BP1259

Statement
Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

354

Use indexes.

Anindex in an RDBMS isasummary of information organized to
minimize the search time. Indexes summarize the information in atable.
So, an employee table might have an index of last names, or last name and
first name.

Having additional indexes on tables involves a tradeoff between query
performance and insert/update/del ete performance, which requires
underlying index maintenance.

BP1260, BP1261, BP1262
RDBMSinternals

Development

See sublevel guidance for evaluation criteria.



BP1260

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

All tables should have a primary key, which is generally enforced viaan

underlying index.

By definition, a primary key uniquely defines each row within atable. To
optimize the use of the table and to find records by the primary key, there
should be an index that enforces the uniqueness of the key.

BP1259

RDBMSinternals

Development
1. Test
Procedure

Isthere a primary key defined for each table listed in
the database?

Examine the database metadata to ensure thereis a
primary key for each table in the database.
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BP1261

Statement

Rationale

Derived From
Justifies
Referenced By

Acquisition
Phase

Evaluation
Criteria

356

Monitor and tune indexes according to the response time during normal
operations in the production environment.

Index efficiency depends on the data being indexed. Common variables
include:

« A sparsely populated table versus a densely populated table

» Dataadded in an presorted order versus a random order
Consequently, as the data changes, the efficiency of the index changes.
BP1259

RDBMSinternals

Development

There are no tests to determine if the database has been monitored and
tuned accordingly.



BP1262

Statement

Rationale
Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

In the case of Oracle, define indexes against the FK columns to avoid
contention and locking issues.

BP1259

RDBMSinternals
Development

None
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BP1263

Statement Gather storage requirementsin the planning phase, and then alocate twice
the estimated storage space.

Rationale Storage space on the disk always poses a problem for databases, so it is
necessary to plan storage space carefully.

Derived From

Justifies

Referenced By RDBMSinternals

Acquisition Development

Phase

Evaluation None

Criteria
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BP1264

Statement

Rationale

Derived From
Justifies
Referenced By
Acquisition
Phase

Evaluation
Criteria

Best practices

For high availability, use hardware solutions when geographic proximity
permits.

There are many ways to achieve high availability. Some are based on
hardware and others on software. As ageneral rule, hardware solutions use
simple redundancy and are consequently less complex and fragile. If
geographic proximity is not an issue, the hardware solution is preferable.

RDBMSinternals

Development

There are no tests for this best practice.
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BP1265

Statement XML validation is the responsibility of the XML document generator.

Rationale All XML passed between two systems or services must be valid. The XML
document generator is responsible for ensuring that the document is valid
and well-formed. If there are problems, the document generator is the only
user that can effectively change the document.

Derived From
Justifies
Referenced By Parsing XML strategies

Acquisition Development

Phase

Evaluation 1 Test Are all the XML documents exported from the system
Criteria or service valid and well-formed?

Procedure  Capture all the documents and validate them, using a
product similar to XML Spy.

Examples None
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Appendices

This section contains information on the following topics:

References

Testing

Namespace management procedures

Mobile code

Java developer programs

Navy-specific guidelines

Cross-reference between NES and other initiatives

Open-source tools
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Technical References

Books

Design patterns

Alur, Deepak, John Crupi and Dan Malks. Core J2EE Patterns. Best Practices and Design
Srategies

ISBN:0131422464.

Douglass, Bruce Powel. Real-Time Design Patterns: Robust Scalable Architecture for Real-Time
Systems. ISBN 0201699567.

Fowler, Martin. Analysis Patterns. Reusable Object Models. ISBN 0201895420
Fowler, Martin. Patterns of Enterprise Application Architecture. ISBN 0321127420

Gamma, Erich, Richard Helm, Ralph Johnson, and John Vlissides. Design Patterns: Elements of
Object-Oriented Software. ISBN 0201633612

Monday, Paul B. Web Services Patterns: Java Edition. ISBN 1590590848
Pattern languages of programming design (4 volumes):

Coplien, James O. and Douglas C. Schmidt. Pattern Languages of Programming Design.
ISBN 0201607344

Vlissides, John M., James O. Coplien, Norman L. Kerth, and Norman Kerth. Pattern
Languages of Programming Design 2. ISBN 0201895277

Martin, Robert C., Dirk Riele, and Frank Buschman. Pattern Languages of Programming
Design 3. ISBN 0201310112

Harrison, Neil, Brian Foote, and Hans Rohnert. Pattern Languages of Programming
Design 4. ISBN 0201433044

Pattern-oriented software architecture (3 volumes):

Buschmann, Frank, Regine Meunier, Hans Rohnert, Peter Sommerlad, and Michael Stal.
Pattern-Oriented Software Architecture, Volume 1: A System of Patterns. ISBN
0471958697

Schmidt, Douglas, Michael Stal, Hans Rohnert, and Frank Buschmann. Pattern-Oriented
Software Architecture, Volume 2, Patterns for Concurrent and Networked Objects. ISBN
0471606952

Kircher, Michael and Prashant Jain. Pattern-Oriented Software Architecture, Patterns for
Resource Management. |SBN 0470845252
Design and usability

Krug, Steve. Don't Make Me Think: A Common Sense Approach to Web Usability. ISBN
0789723107.

Nielsen, Jakob. Designing Web Usability: The Practice of Smplicity. ISBN 156205810X.
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Sather, Andrew, Ardith Ibanez, and Bernie Dechant. Creating Killer Interactive Web Stes: The
Art of Integrating Interactivity and Design. ISBN 1568303734.
Frameworks

Fayad, Mohamed E. and Ralph E. Johnson (eds). Domain-Specific Application Frameworks:
Frameworks Experience by Industry. ISBN 0471332801

Fayad, Mohamed E., Douglas Schmidt, and Ralph E. Johnson (eds). Building Application
Frameworks: Object-Oriented Foundations of Framework Design. ISBN 0471248754

Fayad, Mohamed E., Douglas Schmidt, and Ralph E. Johnson (eds). Implementing Application
Frameworks. Object-Oriented Frameworks at Work. ISBN 0471252018

Microsoft

Ballinger, Keith. .NET Web Services: Architecture & Implementation. ISBN 0321113594

Chappell, David. Understanding Microsoft Windows 2000 Distributed Services. ASIN
157231687X

Chappell, David. Understanding .NET. ISBN 0201741628
Chen, Xin. BizTalk Server 2002; Design and Implementation. ISBN 1590590341

Freeman, Adam and Allen Jones. Microsoft .NET XML Web Services. Sep By Sep. ISBN
0735617201

Guest, Simon. Microsoft .NET and J2EE Interoperability Toolkit. ISBN 0735619220
Honeycutt, Jerry. Introducing Microsoft Windows Server 2003. ISBN 0735615705
Kanalakis, John. Developing .NET Enterprise Applications. ISBN 1590590465

Kemp, Christine, Richard Kemp, and Marcus Goncalves. Designing Enterprise Solutions With
Microsoft Technologies. ASIN 013086756X

Lowe-Norris, Alistair G. Windows 2000 Active Directory. ISBN 0596004664

MacDonald, Matthew. Microsoft .NET Distributed Applications: Integrating XML Web Services
and .NET Remoting. ISBN 0735619336

Mohr, Stephen. Designing Distributed Applications with XML, ASP, |E5, LDAP and MSMQ.
ISBN 1861002270

Peltzer, Dwight. .NET and J2EE Interoperability. ISBN 0072230541

Platt, David S. Understanding COM+: The Architecture for Enterprise Development Using
Microsoft Technologies. ASIN 0735606668

Sessions, Roger. COM+ and the Battle for the Middle Tier. ASIN 0471317179
Sharma, Chetan. Wireless Internet Enterprise Applications. ASIN 0471393827
Short, Scott. Building XML Web Services for the Microsoft .NET Platform. ASIN 0735614067

Stanek, William R. Microsoft SQL Server 2000: Administrators Pocket Consultant. ISBN
0735611297
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Process

Ezran, Michel, Maurizio Morisio, Colin Tully, and C. J. Tully. Practical Software Reuse. ISBN

1852335025.

Reifer, Donald J. Practical Software Reuse. ISBN 0471578533.

Other

Foster, Lonnon R. Palm OS Programming Bible. ISBN 0764549618.

Web sites

Commercial

Topic or Group

Site

Application
Development magazine

http: //www.appdevadvisor.co.uk/

ASN (Abstract System
Notation) and XML

http://asnl.elibel .tm.fr/xml/

IT white papers, web
casts, and case studies

http: //mmw.itpapers.conv

Javatechnologies, latest

http://java.sun.conVproducts/index.html

releases

J2EE http://java.sun.com/j2ee
Model-driven http: //mww.omg.org/mda
architecture

.NET resources http: //microsoft.com/net/
Objective Technology http: //mww.theotg.comy
Group

Object Management http: //Amww.omg.org

Group

Public NMCI web site

http: //mmw.nmci-isf.com

uDDI http: //www.uddi.org
Web services http://webservices.org

http: //www.xml.com/pub/a/2001/04/04/webser vices
WSDL http: //www.w3.or g/tr/wsdl
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XACML http://Amww.oasis-
open.org/committees/tc_home.php?wg_abbrev=xacml

Government

Topic or Group Site

Cookie/privacy policy http: //mmw.c3i.osd.mil/org/cio/doc/cookies.html

DoD mobile code policy | http://mww.dod.mil/nii/org/cio/doc/mobile-codell-7-00.html

DoD PKI policy http: //www.c3i.osd.mil/org/cio/doc/may172001. pdf

DoD web content policy | http://imww.defenselink.mil/webmasters

INFOSEC http: //infosec.navy.mil

Section 508 Compliance | http://www.section508.gov

Microsoft

Site

Description

http: //mmw. mi crosoft.com/technet/prodte
chnol/

TechNet is an information and community resource
for IT professionals. The TechNet program includes
the TechNet web site on various .NET Product
Technologies and a so includes technical briefings,
events, and webcasts.

http: //msdn.microsoft.convlibrary/

The Microsoft Developer Network (MSDN) is a set
of online and offline servicesfor developersusing
Microsoft products and technologies. It includes the
.NET Code Wise Community
(http://mww.gotdotnet.com/content/codewise/defaul

t.aspx).

http: //msdn.mi cr osoft.com/webser vices/

This site provides help with web services
enhancements for Microsoft .NET (WSE). Itisa
supported add-on to Microsoft Visual Studio .NET
and the Microsoft .NET Framework. It provides the
latest web-services capabilities to keep pace with the
evolving web services protocol specifications.

http: //sear chwebservi ces.techtar get.comy

This site provides web services and XML developer
tipsvis-avis .NET and J2EE technologies. There
was a great article in June of 2004 by Peter Aiken
on .NET Tools for Working with XM” that was
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used for this paper.

http: //imww.theser ver side.net/

This site provides news, discussions, technical
articles, interactive chats, and case studieson .NET
technologies. These range from ADO.NET,
ASP.NET, the NET Compact Framework to web
services specifications and XML tools.

http://www.franklins.net/dotnetrocks

Carl Franklin and Rory Blyth interview experts to
bring you insightsinto .NET technology and the
state of software development. Especially helpful
for ASP.NET and custom controls section of the

paper.

http: //www.code-magazine.com

CoDe (Component Developer) Magazine, written by
.NET developersfor .NET developers, is one of the
favorite magazines for developersinvolved in
Microsoft technologies. In-depth articles with
practical code samples satisfy the search for great
technical information. Each bi-monthly issue
contains detailed explanations of Visual Studio
.NET and the .NET Framework.

http://www.gotdotnet.comy

Thissiteincludesthe .NET Code Wise Community
(http: //www.gotdotnet.convcontent/codewise/default
.aspx). It provides good examples of ASP.NET and
ADO.NET and some interesting tools to use within
a.NET development environment.

http: //www.dotnetjohn.com/

This site provides good examples of both ASP.NET
and ADO.NET. It shares .NET programming
information with other developers.

http: //mww.devel oper.convnet/

This site shares .NET programming information
with other developers and provides good examples
of ASP.NET, XML and web services, and C#.

http: //mww.informit.com/

This site shares .NET programming information
with other developers and provides good examples
of ASP.NET, SQL Server, LDAP (Active
Directory), and C#.

http: //mmw. 15seconds.comy

This site shares .NET programming information
with other developers and provides good examples
of ASP.NET, SQL Server, MSMQ, ADSI, C#, and
ADO.NET.

http: //immw.schema.net/

This site was part of afamily of XML-related sites
started in 1997. It was the first site dedicated to
cataloging XML DTDs and schemas. It was actively
maintained until around 2000 and may become
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active again soon.

http: //xml.conv This site provides good examples of XML and web
services that apply to both .NET and J2EE
platforms.

http: //www.JNBridge.com/ Thisisathird-party vendor site dedicated to an

interoperability bridge between the J2EE platform
and the .NET platform.

http://j-integra.intrinsyc.comy This siteisathird-party vendor site dedicated to an
interoperability bridge between the J2EE platform
and the .NET platform.

Automated testing increases the speed at which applications are delivered by creating
standardized testing, which minimizes errors and promotes reusability of components and
services in various deployment environments.
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Automated testing tools

Some examples of automated tools include:

368

WinRunner (http://mwww.mercury.com/us/)

JUNIT (http://mww.junit.org/index.htm)

Rational Robot (http://mww.rational .com)
Compuware QARun (http://mww.compuwar e.com)
Empirix eTest (http://mwww.empirix.com)

SilkTest (http://www.segue.com)



Environments

Consider the following environments when testing your applications:

Appendices

Enterprise and web BEA Web Logic 7.1
application environments Sun ONE Release 7
JBoss
Tomcat/Apache
Operating systems Win 2K
Win XP
Solaris 2.8
Browsers Internet Explorer 5.5 and above

369



NESI Part 5: Net-Centric Developer's Guide

Security testing tools

Security testing must meet COE |& RTS security requirements. To meet these requirements, use
the following DI SA security tools:

«  UNXSCP_1.2.0.0 (Solaris)
. WINSCP_1200 (Win2K)
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Namespace management procedures

The following process outlines how to retrieve available application or service names from the
DoD Metadata Registry and Clearinghouse. Devel opers should contact the appropriate
namespace manager to check for exceptions to this process.

To determine available application or service names:

1. Logintothe DoD Metadata Registry and Clearinghouse web site at
http://diides.ncr.disa.mil/.

Note: Namespace management procedures are undergoing change at this time. Updated
procedures will be available on thisweb site.

2. Click the XML button in the Click to Select Registry section.

Ttk adt s Regiskiy Monee Page - Microsoll Eternet Explorar provided by Mavy Marine Corps Bitvsnel A0
He B Yew Fpels Dk beb [ = |
P@Iﬁmﬂ."u'ﬁmm ey el g e g g iorme portal .'_".J l.'?ﬁ“

DoD METADATA REGISTRY AnD CLEARINGHOUSE  secysprecy o

| Click to Select Registry | What's New
XL DB Data Ref Data .
seﬂmﬂnt‘i Element Sets! | Emhancad Login Suppet
— e — e = = = HTTPS suppor All loge pages and waar
iy m registration foima. ane on S90R PRgES =i
| elcome = Complete Fasdack il you have & kegin
Iy barn vl (] Ly

Detgrcia Infoemation Syalems Agancy [TASA) e reipendible e data serddds and olbhd dala-rglalad inkaisnciums ::f{u :—_iﬁ;:p“‘;::ﬁ:.;;r; ”
| Tt peesncte interopermbiiy and softesin i in B gecune, ehable, snd networed ssvronmant planned fee the combination, waitng for your speasir
| Dolr's Globral Indarenatis Grid (GIG), The Matadata Regsirg and Chrannghouse's primary objectse (8 1o pronde approved ot '1-!“3*-" sponsss denad your
sobwite dwmdopars access | dats technologies 10 suppor Dol mission applcations. Through the Metadsta request

| Registey and Claserghouse, softwans davelogsrs Can aCOFES rgulansd XML dats and matsdats comnponants, COE

| database segnerts, and reforance data tables and relatad matsdata sformmation such as Counlry Code and US
State Coda Thase dala fechnologies screass the Doll's core capabiios by inegrating common dala, packaging

| databace sermes, implesnending transizmmation media and wing Enlepnss dats senices bult bom “phag-and-play”
components and dala access componenty

| KML Rugistry Converqence Functionality

|Tu od eosvanpanca of XML Infsrmatse

| Retdustes (7], il's fdw poidible S0 any
tegiateced uter (o Sadan thal multiple Re e

| sarvular. Thae sbess dee

| NOTE: D 1o Dol Opersbons Securly changes, & wser envust log w0 access The magonty of the festures within
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~ | |othes
| Uptaming Courses | DDA Madels are now avallahle =

3. Click Login tologintothe XML Registry.
« If you already have a username and password, you can log in from this page.
« If you do not have an account, click the Registration link to request one. A
military or government sponsor is required to validate your account regquest.
Onceyou log in, you will be returned to the XML Registry page.

4. Click the Show me the Namespaces link. You can view the general list of namespaces
without logging in, but you will not be able to view any details about the namespaces
until you log in.
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W00l 4 Registry - K41 Regalry - Maorosolt Infemned Deplorer provided by Sy Marine Conps Intranel

5. Click the Namespace link for the functional area of your applicatiol
valid login to view namespace information details.
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6. Searchthe XML registry to verify that the application/service name does not already
exist. To do this, use the form at the bottom of the Namespace page to create a query that
filters the information resources for the selected namespace.

Queries can determine existing XML elements, attributes, and schemas as well as
packages and domain values. This can help you determine a unique application or service
name and al so those pieces complimentary to the service being devel oped.

7. Click the email link to contact the appropriate namespace manager to confirm the name
acquisition and update the appropriate repository. The email must contain the following
information:

»  Point of contact (POC) information
» Program name
« Application name
«  Namespace selected
Note: Thissiteisaso available on the SIPRNET and JWICS.
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Mobile code

There are two documents for mobile code guidance:

374

The Mobile Code Policy document. This guidance does not cover mobile devices. You
can download the policy document from http://www.dod.mil/nii/org/cio/doc/mobile-
codell1-7-00.html. To protect DoD systems from malicious or improper use of mobile
code, developers must assess and control the risks. The DoD Mobile Code Policy should
be the first step in an iterative process to reduce these risks. It categorizes maobile code
technologies and restricts their application based on their potential to cause damage if
used malicioudly.

For additional policy guidance and usage restrictions, see Assistant Secretary of Defense
(C31) Memorandum, Subject: “Policy Guidance for use of Mobile Code Technologiesin
Department of Defense (DOD) Information Systems,” 7 November 2000.
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Java developer programs

Sun has three devel oper programs that may be of interest to NES| developers:
« Java.net: An open-source program that doesn't require alogin.

» Sun Developer's Network: Provides access to Sun's services, product downloads, and
community support forums.

« Java Community Process: A site with news about Java development, training, and
events.

To access Java.net:
1. Go to http://java.sun.com.

2. Click java.net under Sun Resources.

To register for the Sun Developer's Network:
1. Goto http://java.sun.com.
2. Click Join a Sun Developer Network Community. A registration page appears. Follow
the on-screen prompts.

To access the Java Community Process:
1. Go to http://java.sun.com.

2. Click Java Community Process under Sun Resources.

To get the latest Java environment:
1. Go to http://java.sun.convj2se/1.4.2/download.html and download either:

« TheJava Runtime Environment (JRE), which alows end-users to run Java
applications

» TheJava Software Developer’s Kit (SDK), which alows you to create J2SE
applications and also contains the JRE (recommended)

2. Install the software, using the following options:

« Install the Java Runtime Environment in your target directory, along with all
other open-source products.

« Make sureto register your browser(s), so they can use Java plug-ins.
Note: For all other options, use the default settings or the settings you know to
be appropriate.
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Navy-specific guidelines

This appendix lists tools and information that are specific to the Navy.

COE-M build lists

Solaris build list

Glaobal Command and Control Systems Maritime (GCCS-M) Integration Product Standard Flash

Load Build 11.1 (Solaris 8) Version 3.0, dated 20 May 2004.

Segments and Configuration Prefix Version #
Solaris Operating System 2.87/03
Solstice DiskSuite 421
Solaris Software Companion CD 2/02

Solaris 8 Software Supplement CD 7/03

DIl COE Kernel 4.2.09

DIl COE Kernel Patch Patch 11 Beta 4
Replace the libAPM.so File

Solaris Security Patch Update Update
Java Platform 2 JAVA2 4701
JPSEJRE 14.1 03 J2JRE 47.1.0
Netscape Browser NSWEB 47.01

Perl PERL 4201
Adobe Acrobat Reader ACRORD 4.7.1.0
SecurityPolicyConfigurationTool SPCFG 4.9.0.0
COE Update System Security Level UPDTSL 4.7.0.0 Beta
COE Security Banner SECBNR 4.6.0.0

DIl COE System Menu Interface SMB 4.0.0.8
OnlineDocs ONDOC 4210
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NSS Libraries NSSLIB 4.7.1.0 Beta
COE Security Services COESS 4.7.1.0 Beta
SSAF Application SSAFAP 4.7.1.0 Beta
TCP Wrappers TCPW 4.7.0.0
VirusScan for UNIX VSCANU 4.7.0.0
VSCANU Update Fix

Crack CRACK 4.7.0.0
Swatch-M SWATCM 3.230
SPCFG Maritime Segment SPCFGM 1.0.0.6
SPCFGM Patch 1 SPCFGM 1.0.0.6P1
JMTK Utilities Segment JMU 4701
ICSF Bundle (Note 2) ICSF 4520
IFLFIX Segment IFLFIX 1.0.0.3

| CSFPatchP5Bundle (Note 3) ICSF 4.5.2.0P5
JMTK-V Map Data JMVMD 4520
JMTK SDBM JMS 470.1
JMTK Anaysis JMA 47.01
JMS Draw Module JDM 4.7.0.1

BEA WebL ogic Server BEAWLS 4711

BEA Client-Side JAR File BEAJAR 47.1.0
XVFB XVFB 1.0.0.0

I3 Configure Middle Tier I3CMT 4714
Modular Embed Doc Utility Arch MEDULA 47.1.3
Standard Int On-site Present Sys SINOPS 47.1.3
Composite System Level Doc Data Navy CSLDDN 4714

C4l Common Extensions CCE 455.0
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C4l Maritime Extensions CME 4551

Air Tasking Exchange Runtime ATXRUN 4.7.01
Tadil-A/B Interface Link11 4528
Extensible Information Model XIM 45.3.0
Extensible Information Views X1V 4530
Extensible Data Source Interface XDSI 45.3.0
Extensible Web Tier Support XWEB 4530
Extensible Chart Integration XCl 4.5.3.0

XIM Patch 2 XIM 4.5.3.0P2
X1V Patch 2 XV 45.3.0P2
XDSI Patch 2 XDS 45.3.0P2
XWEB Patch 2 XWEB 45.3.0P2
XCI Patch 2 XCl 4.5.3.0P2
CCE Network Time Protocol CNTP 45.2.0

DIl COE Print Services Server PRINTS 4.7.1.0Beta2
DIl COE Print Services Drivers PRINTD 4.7.1.0Beta?2
DIl COE Print Services Client PRINTC 4.7.10Beta2
NIS+ Admin Tool NISADM 4.4.00
TCLTK TCLTK 4.0.0.0
ZIRCON Internet Relay Chat Clt ZIRCC 4.0.0.2
ZIRCON Internet Relay Chat Svr ZIRCS 4.0.0.1
MTC/TADIL JlInterface MTC 4585

TBM Computer-Based Training TBMCBT 4.6.0.0

TBM Warning and Display TBMWD 6.3.1.1
Intelligence Shop Interfaces ISHOPI 47.1.2
Intelligence Shop Client-Tier ISHOPC 47.1.3
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Sybase System SW Asset Mgnt SYSAM 1.0.1.0
Sybase Adaptive Svr Enterprise SYBADP 12.5.0.0
Sybase Adaptive Svr Enterprise Patch 1 SYBADP 12.5.0.0P1
Sybase ASE Config for 13 SYBI3C 4712
Database Administrator Runtime DBAdmMR 4.0.00
Database Administrator Server DBAdmMS 4.0.0.0
Sybase Administration SYBADM 47.1.2
NITFS Services NITFS 4.7.2.0
Image Transformation Services IMX 4720
ITS Client ITS 47.2.0
Automated Image Import Module AllIM 47.2.0
Universal Data Import and Export UDIE 4.7.2.0
Javalmage Video Exploitation JVE 4.7.2.0
Intelligence Shop Middle-Tier ISHOPM 47.1.2
ITSWEB ITSWEB 4.7.2.0
Alerts Services Client Runtime ALTCLT 4525
CAPL Framework Segment CAPFW 4201
CAPL COE Clients Segment CAPCC 4201
CAPL ICSF Clients Segment CAPIC 4201
DIl COE Message Processor CMP 4.4.0.0
Waterspace DB Layer WSMDFL 4525
Waterspace Message Services WSMMS 4525
Waterspace Visualization WSMV 4525
Waterspace Plotting WSMPLT 45.25
Waterspace PMI Server WSMPMI 4525
Waterspace V oyage Monitor WSMVM 4525
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Space Common Tactical Dataset SCTD 4.1.0.0
GALE-Lite Interface Segment GLIS 45.4.0
Joint MTI Client JMTIC 4.0.20
Audit Viewer AUDVWR 4.0.01
Global Backup and Restore GBAR 1.0.0.2
WebCop WEBCOP 3.8.04
ITS Server ITSSVR 4.7.2.0
General Military Intelligence DB GMIDB 47.01
Common Track Data Store CTDS 4712
Image Management Database IMDB 4.7.1.2
Navy Emitter Reference File DB NERF 4712
ELINT Parameters List Database EPL 4712
13GMI I3GMI 47.1.2
EDSS Database Install CDEDSS 2.6.0.0
MCMSEG (Mainstream) MSMIW 9.2.20
Tactical Warning Database CDTWF 47.1.1
Tactical Track Archiver Database CDTKAR 4711
Track Warning Database CDTRKW 4711
Message Warning Database CDMSGW 47.11
IMPACTS Toolkit IMPXTK 4711
Tactical Warning Framework TWF 4711
Tactical Track Archiver TKAR 4711
Tactical Warning Toolkit TWTK 4.7.1.1
Track Warning TRKW 4.7.1.1
Message Warning MSGW 4711
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COE-M Solaris Build 9 and Build 10 lists
Build 10 list as of 12/02/02

Segment Name Build 9 Version | Build 10 Version
Solaris 8 2/02

DIl COE Kernel 4.2.05 4.2.05
Solaris Patch Update 4.4.4.0 4.44.0
DIl COE Kernel 4.2 Patch - 4.2.0.0P8A 4.2.0.0P8A 4.2.0.0P8A
Java Platform 2 (Java2) 4.6.0.0 4.6.0.0
J2SE JRE 1.4 - 4.6.0.0 (J2JRE) 4.6.0.0 4.6.0.0
NIS+ Admin Tool (NISADM) 4.3.0.0 4.3.0.0
Netscape Web Browser (WEBBFT) 4.6.0.0 4.6.0.0
PERL 4201 4201
SecurityPolicyConfigurationTool (SPCFG)  ]4.2.0.1 4201
SPCFG Data Segment (SPCFGD) 4.6.0.1 4.6.0.1
SPCFG Vulnerahility Fixes Data (SPVULD) |4.6.0.0 4.6.0.0
COE Update System Security Level 4.6.0.0 4.6.0.0
(UPDTSL)

COE Security Banner (SECBNR) 4.6.0.0 4.6.0.0
COE Security Banner Template (SBDATA) |4.6.0.0 4.6.0.0
DIl COE System Menu Interface (SMB) 4210 4.2.1.0
OnlineDocs (ONDOC) 42.1.0 4210
Alerts Services Server (ALTSVR) 4201 4201
Alerts Services Client Runtime (ALTCLT) 4.2.0.1 4201
CAPL Framework (CAPFW) 4.1.4.0 4140
CAPL COE Clients (CAPCC) 4140 4140
NSS Libraries (NISSLIB) 45.0.0 45.00
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SSAF Application (SSAFAP) 4.4.0.0 4.4.0.0
COE Security Services (COESS) 4.5.0.0 45.0.0
TCP Wrappers (TCPW) 4.6.0.0 4.6.0.0
VirusScan for UNIX (VSCANU) 45.0.0 45.0.0
Berkley Internet Name Domain (BIND) 4.0.5.0 4.0.5.0
Crack 4.0.0.1 4.0.0.1
JMTK Utilities Segment (JMU) 4.6.0.1 46.0.1
Integrated Foundation Library (IFL) 4510 4511
JMTK Visualization (JMV) 45.1.0 4511
Application Framework (AFW) 45.1.0 4511
Universal Comms Processor (UCP) 45.1.0 4511
Tactical Management System (TMYS) 45.1.0 4511
TMS Visudization (TMSV) 45.1.0 4511
ICSF C4l (IC4l) 45.1.0 4511
Integrated Foundation Library (IFL) 45.1.0P1

JMTK Visualization (JMV) 4.5.1.0P1

Application Framework (AFW) 4.5.1.0P1

Universal Comms Processor (UCP) 4.5.1.0P1

Tactical Management System (TMYS) 45.1.0P1

TMS Visuadization (TMSV) 4.5.1.0P1

JMTK SDBM (IMS) 46.0.1 46.0.1
JMTK Analysis (IMA) 4.6.0.1 46.0.1
CAPL ICSF Client (CAPIC) 4141 4141
IMTK-V Map Data (IMVMD) 45.1.0 4511
| CSF Online Documentation (ICSFDC) 45.1.0 4511
DIl COE Print Services Server (PRINTS) 4411 4411
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DIl COE Print Services Client (PRINTC) 4411 4411

DIl COE Print Services Drivers (PRINTD) 4411 4411

Internet Relay Chat Server (IRCS) 4.0.0.0 4.0.0.0

Internet Relay Chat Client (IRCC) 4.3.0.0 4.3.0.0

C4l Common Extensions (CCE) 4523 4531

C4l Maritime Extensions (CME) 45.2.3 4531

Tactical Information Best Sve (TIBS) 45.1.0 45.1.0

Air Tasking Exchange Runtime (ATXRUN) (4.5.5.1 4551

Air Tasking Exchange Help (ATXHLP) 455.0 455.0

Tadil-A/B Interface (LINK11) 45.0.5 45.0.5

COP Synchronization Tools (CST) 45.6.0 45.6.0

COP Synchronization Tools (CST) 4.5.6.0P1 4.5.6.0P1

TMS Secret Data (TMSSD) 45.0.3 450.3

Extensible Information Systems (X1S) 45.0.3 45.0.3

XIS Map Integration (XISMI) 45.0.3 45.0.3

XIS Patch (X1SP4) 4.5.0.0P4 4.5.0.0P4

XISMI Patch (XISMIP4) 4.5.0.0P4 4.5.0.0P4

Common Internet File System (CIFS) 4.4.0.0 4.4.0.0

CCE Network Time Protocol (CNTP) 4.3.0.0 4.3.0.0

TreTabular Decoders (TTDEC) 45.0.0 45.0.0

Windows build list

Segment name Prefix Version #
COMPOSE 201
UAM

DIl COE Kernel COE 4.2.05
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DIl COE Kernel 4.2 Patch - 4.2.0.0P8 K42P8B 4.2.0.0P8B
W2K Patch Update W2KPTH 45.0.0
Java Platform 2 Java2 4.6.0.0
J2SEJRE 14-4.6.00 J2JRE 4.6.0.0
*Netscape Web Browser WEBBTr 4.6.0.0
COE Update System Security Level UPDTSL 4.6.0.0
COE Security Banner SECBNR 4.6.0.0
NSS Libraries NSSLIB 45.0.0
COE Security Services COESS 45.00
SSAF Application SSAFAP 4.4.0.0
*Norton Anti Virus NAV 4520
OnlineDocs ONDOC 4210
Alerts Services Server ALTSRV 4.2.0.2
Alerts Services Client Runtime ALTCLT 4.2.0.2
*Microsoft Office Pro 2000 OFFICE 4.4.0.0
JMTK Utilities Segment JMU 4.6.0.1ED
Integrated Foundation Library IFL 4510
IJMTK Visualization MV 4510
Application Framework AFW 4510
Universal Comms Processor UCP 45.1.0
Tactical Management System TMS 4510
TMS Visualization TMSV 4510
ICSF C4i 1C4l 4510
Integrated Foundation Library IFL 45.1.0P1
JMTK Visualization MV 4.5.1.0P1
Application Framework AFW 45.1.0P1
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Universal Comms Processor UCP 4.5.1.0P1
Tactical Management System TMS 45.1.0P1
TMS Visualization TMSV 4.5.1.0P1
JMTK SDBM JMS 4.6.0.1 ED
JMTK Analysis JMA 4.6.0.1ED
CAPL Framework CAPFW 4.1.4.0
CAPL COE Clients CAPCC 4140
CAPL ICSF Client CAPIC 4141

| CSF Online Documentation ICSFDC 45.1.0
JMTK-V Map Data JMVMD 45.1.0
Internet Relay Chat Client IRCC 4.0.1.0
C4l Common Extensions CCE 4523 ED
C4l Maritime Extensions CME 4523ED
Tactical Information Best Sve TIBS 45.1.0ED
Air Tasking Exchange Runtime ATXRUN 455.1ED
Air Tasking Exchange Help ATXHLP 455.0ED
Tadil-A/B Interface Link11 45.0.3ED
COP Synchronization Tools CST 45.6.0
COP Synchronization Tools CSsT 4.5.6.0P1
Extensible Information Systems XIS 45.0.3
XIS Map Integration XISMI 45.0.3
XIS Patch XI1SP4 4.5.0.0P4
XI1SMI Patch XISMIP4 45.0.0P4
CCE Network Time Protocol CNTP 4.3.00

*M S Security Config Templates W2KCET 46.0.1
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COMPOSE software list

COMPOSE software build list version 2.03

Platform Application name Version
(if COTS, provide vendor name)
Server Symantec Live Update Admin Tool 2.0
Server Adobe Acrobat Reader 6.0
Server Netscape Communicator 7.02
Server RealOne Player 2.0
Server Macromedia Shockwave 85.1
Server Flash Player 6.0.79
Server Apple QuickTime Movie and Audio Viewer 6.3
Server Microsoft Netmeeting 3.01
Server Microsoft Windows Media Player 9
Server Microsoft Windows 2000 Advanced Server 2000
Server SP4 for Microsoft Windows 2000 SP4
Server Microsoft ISA Server Enterprise Edition 2000
Server Microsoft Exchange Enterprise Edition 2000
Server Symantec Norton AntiVirus Corporate Edition 8.1
Server Symantec AVF for Exchange 3.05
Server NicoMak WinZip 8.1SR1
Server Ipswitch WS-FTP Pro 8.01
Server V eritas Backup Exec 9.0
Server Microsoft Internet Explorer 6.0
Server Microsoft SQL Server 2000 Standard Edition 2000
Server SP3afor Microsoft SQL Server 2000 SP3a
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Server Symantic AntiVirus Systems Center Console

Workstation Microsoft Windows 2000 Professional 2000
Workstation SP4 for Microsoft Windows 2000 SP4
Workstation Microsoft Internet Explorer 6.0SP1
Workstation Norton AntiVirus Corporate Edition 8.1
Workstation NicoMak WinZip 8.1SR1
Workstation Ipswitch WS-FTP Pro 8.01
Workstation Adobe Acrobat Reader 6.0
Workstation Real One Player 2.0
Workstation Macromedia Shockwave 85.1
Workstation Flash Player 6.0.79
Workstation Apple QuickTime Movie and Audio Viewer 6.3
Workstation Microsoft Netmeeting 3.01
Workstation Microsoft Windows Media Player 9
Workstation Microsoft ISA Server Enterprise Edition Client 2000
Workstation Microsoft Office 2000 Professional 2000
Workstation ActivCard Gold 2.2
Workstation Personal Security Manager for Netscape 14
Workstation Microsoft Windows Active Directory Client 5.6
Workstation Netscape 7.02
Workstation Microsoft Office XP Professional SP2
Workstation Microsoft Office Professional (with FrontPage) SP2
Workstation Java Runtime Environment 14.2
Workstation Microsoft Office 2000 Professional SP3
Workstation Microsoft Office 2000 Premium SP3
Workstation COE 4209 Kernel 4.2.0.9
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Network security policy guidance

Follow the UTNProtect Policy Document CNO614 / HQMC C4 for network security policy
guidance.
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Cross-reference between NESI and other
Initiatives

This section shows how NESI guidance overlaps or does not overlap with the developer’ s guides
for other DoD initiatives such as Navy Enterprise Portal (NEP) Architecture.

Navy Enterprise Portal (NEP) architecture

Architecture diagrams

Manry Enterprise Porfed (NEP)
2 ]
NEP Client E Portit ol
i-—:w gt
= i Femobe
Browser Fortiet
\\\ ‘ieh Service Deszrption
(] =
@] User Profils Sp!m“u” R-::,:ﬁrr
® o

@— Frovided Service
Autherdication f S50
.H_ . e o S

Ve Enaloled Havy infrastruciure (/)

The figure below shows four areas where NESI guidance fitsin to this architecture:
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NEP URL rewriting  Appendix H

UDDI for web 4

. uDDI
services
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Open-source tools

This section explains how to obtain and use the open-sour ce tools referred to in various examples
throughout this guide.

Disclaimer: This example uses open-source products, since NESI itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every
circumstance.

Apache Ant

Apache Ant is a Java-based build tool that automates the build process. Ant uses XML descriptor
files to capture the build process. It has the advantage of being interoperable with all other build
tools.

For information about Apache Ant, including a manual on how to useiit, see
http://ant.apache.org. If you install Ant, the documentation isin the <Ant install_dir>\docs
directory. See Generating Javadoc for an example of generating Javadoc with an Ant build.xml
file.

Installing Ant

To install Ant:
1. Goto http://ant.apache.org/.

2. Under Download, click Binary Distributions.

3. Scroll down to the Current Release of Ant section and download the appropriate
version.

4. Expand the zip file into your target directory. WINZIP creates a subdirectory named
apache-ant-<version>.

Follow the setup instructions to install Ant.

Make sure to add <Ant install_dir>\bin to the Windows system path variable.
Note: If any of the directories in the path before the new path contain an ant.bat file, it
will take precedence over the one you just added.

7. Make surethat you have defined an ant _hone and aj ava_hone environment variable.

8. Open acommand window and typeant —ver si on to verify the installation.

Guidance

1. Operate on each directory independently. When you create a patch or new software
release, it should only contain the new or modified classes. All unmodified classes
remain untouched. This eliminates the need to perform a compl ete regression test and
security scan.

2. Define aset of standard targets, such as:
o init
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« compile
- vdidate
» package
» deploy
o test

e clean

e doc

Custom Ant extensions

Ant lets you customize the build process. For information on how to create custom extensions,
see the Ant reference manual.

Apache Axis

To install Axis:
1. Go to http://ws.apache.org/axig/index.html.

2. Download and install version 1.1.

To test Axis:

1. Open aweb browser on the same machine as the Tomcat server and go to a URL such as
http://1 ocal host : 8080/ axi s/, where:

« local host isthe host nameif the consoleis running on the same machine as
the WebL ogic server

e 8080 isthe default HTTP port number for Tomcat

» axi s isthe name of the web application
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The Apache-AX1S home page appears.
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2. Click validate to open the Axis Happiness page. All the checks should be successful.
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Depending on your Java configuration, you may see two warnings about optional JARs
that you need to install:

« mailjar from <JavaMail install_dir> to <Axisinstall_dir>\WEB-INF\lib

» xmlsecjar from xml-security-bin-<version>.zip into <Axisinstall_dir>\WEB-
INF\lib
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3. Follow thelinks provided and install the components.

Tomcat

Tomcat is developed by Jakarta, which is aproject of the Apache Software Foundation. For
information about Tomcat, see http://jakarta.apache.org/tomcat/index.htm.

Installing Tomcat

The Tomcat 4.x server implements the JSP and Serviet specifications. Different versions of
Tomcat apply to different specifications, so it isimportant to get the correct version. Also, aweb
application in Tomcat should work in any other server that is compliant with the specification.
Thisinstallation uses version 4 of Tomcat.

Prerequisites
Toinstall and run Tomcat, you must install a Java Software Development Kit for version 1.2 (or
later).

To install the Java Software Developer Kit:
1. Download and install the Java SDK, version 1.2 or later.

2. SetaJAVA HOVE environment variable to the the installation directory.

To install Tomcat:
1. Go to http://jakarta.apache.org/tomcat/index.html. Scroll down to view a comparison of
featuresin the different versions.
2. IntheRelease Builds section, download the latest rel ease of the Tomcat server.

3. Install therelease.
Using Tomcat

To start Tomcat:
1. Definethe JAVA HOME environment variable and set it to <Javainstall_dir>.

2. Definethe CATALI NA_HOVE environment variable and set it to <Tontat
install _dir>.
Note: Some applications may require additional Tomcat environment variables, such as
CATALI NA_OPTS. One thing this variable does is set the web server memory
requirements. If you use it for that, set CATALI NA_OPTS = - Xnmx256m

3. After the server has successfully started, view alocal Tomcat home page by going to the
http://1 ocal host: 8080/ link from aweb browser. (If you changed your port
number, substitute it for 8080.)

Xalan-Java

Xalan-Javaisan XSLT processor made by Apache. XSLT processors transform XML
documentsinto HTML, text, or other XML document types. Xaan-Javaimplements XSL
Transformations (XSLT) Version 1.0 (http://mww.w3.org/TR/xslt) and XML Path Language
(XPath) Version 1.0 (http://www.w3.org/TR/xpath).
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Y ou can use Xalan-Java from the command line, in an applet or aserviet, or asamodule in other
program.

For Xaan-Java FAQs, documentation, and sample applications, go to
http://xml.apache.org/xalan-j/.

To install Xalan-Java:
1. Go to http://xml.apache.org/xalan-j/downloads.html.

2. Click the xalan-j distribution directory link to download the binary distributions.
3. Select amirror site, then download the zip file that is appropriate for your site.
4

Expand the zip file into your target directory. WINZIP creates a subdirectory named
xalan-<version> that contains the Java XSLT software.

Xerces2 Java Parser

Xerces2 is the next generation of high-performance, fully compliant XML parsersin the Apache
Xerces family. This new version of Xercesintroduces the Xerces Native Interface (XNI), a
compl ete framework for building parser components and configurations that is extremely
modular and easy to program. Xerxes2 is one of the products you can install to run the UDDI
browser.

The Apache Xerces2 parser is the reference implementation of XNI. Y ou can write other parser
components, configurations, and parsers using the Xerces Native Interface. For complete design
and implementation documents, refer to the XNI Manual. Xerxes2 is afully conforming XML
schema processor.

To obtain FAQs and documentation for Xerxes2, go to http://xml.apache.or g/xer ces2-
jlindex.html.

To install the Xerxes2 Java Parser:
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1. Go to http://xml.apache.org/xer ces2-j/download.cgi.

Download

Use the links below 1o downdoad the Xerces-J from
are of our mirroes. You mus! venfy he integrity of
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3. Expand the zip file into your target directory. WINZIP creates a subdirectory named
Xer xes-<ver sion> that contains the XML parser software.

4. Configure Xerxes for your environment, including setting your class path.

jUDDI

Disclaimer: This example uses open-source products, since NES| itself is built on the open-
source philosophy. However, the products described are not necessarily the best choice for every
circumstance.

juDDI (pronounced "Judy") is an open-source Java implementation of the Universal Description,
Discovery, and Integration (UDDI) specification for web services. It uses the Tomcat
environment. If you use jUDDI, you must program with UDDI4J to insert entries into the
registry, since jUDDI does not come with an insertion tool.

Note: Thisisnot the DoD Enterprise Registry. This exampleisintended only to help familiarize
developers with the technology.

Y ou must have the following things running to use jUDDI:
« Database
« JDBCinterface
» Browser
Although the specifics may differ, most UDDI registries use a database, browser, and some kind
of server.
Key characteristics
e Compliant with UDDI version 2.0

«  Workswith any relational database that supports ANSI -standard SQL (MySQL, DB2,
Sybase, JDataStore, €tc.)

» Deployable on any Java application server that supports the Servlet 2.3 specification
(Jakarta Tomcat, WebSphere, WebL ogic, Borland Enterprise Server, JRun, etc.)

« Supports a clustered deployment configuration
» Integrates with existing authentication systems
Example: Setting up a jUDDI registry
The pagesin this section explain how to set up aUDDI registry, using jJUDDI as an example.

Installing jUDDI

Installing the jUDDI service

1. Go to http://sourceforge.net/project/showfiles.php?group_id=42875 and download the
latest binaries.
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Expand the zip file into your target directory. WINZIP creates ajuddi subdirectory.
Ensure that Tomcat is not running.

Copy the juddi.war file from the newly extracted juddi\bin\build directory to <Tomcat
install_dir>\webapps\juddi. This enables you to configure jUDDI.

Ensure that thej ava_home environment variableis defined.

Start the Tomcat server, then shut it down again.

Configuring the properties files

Follow these directions to configure the jUDDI properties files. Other than these changes, leave
theinitial configuration asis.

juddi.properties
Thisfile sets the database configuration.

1. Goto: <driveletter>:\<Tomcat install_dir>\webapps\juddi\WEB-
INF\classes\juddi.properties.

2. Find the following lines and remember the database user name and password for later
reference. If you change them here, you must also change them in the database.

# The jUDDI Connecti onPool properties (Optional)
j uddi . useConnect i onPool =f al se

juddi . j dbcDri ver=com MySQ.. j dbc. Dri ver

j uddi . j dbcURL=j dbc: MySQL: // | ocal host/j uddi

j uddi . j dbcUser =j uddi

j uddi . j dbcPasswor d=j uddi
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3.

Find the following lines and enter the correct ports:

# jUDDI Proxy Properties (Used by Regi stryProxy)

# see http://ww.juddi.org for nore information
juddi . inquiryURL=http://1ocal host: 8080/ uddi/inquiry
juddi . publ i shURL=nhttp://1 ocal host: 8080/ uddi/ publish
j uddi . adm nURL=htt p://1 ocal host: 8080/ uddi/admni n

log4j.properties

Thisfile handles setup logging.

1. Goto<driveletter>:\<Tomcat install_dir>\webapps\juddi\WEB-
INF\classes\log4j .properties.
2. Find thefollowing lines and indicate the level of logging you want:
# Set root category priority to DEBUG and its appender to
LOGFI LE
| og4j . r oot Cat egor y=WARN, LOGFILE
web.xml

Thisfile sets up the server.

1
2.
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Go to :\\webapps\juddi\WEB-I NF\web.xml.
Find the following lines and uncomment them:

<l-- Uncoment to enable jUDDI's Adm nistrative Services 2>
<servl et - mappi ng>
<servl et - name>j UDDI Admi nSer vl et </ servl et - nane>
<url -pattern>/adm n</url-pattern>
</ servl et - mappi ng>
<l-- -->

Find the following lines and check the database name:

<resource-ref>
<descri pti on>j UDDI Dat aSour ce</descri pti on>
<res-ref - name>j dbc/j uddi DB</ r es- r ef - nane>
j avax. sql . Dat aSour ce
<r es- aut h>CONTAI NER</ r es- aut h>
</resource-ref>

Find the following lines and update the paths:

<env-entry>
<env-ent ry- nanme>| og4j . propsFi | e</ env-entry- nanme>
<env-entry-val ue>
<drive letter>:\<Tontat install _dir>\webapps\juddi\WEB-
I NF\ cl asses
</ env-entry-val ue>
<env-entry-type>java.lang. String</env-entry-type>
</env-entry>
<env-entry>
<env- ent ry- nane>j uddi . propsFi | e</ env-entry- nane>
<env-entry-val ue>
<drive letter>:\<Tontat install_dir>\webapps\juddi\WEB-
I NF\ cl asses
</ env-entry-val ue>
<env-entry-type>java.lang. String</env-entry-type>
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</env-entry>
</ web- app>

Testing the server

1
2.
3.

Start Tomcat.
Gotol ocal host: 8080/ j uddi /i ndex. htn .

Click Validate. The server runs a number of tests and displays the results. The data
source check fails because you have not connected the database yet. Everything else
should be up and running.

Installing MySQL for jUDDI persistence

The jJUDDI service needs a database. jUDDI supports several Relational Database Management
Systems (RDBM S). This section shows how to use MySQL to provide data persistence.

UDDI scripts

jUDDI provides UDDI scripts for creating tables in various databases. Go to <jUDDI
install_dir>\ddI\ to find the following support files.

Script Database
juddi_ase.dd Sybase
juddi_db2.ddl IBM’sDB2
juddi_hsgl.ddl HSQL
juddi_mysgl.ddl Open-source MySQL

Creating a database

To set up MySQL for UDDI

1.

2
3.
4

Make sure you have installed MySQL and the MySQL Control Center.
Make sure you have installed the MySQL JDBC drivers.
Open a command window and set the default directory to <MySQL install_dir>\bin.

Start the MySQL command processor as root with the command:
MySQL --user=root MySQ

To create a new database named juddiDB, enter:

CREATE DATABASE | F NOT EXI STS j uddi DB;

This name must be the same name as the one in the juddi.propertiesfile. Note that it is
case-sengitive.

Enter the following command to create aroot user who can access the juddiDB database
from outside:

GRANT ALL PRIVILEGES ON juddi DB.* TO juddi @ %
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8.

0.

| DENTI FI ED BY 'juddi' W TH GRANT OPTI ON;
Enter the following command to create aroot user who can access the juddidb database
locally.
GRANT ALL PRI VI LEGES ON juddi DB.* TO j uddi @ ocal host

| DENTI FI ED BY 'juddi' W TH GRANT OPTI ON;

The user name and password are set in juddi.properties. If you use different names,
you will not be able to connect to the database.

Log out of the command processor.

Creating tables

After you create the jJUDDI database, you need to create tables for the UDDI registry information.
There are two waysto do this:

from a command window
from the MySQL command center (MySQL cc)

To create tables from a command window:

1
2.
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Open acommand window and set the default directory to <MySQL install_dir>\bin.

Log in to the database you defined above (juddiDB) with the UDDI database user name
and password.

MySQL - - dat abase=j uddi DB --user=j uddi --password=j uddi
Go to <jUDDI install_dir>\ddI\ and run the MySQL script, juddi_MySQL .ddlI.
Typeshow t abl es to seealist of the tables you just created:

nSsarce Meiq VIR0 b inomyegl --database=juddidh --
elosme ta bthe Mydfl maniter. Commands esd walh  er 9.
Yaur MySQL cennceties id is 12 te server wersion: &0 11-man-nt

Tope “help;” or "W Hor belp. Tope "%e” ie elear Bhe baller.

agly mhaw Lablex;

b TITTES T
“discasery url®
r eis line”

“eentact deicr”
“contact”

i
“imstande_details deser®
“inglande_delanls_doe_desor’

e “imadel_calegary’
“tmadel_dewer”

“tmadel_dec deser”
A el if e
tance_infa_descr’
nce_infa’
sertimn”

inaid
g “binding_template’
e ‘buziness_service’
& "business_enlity”
“publisber”
“anih_taken'
Feowd alfeeled CB.DT seed

rows afFecled (.07 sec)
rows affected (0,07 sec)

rews afFecled (0,07 sec) 1
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It isnormal to see along list of Unknown Table errors. The tables are not there to begin
with, and the script creates them after doing some other setup procedures.

5. Enter the following code to create ajUDDI publisher. Not all UDDI registries have a
publisher.

DELETE FROM PUBLI SHER
VWHERE PUBLI SHER ID = 'juddi";

I NSERT | NTO PUBLI SHER
( PUBLI SHER_I D,
PUBLI SHER NAME,
ADM N

)
VALUES
('juddi',
"Juddi user',
'fal se'
)
The DELETE statement may fail if the PUBLISHER _ID of juddi does not already exist.
Ignorethiserror.

To create tables from MySQLcc:
1. To start the MySQL cc, double click the desktop icon or click Start and select Program
Files > MySQL Command Center > MySQL Command Center.

2. Start and register the MySQL service. A registration dialog should open automatically the
first time you start MySQL cc. This example uses the juddiDB database on alocal
machine (i.e. localhost). The user name and password are both juddi.
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M aximize the MySQL cc window in the Console Manager.
Select File > SQL Query to open a SQL command window.

From MySQLcc, go to <jUDDI install_dir>\bin\ddl and open the MySQL script,
juddi_MySQL .ddI. This opens the JUDDI MySQL Data Definition Language (DDL)
file.



6. Select Query > Execute to execute the jUDDI table creation script.

wSOL Control Center 0.9, 3-haeta - [[resaloctmp 1 ] MWIm‘kmj
" Console Qptons Hoeys Window Help
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DROF TABLE BUSINESS_DESCHR

DROP TABLE BUSINESS_CATEGORY,
DADPE TABLE BUSINESS_IDENTIFIER
DROP TABLE BUSINESS MAME

DROP TABLE DISCOVERY _LURL

DAOE TABLE ADDAESS_LIME

DROF TABLE ADDRESS

DR TABLE PHONE

DFOF TABLE EpAIL

DROF TABLE CONTACT_DESCA

DROFE TABLE CONTACT.

DROP TABLE SERVICE_DESCR

DADP TABLE SERVICE _CATEGORY.

DRGP TABLE SERVICE _NAME

DROFE TABLE BINDING DESCR

DRAOF TABLE INSTANCE DETAILS DESCR
DAGE TABLE INSTANCE_DETAILS_DOGC_DESCR
DROF TABLE THMODEL_CATEGORY

DROF TABLE TMODEL_DESCR

DROP TABLE THODEL_DOC_DESCA
DRADP TABLE TMODEL_IDEMNTIFIER

DROP TABLE TMODEL_INSTANCE _INFO_DESCR
DAGPE TABLE THMODEL_INSTANCE _INFO
DAGE TABLE PUBLISHER_ASSERTION
DAOF TABLE TMODEL

DROF TABLE BINDIMNG_TEMPLATE.

DROF TABLE BUSINESS_SERMICE.

DROF TABLE BUSINESS_ENTITY.

DROP TABLE PUBLISHER

i Mossages AHimone A Eaniee f

Evncanos Goury Fand Ouy.

7. After executing the creation script, you need to define a publisher. Select Query > Clear

Query to clear the buffer.

8. Enter the following command into the query command area:

DELETE FROM PUBLI SHER
VWHERE PUBLI SHER ID = 'juddi';

| NSERT | NTO PUBLI SHER
( PUBLI SHER | D,
PUBLI SHER NANME,
ADM N
)
VALUES
("juddi',
"Juddi user',
'fal se'

)

This command inserts a single record into the Publisher table that identifies the juddi user.
The first DELETE statement may fail if you have not previously run the | NSERT statement,

because it istrying to delete the [nonexistent] juddi user.
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Publisher table
The PUBLISHER table contains the following columns:

Column name Description

PUBLISHER ID The user ID the publisher uses when authenticating.

IMPORTANT: This should be the same value used to
authenticate with the external authentication service.

PUBLISHER NAME The publisher's name (or in UDDI-speak, the Authorized
Name).
ADMIN Indicates if the publisher has administrative privileges. Valid

values for this column are true or false. The ADMIN valueis
currently not used.

Configuring jUDDI
Now you need to add some configuration parameters to the web server.
1. Goto<driveletter>:\<Tomcat install_dir>\conf\ and open server.xml.

2. Copy thefollowing code to the end of the file. In the <Resour ce section, ensure that the
name matches that of the database.

<Cont ext
cl assNane="or g. apache. cat al i na. cor e. St andar dCont ext "

backgr oundPr ocessor Del ay="-1"
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cachi ngAl | owed="true"
char set Mapper C ass="or g. apache. catal i na. util . Charset Mapper"
configFile="<drive letter>:\<Tontat
install _dir>\conf\Catalina\local host\juddi.xn"
cooki es="true"
crossCont ext ="true"
debug="5"
di spl ayNanme="j UDDI "
docBase="j uddi "
domai n="Cat al i na"
engi neNane="Cat al i na"
j 2EEAppl i cati on="none"
j 2EESer ver =" none"

lazy="true"
manager ChecksFr equency="6"
pat h="\j uddi "

privileged="fal se"
r el oadabl e="true"
startupTi me="30"
swal | owQut put ="f al se"
tl1 dScanTi ne="0"
useNani ng="true"
wr apper Cl ass="or g. apache. cat al i na. core. St andar dW apper " >
<Logger cl assNane="or g. apache. catal i na.l| ogger.Fil eLogger"
debug="0"
di rectory="1ogs"
prefix="I ocal host _j uddi DB | og"
suf fix=".txt"
ti mestanmp="true"
verbosity="1"/>
<Resource
aut h="Cont ai ner"
nane="j dbc/j uddi DB"
scope="Shar eabl e"
type="j avax. sql . Dat aSour ce"/ >
<Resour cePar ans nane="j dbc/j uddi DB" >
<par anet er >
<nane>f act or y</ nanme>
<val ue>or g. apache. conmons. dbcp. Basi cDat aSour ceFact or y</ val ue>
</ par anet er >
<par anet er >
url
<val ue>j dbc: MySQ_: / /| ocal host : 3306/ j UDDI DB?aut oReconnect =t r ue</ v
al ue>
</ par anet er >
<par anet er >
<nane>passwor d</ nane>
<val ue>j uddi </ val ue>
</ par anet er >
<par anet er >
<nanme>maxWi t </ nanme>
<val ue>10000</ val ue>
</ par anet er >
<par anet er >
<nane>nmaxAct i ve</ nane>
<val ue>100</ val ue>
</ par anet er >
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<par anet er >
<nane>dri ver C assNanme</ nane>
<val ue>org.gjt.mm MySQL. Dri ver </ val ue>
</ par anet er >
<par anet er >
<nane>user name</ nane>
<val ue>j uddi </ val ue>
</ par anet er >
<par anet er >
<nane>max| dl e</ nane>
<val ue>30</ val ue>
</ par anet er >

</ Resour cePar ans>
</ Cont ext >

Testing jUDDI

1
2.
3.

Make sure that the MySQL serviceis up and running.

Stop and start Tomcat.

Open abrowser and gotohtt p: / /1 ocal host : 8080/ j uddi / happyj uddi . j sp. For
the port, use the value from juddi.xml.

The Happiness page should appear, and all tests should report positive results. If not,
correct the problems until all tests report positive results.
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Happy juDDIt

jUDDI Dependencies: Class Files & Libraries

Loaking far: aeg

Looking foc: javaes,sml,scap . 0RPHs paage
Lopking for FVEN . Al . TPO . FArvics
Looking for £9.apache, aNis, tra ct. hrep. Rl sSe vl ek

Loaking for 3 . an-ashe . COMmE

Leaking foe: £ - apashs . comsann. laggling . Log
Looking for ; oy - apache. §5. -.--. T.

Looking fox: com.ibm,wsdl, fectory, HIDLE aot
Looking for VAN ;WL L --:--...:-.-.l-' erfactory

Loaking Fae: pvaN. acTivarion. DaraHandles

L insl Renendencles: Resnores i Pronerties Flles -J,,‘_f
L 3

& | Do N Lol W ot

The jUDDI registry is now set up. The next step isto connect to it using UDDI4J or a UDDI
browser.
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Installing a UDDI API

Install UDDI4Jto create a UDDI publisher for the jUDDI registry, which does not come with its
own publisher. UDDI4J is a Javaclasslibrary that provides an API to interact with a UDDI
registry. For more information, go to http://www.uddi4j.org.

To install UDDI4J:
1. Go to http:/Amww-124.ibm.com/devel operwor ks/oss/uddi4j/.

2. Click Downloads/Releases and download the appropriate binary.

3. Expand the zip file into your target directory. WINZIP creates a subdirectory named
uddi4j that contains the Java UDDI4J software.

UDDI browsers

The UDDI browser is an open-source project that lets users review and manipulate the contents
of public and private UDDI registries via aweb browser. The UDDI browser can talk to any
UDDI registry, such asjUDDI.
About the UDDI browser
The UDDI browser (shown below) contains the following elements:

e amenu bar

« ahierarchical tree for the search result nodes

- thedetails portion that gives the name, value, and language values associated with the
search result nodes

e amessage areathat provides feedback to the caller
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Installing the UDDI browser

Prerequisites

To install the UDDI browser, you must first install the following software:

Apache Ant

Apache Axis

JavaMail

Java Standard Secure
Socket Edition (JSSE)
ubDI4J

Xalan-Java

Xerces?2 Java Parser

Installing the browser

A platform-independent XML build tool. Thisis not required if
you use the binaries for the browser.

A SOAP transport mechanism.

A set of abstract classes that model a mail system. Y ou do not
need this if your Java environment already has mail.

Thisisalready present if you have installed the Java
Developer’s Kit version 1.4 or later.

A Javaclass library with an API that interacts with a UDDI
registry.

An XSLT that transforms XML documentsinto HTML, text, or
other XML document types

A parser for XML schemas

To install the UDDI browser:
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Go to http://uddibrowser.org.

Click Download and download the |latest version.
Expand the zip file into your target directory. WINZIP creates a subdirectory named ub-
<version> that contains the browser software.

Configuring the batch file

The simplest way to start the browser is to execute a batch file.

To configure ub.bat:
1. Goto<UB_install dir>\bin and open ub.bat.

2. Enter thefollowing line at the top of thefile:

Ch ..\
3. Update al the pathsin ub.bat.

Running and testing the UDDI browser
Starting the browser

To start the UDDI browser:
1. Make surethat the MySQL database server and the Tomcat web server are up and
running.

2. Execute ub.bat.

Testing the browser against a public registry
To test the browser, run aquery against a public registry and see if you get results.

To query a public registry:
1. Click Search in the browser window.

2. IntheFind dialog, scroll down to the desired registry and click Search.

x|

Wt da you want 10 search for?
= Husiness
» Sendce
. TMabel
Wi 10 youl weand to searchT
[ sAp -

ToE0il
crosft Test
Test

The results appear in the browser window. The list of nodesis on the left side, and the
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guery statusinformation is at the bottom.
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Testing the browser against a private registry

To connect to the jUDDI registry:
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The UDDI browser lets you view two types of registry: public and private. Public registries come
predefined in the browser. JUDDI is a private registry because you installed it locally.

1. Select Manage Registries > UDDI Registries.

-

# Dol bcabe for vl is en_ LIS

Riidr

2. Click Add.

| Add | | Emt || Delete | close |

« Toadd aread-only query, define aread-only UDDI registry entry that uses the
Tomcat Standard HT TP Port 8080. Provide the user name and password you

defined earlier (user name: juddi, password: juddi). The Inquiry and Public URLS
must point to the registry you just installed.
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ﬂ Add UDDI Registry

| LIDDM Regisiny Info

Mame: |Rapids UDDI - Read Crily

Inquiny URL: |Hitp ocalbost 8080 udddnauiny

Publish LWL |kt Nocalhost B080uddipublish

Username: |udd

Pmﬂ:l““*i

To add aread-write query, define aread-write UDDI registry entry that uses the
Tomcat Standard HTTP port 8080 for reading and SSL port 8443 for writing.
Provide the username and password defined earlier (user name: juddi, password:

juddi).

ﬁ Add UDDI Registry

| LIDDM Regisiny Info

Mame: |Rapids UDDI - Readiirite

Incuiny URL: |itp Nocalhost B0 wdddnguin

Publish URL: |Hips Mocathast 844 Huddiaublish

Usninamis (udd

Pml*"*‘i

The new entries appear on the list of managed registries.

£ Manage UDDI Registries x|
LD Registries

{IBM Test =
iwmm--mmn

SAP

= :
| A || Em | | Deete | | Close |

To find UDDI objects:
These instructions show how to test the browser against your local registry, by searching for

various objects.

1. Click Search in the browser window.
2. Select thetModel option.

3. Select thejUDDI registry entry you just created from the list (here, named NESI UDDI)
and click Search.

414



Appendices

VWihat o you want to search for?
* Business
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A screen like the following one appears. The data that appear here are the predefined data
that you entered when you executed the predefined MySQL script to create UDDI tables.
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Theregistry is now ready for use.
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Glossary

H

.NET: To address the confusing maze of computer languages, libraries, tools, and toolkits that
were necessary for creating multi-tier applications, Microsoft developed the .NET
Framework and integrated it into Microsoft Windows as a component. It supports
building and running multi-tier and service-oriented architectures, including web services
and client and server applications. It simplifies the process of designing, developing, and
testing software, allowing individual developers to focus on core, application-specific
code.

A

ACAT: Acquisition Category. DoD acquisition program categories that facilitate decentralized
decision making, execution, and compliance with statutorily imposed requirements.The
categories determine the level of review, decision authority, and applicable procedures.
(Source: http://www.dau.mil/pubs/glossary/11th Glossary 2003.pdf)

access control: The methods by which interactions with resources are limited to collections of
users or programs for the purpose of enforcing integrity, confidentiality, or availability
constraints. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

ACID: Atomicity, Consistency, Isolation, Durability. The acronym for the four properties
guaranteed by transactions. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

ActiveX: An ActiveX control is similar to a Java applet. However, ActiveX controls have full
access to the Windows OS. This gives them much more power than Java applets, plus a
risk that the applet may damage software or data on your machine. To control thisrisk,
Microsoft developed a registration system so that browsers can identify and authenticate
an ActiveX control before downloading it. Another difference between Java applets and
ActiveX controlsis that Java applets can be written to run on al platforms, whereas
ActiveX controls are currently limited to Windows environments.

adapter: Anintermediary that translates between incompatible component interfaces, allowing
them to communicate.

adapter pattern: A generalized API that provides a common set of function calls across different
applications. It enables classes with incompatible interfaces to work together. It is
sometimes called a wrapper because an adapter class wraps the implementation of
another classin the desired interface. This pattern makes heavy use of delegation, where
the delegator is the adapter (or wrapper) and the delegate is the class being adapted.

AGI: Americal Geological Institute

air warfare: Air defense against airborne weapons including theater ballistic missiles. Operations
include surveillance, offensive counter air, defensive counter air, and €l ectronic warfare.

anonymous access. Accessing aresource without authentication. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)
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ANSI: American National Standards Institute. Administrator and coordinator of the United States
private-sector voluntary standardization system. ANSI facilitates the development of
American National Standards (ANS) by accrediting the procedures of standards-
devel oping organizations. The Institute remains a private, nonprofit membership
organization supported by a diverse constituency of private and public sector
organizations. (Source:http://web.ansi.org/)

AOA: Analysis of Alternatives. Provides analysis and suggestions for performance characteristics.
Assesses the advantages and disadvantages of alternatives, including the sensitivity of
each alternative to possible changes in key assumptions or variables. (Source:
http://www.dau.mil/pubs/glossary/11th Glossary 2003.pdf)

Apache Ant: A Java-based build tool that automates the build process using XML descriptor
files to capture the build process.

APB: Acquisition Program Baseline. Establishes program threshold and objective values for the
minimum number of cost, schedule, and performance attributes that describe the program
over itslife cycle. (Source:
http://www.dtic.mil/cjcs_directives/cdata/unlimit/3170_01.pdf)

API: Application Programming Interface. A special type of interface that specifies the calling
conventions with which one component may access the resources and services provided
by another component. APIs are defined by sets of procedures or function-invocation
specifications. An API isa special case of an interface.

API adapter: A generalized API that provides acommon set of function calls across different
applications.

applet: A J2EE component that typically executes in aweb browser. Applets can also execute in
avariety of other applications or devices that support the applet programming model.
(Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

application diversity: A situation where users can pull multiple apps to access the same data or
choose the same app (e.g., for collaboration).

application server: A platform for developing and deploying multi-tier distributed enterprise
applications.

ar chitecture: (1) The structure of components, their relationships, and the principles and
guidelines governing their design and evolution over time. (2) A high-level design that
provides decisions about the problem(s) that the product will solve, component
descriptions, relationships between components, and dynamic operation description. (3)
A framework or structure that portrays relationships among all the elements of the subject
force, system, or activity. Also, the fundamental organization of a system, embodied in its
components, their relationships to each other and the environment, and the principles
governing its design and evolution. The organizational structure of a system or
component, their relationships, and the principles and guidelines governing their design
and evolution over time. (Source: |EEE 610.12)

ar chitectur e views, software: Conceptual Architecture. The purpose of the conceptual
architecture isto direct attention at an appropriate decomposition of the system without
delving into details. Moreover, it provides a useful vehicle for communicating the
architecture to non-technical audiences, such as management, marketing, and users. It
consists of the Architecture Diagram (without interfaces) and an informal component
specification (which we call CRC-R cards) for each component.
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architecture, functional: The hierarchical arrangement of functions, their internal and external
(to the aggregate itself) functional interfaces and external physical interfaces, their
respective functional and performance requirements, and design constraints.

architecture, software: (1) The software architecture of a program or computing system is the
structure or structures of the system, which comprise (a) software components, (b) the
externally visible properties of those components, and (c) the relationships among them.
(2) The structure and relationships among the components of a computer program. The
software architecture may also include the program’ s interface with its operations
environment.

architecture, system: (1) A logical, physical structure that specifies interfaces and services
provided by the system components necessary to accomplish system functionality. (2)
The structure and relationship among the components of a system. The system
architecture may also include the system’ sinterface with the operational environment.

AS: Acquisition Strategy. High-level business and technical management approach designed to
achieve program abjectives within specified resource constraints. Framework for
planning, organizing, staffing, controlling, and leading a program. (Source:
http://www.dau.mil/pubs/glossary/11th Glossary 2003.pdf)

ASD (NII): Assistant Secretary of Defense for Networks and Information Integration.
(Source:http://www.dod.mil/nii/)

ASP: Active Server Page. A script that is executed by Microsoft Internet Information Services.
The output isreturned to the user asHTML. Typically, an ASP script generates a
customized web page on the fly before sending it to the user. ASPs are specific to
Microsoft, only run on 1S or PWS, can contain HTML, JScript, and VBScript, and can
access COM components.

asset: Any sensor, weapon, aircraft, boat, unmanned air vehicle (UAV), etc., directly controlled
by own ship.

Associated M easurement Report (AMR): A sensor measurement that has been processed by
the originating sensor for clutter rejection and meets defined signal-to-noise parameters,
and has been associated with either alocal sensor track or aglobal composite track.

association: (1) The automatic or manual establishment of arelationship between two or more
tracks when the information on them is deemed to pertain to the same contact. (2) The
process of identifying and linking data sets that may correspond to the same object while
retaining each track as an individual entity.

assured sharing: Trusted accessibility to net resources such as data, services, apps, people, and
collaborative environments.

ATAM: Architecture Tradeoff Analysis Method (SEI). A risk mitigation method that can occur
early in the software development life cycle when it isrelatively inexpensive to change
architectural decisions. (Source: http://www.sei.cmu.edu/ata/ata_init2.html)

ATO: Authority to Operate. An ATO or IATO isrequired prior to conducting operational tests on
adeployable system. An ATO or IATO is granted only after the bulk of certification and
accreditation activities are concluded, and the Designated Approving Authority (DAA) is
satisfied with the residual risk to the system. (Source:
http://akss.dau.mil/dag/Guidebook/IG_c9.9.2.2.asp)

attribute: A distinct characteristic of an object. Real-world object attributes are often specified in
terms of their physical traits, such as size, shape, weight, and color. Cyberspace object
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attributes might describe size, type of encoding, and network address.
(Source:http://www.0asi s-open.org/committees/downl oad.php/3343/0asi s-200304-wsrp-
specification-1.0.pdf)

attribute data: Any non-kinematic data provided by a sensor for atrack. Examplesinclude | FF
mode codes, INTEL data (e.g., imagery), EW data (e.g., parametric data), non-
cooperative target recognition (NCTR) data, etc.

authentication: The process that verifies the identity of a user, device, or other entity ina
computer system, usually as a prerequisite to allowing access to resources in a system.
The Java servlet specification requires three types of authentication (basic, form-based,
and mutual) and supports digest authentication. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

authorization: The process by which access to a method or resource is determined.
Authorization depends on the determination of whether the principal associated with a
reguest through authentication isin agiven security role. A security roleisalogical
grouping of users defined by the person who assembles the application. A deployer maps
security roles to security identities. Security identities may be principals or groupsin the
operational environment. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

AWT: Abstract Window Toolkit. The AWT is part of the Java Foundation Classes (JFC) -- the
standard API for providing graphical user interfaces (GUIs) for Java programs.

B

B2B: Business-to-Businessintegration

baseline, allocated: Theinitially approved documentation describing a system’ s functional,
performance, interoperability, and interface requirements that are allocated from those of
the system or higher level subsystem; interface requirements with interfacing subsystems,
design constraints; derived functional and performance requirements; and verification
reguirements and methods to demonstrate the achievement of those requirements and
constraints.

baseline, functional: Theinitially approved documentation describing a system'’s or
configuration item’ s functional performance, interoperability, and interface requirements.
Also, the verification required to demonstrate the achievement of those specified
reguirements.

battle force: A standing operational naval task force organization of carriers, surface combatants,
and submarines assigned to numbered fleets. A battle force is subdivided into battle
groups.

BCD: Binary Coded Decimal. Binary-coded decima (BCD) is, after character encodings, the
most common way of encoding decimal digits in computing and in electronic systems. In
BCD, adigit isusualy represented by four (binary) bits, of which the leftmost (written
conventionally) has value 8, and the remaining three have values 4, 2, and 1. Only the
combinations of these bits that, when summed, have valuesin the range 0-9 are valid.
Other combinations are sometimes used for sign or other indications. (Source:
http://en.wikipedia.org/wiki/Binary_Coded_Decimal)

BCI: Business Community Integration

black box: Provides a specified function or functions at a specified level of performance for an
agreed-upon cost.
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BPEL : Business Process Execution Language. BPEL is emerging as the standard for assembling
a set of discrete servicesinto an end-to-end process flow, radically reducing the cost and
complexity of processintegration initiatives. (Source;
http://www.oracle.com/technol ogy/products/ias/bpel/index.html)

businesslogic: The code that implements the functionality of an application. In the Enterprise
JavaBeans architecture, thislogic isimplemented by the methods of an enterprise bean.
(Source:http://java.sun.com/j2ee/1.4/docs/gl ossary .html)

business method: A method of an enterprise bean that implements the business logic or rules of
an application. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

C

C2: Command and Control. The exercise of authority and direction by a properly designated
commander over assigned forces in the accomplishment of the mission. C2 functions are
performed through an arrangement of personnel, equipment, communications, facilities,
and procedures. A commander employs these when planning, directing, coordinating, and
controlling forces and operations in the accomplishment of the mission.

C2ERA: Command and Control Enterprise Reference Architecture. A technical concept of
operationsfor building information systems better suited to the NCW environment.
C2ERA prescribed the technical architecture mandated by the Designated Acquisition
Commander for C41SR Enterprise Integration in the U.S. Air Force. C2ERA is one of
two NCW projects that merged to form NESI. The other project was RAPIDS.

C2l: Command, Control, and Intelligence / Command and Control Integration

C2IEDM: Command and Control Information Exchange Data Model. A data model that is
managed by the Multilateral Interoperability Programme (MIP). It originated with experts
from various NATO partners and from the Partnership-for-Peace nations. This data
model isin the process of being submitted to OMG for consideration as the standard for
information exchange. It falls under the shared operational picture exchange service.
(Source: http://www.mip-site.org/MIP_DMWG.htm)

C2W: Command & Control Warfare
C3: Command, Control, & Communications
C4l: Command, Control, Communications, Computers, and Intelligence

C41 SR: Command, Control, Communications, Computers, and Intelligence, Surveillance, and
Reconnaissance

CA: Certificate Authority. A trusted organization that issues public key certificates and provides
identification to the bearer. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

capability on demand: Delivery of and/or access to capabilities (data, applications, connectivity)
incrementally and as needed, on demand, and controlled by user clearance.

cascade delete: A deletion that triggers another deletion. A cascade delete can be specified for an
entity bean that has contai ner-managed persistence. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

CCB: Configuration Control Board. Also Change Control Board. Duties include reviewing
change requests, making decisions, and communicating decisions made to affected
groups and individuals. Represents the interests of program and project management by
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ensuring that a structured process is used to consider proposed changes and incorporate
them into a specified rel ease of a product.

CCM: CORBA Component Model. Part of the CORBA 3.0 Specification, CCM extends the
CORBA object model and enforces composition rather than inheritance. Similar to a
CORBA version of EJB that can be used with any language on any platform. (Source:
http://www.omg.org/technol ogy/documents/formal/components.htm)

CDATA: Character Data. A predefined XML tag for character datathat means “don't interpret
these characters,” as opposed to parsed character data (PCDATA), in which the normal
rules of XML syntax apply. CDATA sections are typically used to show examples of
XML syntax. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

CDD: Capabilities Development Document. Provides operational performance attributes,
including supportability, for the acquisition community to design the proposed system.
Includes key performance parameters (KPP) and other parameters that guide the
development, demonstration, and testing of the current increment. Outlines the overall
strategy for developing full capability. (Source: http://www.dau.mil/pubs/glossary/11th
Glossary 2003.pdf)

CDRL: Contract Data Requirements List. A list of contract data requirements that are authorized
for a specific acquisition and made a part of the contract. (Source:
http://www.dau.mil/pubs/glossary/11th Glossary 2003.pdf)

CDS: Cross Domain Security. User authentication across multiple application spaces.

CES: Core Enterprise Services. Generic information services that apply to any COI, provide the
basic ahility to search the enterprise for desired information, and then establish a
connection to the desired service. (Source:
http://www.defenselink.mil/nii/org/cio/doc/GIG_ES Core Enterprise_Services Strategy
_V1-lapdf)

CGil script: Common Gateway Interface. CGl is a standard for interfacing external applications
with information servers, such as HTTP or web servers. A plain HTML document that
the web daemon retrievesis static, which meansit existsin a constant state: atext file
that doesn't change. A CGI program, on the other hand, is executed in real time, so it can
output dynamic information.

CIM: Common Information Model

CJCSdirective: Chairman of the Joint Chiefs of Staff Directives. | nstructions, Manuals, Notices,
Guides, and other policy and procedures published by the Chairman, Joint Chiefs of
Staff. (Source: http://www.dtic.mil/cjcs_directives/index.htm)

CJCSI: Chairman of the Joint Chiefs of Staff Instruction

class-based design: Any design that incorporates objects and classes. Contrast with object-
oriented design and objects-based design.

class-based programming language: A programming language that enables programmersto
define and use objects and classes; for example, CLU. Contrast with object-based
programming languages and object-oriented programming languages.

CLI: Command Line Interface. A method of interacting with a computer by giving it lines of
textual commands (that is, a sequence of characters) either from keyboard input or from a
script. (Source: http://en.wikipedia.org/wiki/Command_line_interface)
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client: A system entity that accesses aweb service. (Source: http://www.oasis-
open.org/committees/downl oad.php/3343/0asi s-200304-wsrp-specification-1.0.pdf)

client-certificate authentication: An authentication mechanism that usesHTTP over SSL, in
which the server and (optionally) the client authenticate each other with a public key
certificate that conforms to a standard that is defined by X.509 Public Key Infrastructure.
(Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

CLR: Common Language Runtime. The CLR isthe basis for everything in the Microsoft .NET
Framework. It provides a standard implementation by providing a common set of
datatypes (integers, strings, classes, interfaces), specifications for how inheritance works,
and a common set of semantics for languages built on it. (Source:
http://en.wikipedia.org/wiki/Common_L anguage_Runtime)

CMM: Capability Maturity Model

cohesion: The manner and degree to which the tasks performed by a single software module are
related to one another. Types include coincidental, communicational, functional, logical,
procedural, sequential, and temporal. Synonym: module strength. Contrast with coupling.
In awell-designed, highly modular software design, the modules will have high cohesion;
that is, each will have a clearly defined set of functions that have a close relationship to
each other. This facilitates changes to modules since the changes will affect only the
closely-related functions. In contrast, modules that contain multiple, unrelated functions
blur the integrity of the software’ s design since the unrelated functions are bound into a
single module, thereby creating dependencies that inhibit the ability to easily make
changes. (Source: |EEE Std 610.12-1990)

COI: Community of Interest. A collection of people who exchange information using a common
vocabulary in support of shared missions, business processes, and objectives. The
community is made up of the users/operators who participate in the information
exchange,the system builders who devel op computer systems for these users, and the
functional proponents who define requirements and acquire systems on behalf of the
USErS.

collaboration: Portal members can communicate synchronously through chat or messaging, or
asynchronoudly through threaded discussion, blogs, and email digests (forums).

COM: Component Object Model. A Microsoft software architecture for building component-
based applications. COM objects are discrete components, each with a unique identity,
which expose interfacesthat allow applications and other components to access their
features. COM objects are more versatile than Win32 DLLs because they are completely
language-independent, have built-in interprocess communications capability, and easily
fit into an object-oriented program design. COM was first released in 1993 with OLE2,
largely to replace the interprocess communication mechanism DDE used by theinitial
release of OLE. ActiveX is based on COM.

combat identification (CID): CID isthe process of attaining an accurate characterization of
detected objectsin the joint battlespace to the extent that high confidence and timely
application of military options and weapons resources can occur. Depending on the
situation, this characterization may be limited to “friend,” “enemy,” or “neutral.” In other
situations, other characterizations may be required, including, but not limited to, class,
type, nationality, and mission configuration.

commer cial software: “Commercia software is software developed by businesses which aim to
make money fromits use. Most commercial softwareis proprietary, but thereis
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commercia free software, and there is non-commercial non-free software.” (Source:
GNU.org: Categories of Free and Non-Free Software:
http://www.gnu.org/philosophy/categories.html)

commit: The point in atransaction when all updates to any resources involved in the transaction
are made permanent. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

common language runtime: The common language runtime (CLR) is a high-performance
engine for running applications built using the NET Framework. Code that targets the
runtime and whose execution is managed by the runtime is referred to as managed code.
Responsibility for tasks such as creating objects, making method calls, and so onis
delegated to the CLR, which enablesit to provide additional servicesto the code asiit
executes. While the component is running, the CLR provides services—such as memory
management (including garbage collection), process management, thread management,
and security enforcement—and satisfies any dependencies that the component may have
on other components. (Source:
http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/dnbda/html/guidenetapp.asp)

Community of Interest (COIl) service: A service that may be offered to the enterprise, but is
owned and operated by a Community of Interest to provide or support awell-defined set
of mission functions and associated information.

compiler: “A computer program that translates programs expressed in a high-order language into
their machine language equivalent.” (Source: |EEE Std 610.12-1990)

component: “One of the parts that make up a system. A component may be hardware or software
and may be subdivided into other components. Note the terms ‘'module,’ ‘component,’ and
'unit' are often used interchangeably or defined to be subelements of one another in
different ways depending on the context. The relationship of these termsis not yet
standardized.” (Source: |IEEE Std 610.12-1990) “A product that is not subject to
decomposition from the perspective of a specific application.” (Source: 1SO 10303-1)

component-based softwar e: Mission applications that are architected as components integrated
within a component framework

component, system: A basic part of a system. System components may be personnel, hardware,
software, facilities, data, material, services, and/or techniques that satisfy one or more
requirementsin the lowest levels of the functional architecture. System components may
be subsystems and/or configuration items.

composite/collaborativetrack: A representation of an entity that is formed by combining
individual instances of measurement data or a collection of measurements from one or
more sensors into a single composite/collaborative track state vector and combined
attribute information.

conceptual model: Captures the concepts of the relational database and can help enforce the first
three normalization rules

condition: A variable of the operational environment or situation in which a unit, system, or
individual is expected to operate that may affect performance.

connection pooling: A technique for establishing a pool of resource connections that applications
can share on an application server.

connector: A portable service API to external resources.
CONOPS: Concept of Operations
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consumer: A system entity invoking producers in a manner conforming to a specification. For
example, a portal aggregating content from portlets accessed using the WSRP protocol is
atype of consumer. (Source: http://www.oasis-
open.org/committees/download. php/3343/0asi s-200304-wsrp-specification-1.0.pdf)

container: A standard extension mechanism for containers that provides connectivity to
enterpriseinformation systems. A connector is specific to an enterprise information
system. It consists of aresource adapter and application development tools for enterprise
information system connectivity. The resource adapter is plugged in to a container
through its support for system-level contracts defined in the Connector architecture.
(Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

content and document management: Services that support the full lifecycle of document
creation and provide mechanisms for authoring, approval, version control, scheduled
publishing, indexing, and searching.

copyright: The U.S. Copyright Act, 17 U.S.C. 88 101 — 810 (17 U.S.C. 88 101 - 810), is Federal
legislation enacted by Congress under its Constitutional grant of authority to protect the
writings of authors. The Copyright Act covers architectural design, software, the graphic
arts, motion pictures, and sound recordings (8§ 106). A copyright gives the owner the
exclusive right to reproduce, distribute, perform, display, or license his work. The owner
also receives the exclusive right to produce or license derivatives of his or her work (8
201(d)). Limited exceptions to this exclusivity exist for types of “fair use,” such as book
reviews (8 107). To be covered by copyright awork must be original and in a concrete
“medium of expression” (8§ 102). Under current law, works are covered whether or not a
copyright notice is attached and whether or not the work is registered.

CORBA®: Common Object Request Broker Architecture. CORBA “wraps’ code written in
another language into a bundle containing additional information on the capahilities of
the code inside, and explaining how to call it. The resulting wrapped objects can then be
called from other programs (or CORBA objects) over the network. The CORBA
specificiation defines APIs, communication protocol, and object/service information
models to enable heterogeneous applications written in various languages running on
various platforms to interoperate. (Source: http://en.wikipedia.org/wiki/CORBA)

coreenterprise service: A ubiquitous, common solution service that provides capabilities
essential to the operation of the enterprise.

correlation: (1) The determination that alocally derived track represents the same object or point
as another track, and/or the process of combining two such tracks/data under one track
number. (Logicon) (2) The process of identifying tracks believed to represent the same
object and replacing them with a single track, combining the data from the duplicate
tracks as appropriate.

CoS: Class of Service. A queuing discipline. The algorithm compares fields of packets or CoS
tags to classify packetsin different priority queues. CoS does not ensure network
performance or certain priority in delivering packets. See also Quality of Service(QoS).
(Source: http://en.wikipedia.org/wiki/Class_of service)

COTS: Commercia Off-The-Shelf. A term for systems that are manufactured commercialy, and
may betailored for specific uses. (Source: http://en.wikipedia.org/wiki/Commercial_off-
the-shelf)

coupling: The manner and degree of interdependence between software modules. Typesinclude
common-environment coupling, content coupling, control coupling, data coupling, hybrid
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coupling, and pathological coupling. Contrast with cohesion. In awell-designed, highly
modular software design, the coupling between modules will be minimized. This
facilitates changing and replacing modules with minimal effect on other modules within
the system. (Source: |EEE Std 610.12-1990)

CPD: Capabilities Production Document. Addresses the production attributes and quantities
specific to asingle increment of an acquisition program. Supersedes threshold and
objective performance values of the CDD. (Source:
http://www.dau.mil/pubs/glossary/11thGlossary 2003.pdf)

CRD: Capstone Requirements Document. A document containing capabilities-based
reguirements that facilitates the development of individual Capability Development
Documents (CDDs) by providing a common framework and operational concept to guide
their development. CRDs that have been approved by the Joint Requirements Oversight
Council (JROC) continue to be valid until absorbed into appropriate integrated
architectures as required by CJCSI 3170.01C and retired. The JROC retains the authority
to specifically direct the development of new CRDs, as necessary. The CRD format is
contained in CJCSM 3170.01.(CJCSI 3170.01C and CJCSM 3170.01). (Source:
http://www.dau.mil/pubs/glossary/11th Glossary 2003.pdf)

credentials: The information describing the security attributes of a principal. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

cross compiler: “A compiler that executes on one computer but generates machine code for a
different computer.” (Source: |EEE Std 610.12-1990)

CSM: Component and Service Management. A set of management capabilities for monitoring
and controlling deployed applications, their components, and web services. CSM collects
data, analyzesit, and makes system management recommendations to operators. CSM
also provides the ability to manage version configuration information and a scheduler to
run batch jobs at a predetermined schedule. Other CSM capabilities include configuration
management, end-to-end performance monitoring and analysis, service desk support,
software distribution, service life-cycle management, and quality-of-service management.

CSS: Cascading Style Sheet. A stylesheet used with HTML and XML documentsto add a style
to al elements marked with a particular tag, for the direction of browsers or other
presentation mechanisms. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html) -OR-
Closed Source Software. Software in which the source code is not open and available,
e.g., COTS (commercial off-the-shelf) software. COTS is usualy distributed in a binary
form. With COTS licenses, the purchaser is not alowed to take apart or reverse-engineer
the product, or modify the product for any purpose. Other forms of CSSinclude
shareware and royalty-free libraries (e.g., runtime libraries for compilers). CSS may
come with source code, but the associated licenses forbid the creation and distribution of
any derived works. (Source: http://en.wikipedia.org/wiki/Closed_source)

customized application: An application that can be tailored on a continuing basis to meet current
Rules of Engagement (ROE) and readjusted to meet tomorrow’ s needs.

customized delivery: Smart push-and-pull of data reduces overload and provides the requested
datato operators when they need it. Tailored discovery, publish, and subscribe
capabilities allow operatorsto register for specific data and services in specific
timeframes.

D
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DAC: Discretionary Access Control. Defines basic access control policiesto objectsin afile
system. Generally, these are done at the discretion of the object owner: file/directory
permissions and user/group ownership. (Source:
http://en.wikipedia.org/wiki/Discretionary_access_control)

data-centric: Data separated from applications; apps talk to each other by posting data.
data asset: Any entity that involves data.

data exchange: Operators can move data between applications easily and without losing data or
capabilities. Datamay carry security labels allowing for its exchange with partners
operating at coalition or multinational rel easable security levels.

data modeling: Modeling is an essential step in understanding the data that will comprise a
system. The end products of data modeling can be XML schemas or RDBMS schema
definitions. Many COls create their own data models, such as C2IEDM for the C2
community.

DBMS: Database Management System. A system, usually automated and computerized, for
managing any collection of compatible, and ideally normalized, data. (Source:
http://en.wikipedia.org/wiki/DBMS)

DCID: Director of Central Intelligence Directive. CIA publications that provide timely,
coordinated, and clear guidance and direction to the Intelligence Community.

DCTS: Defense Collaboration Tool Suite. A flexible, integrated set of applications providing
interoperable, synchronous, and asynchronous collaboration capability to the Department
of Defense’s (DoD) agencies, Combatant Commands, and military services.
(Source:http://www.disa.mil/main/prodsol/dcts.html)

DDMS:. DoD Discovery Metadata Specification. A NCES metadata initiative. DDM S defines
discovery metadata elements for resources posted to community and organizational
shared spaces. Sometimes (incorrectly) referred to as DoD Discovery Metadata Standard.
(Source:http://diides.ncr.disa.mil/mdreg/user/DDMS.cfm)

decorrelation: The determination that locally held track data for a given track number does not
represent the same abject or point as track data being received in aremote track report for
the same track number.

deployment: The process whereby software isinstalled into an operational environment.
(Source:http://java.sun.com/j2ee/1.4/docs/gl ossary .html)

deployment descriptor: An XML file provided with each module and J2EE application that
describes how they should be deployed. The deployment descriptor directs a deployment
tool to deploy a module or application with specific container options and describes
specific configuration requirements that a deployer must resolve. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

design ar chitecture: An arrangement of design elements that provides the design solution for a
product or life cycle process intended to satisfy the functional architecture and the
requirements baseline. (Source: |EEE 1220)

design requirement: “A requirement that specifies or constrains the design of asystem
component.” (Source:lEEE Std 610.12-1990)

DFARS: Defense Federal Acquisition Regulation Supplement

DHTML: Dynamic HTML. Designates a technique of creating interactive web sites by using a
combination of the static markup language HTML, a client-side scripting language such
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as JavaScript, and the style definition language Cascading Style Sheets.
(Source:http://en.wikipedia.org/wiki/Dynamic_web_page)

DIACAP: DoD Information Assurance Certification and Accreditation Program
DiffServ: Differentiated Services

DII: Dynamic Invocation Interface

DISA: Defense Information Systems Agency

disconnected application: An application that may not be available at all times. Not all
applications within the enterprise will have a 24/7 connection to the other machines in the
network. For example, consider a submarine that surfaces several times aday to obtain
mission information. A message-base system can store the messages in a queue until the
submarine surfaces. Disconnected applications allow the receiving application to process
messages at any time. As aresult, the sender and receiver are not as dependent on each
other.

DI SN: Defense Information System Network
DI SR: Defense Information Technology Standards & Profiles Registry

distributed application: An application made up of distinct components running in separate
runtime environments, usually on different platforms connected via a network. Typical
distributed applications are two-tier (client-server), three-tier (client-middleware-server),
and multitier (client-multiple middleware-multiple servers). (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

DITSCAP: Defense Information Technology Security Certification and Accreditation Process
DoD: Department of Defense

DoDAF: DoD Architecture Framework

DoDD: Department of Defense Directive

DoDlI: Department of Defense Instruction

DoDIIS: Department of Defense Intelligence Information System

DOM: Document Object Model. An API for accessing and manipulating XML documents as tree
structures. DOM provides platform-neutral, language-neutral interfaces that enable
programs and scripts to dynamically access and modify content and structure in XML
documents. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

domain: A group of related items within a certain area of interest.

domain analysis: The process of identifying the types of information that the data model uses. A
good data model captures descriptive information about each of the types.

DON: Department of the Navy

DOS: Data-Oriented Services. A software component that receives a request and optionally
returns an XML data response to a UFS or another DOS. A DOS has no visual or
presentation component.

DOTMLPF: Doctrine, Organization, Training, Materiel, Leadership, Personnel, Facilities
DRR: Design Readiness Review
DSI: Data Source Interface
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DTD: Document Type Definition. An optional part of the XML document prolog, as specified by
the XML standard. The DTD specifies constraints on the tags and tag sequences that can
be in the document. The DTD has a number of shortcomings, however, and this has led to
various schema proposals. For example, the DTD entry <!I[ELEMENT
username(#PCDATA)> says that the XML element called “username” contains parsed
character data; that is, text aone, with no other structural elements under it. The DTD
includes both the local subset, defined in the current file, and the external subset, which
consists of the definitions contained in external DTD files that are referenced in the local
subset using a parameter entity. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

dual stacking: Incorporating both IPv4 and |Pv6 support in routers and computers.
dynamic web page: See DHTML.

E

EAI: Enterprise Application Integration

EAR: Enterprise Application Archive. A JAR archive that contains a J2EE application. It
contains al the JAR, WAR, and RAR archives for an enterprise application, plus an
XML descriptor. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

ebXML: Electronic Business XML. A group of specifications designed to enable enterprises to
conduct business through the exchange of XM L-based messages. It is sponsored by
OASIS and the United Nations Centre for the Facilitation of Procedures and Practicesin
Administration, Commerce and Transport (U.N./CEFACT). (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

ElIP: Enterprise Information Portals. An EIP is an intranet portal, usually under the control of a
single domain such as the DoD. Some of the features of an EIP are single touch point,
collaboration, content and document management, personalization, and integration.
(Source: http://en.wikipedia.org/wiki/web_portal)

EJB: Enterprise Java Bean. A server-side component architecture for the devel opment and
deployment of object-oriented, distributed, enterprise-level applications. Applications
written using the Enterprise JavaBeans architecture are scalable, transactional, and
secure. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

embedded style sheet: A style sheet in the heading of an HTML document. They override linked
style sheets.

end user: A human user of information. Thisis distinct from those who devel op or support the
automated systems that provide the information. -OR- A person who uses a device-
specific user agent to access aweb site. (Source: http://www.oasis-
open.org/committees/downl oad.php/3343/oasi s-200304-wsrp-specification-1.0.pdf)

endpoint: The URL or location of the web service on the internet.

enterprise: An organization considered as an entity or system that includes interdependent
resources (e.g., people, organizations, and technology) that must coordinate functions and
share information in support of a common mission or a set of related missions.

enterprise guidelines: Rules that govern the choice/implementation of COI Enterprise Services.

enterprise service: A service that provides capabilities to the enterprise. See also Core Enterprise
Service and Community of Interest Service.
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entity bean: An enterprise bean that represents persistent data maintained in a database. An
entity bean can manage its own persistence or can delegate this function to its container.
An entity bean isidentified by a primary key. If the container in which an entity beanis
hosted crashes, the entity bean, its primary key, and any remote references survive the
crash. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

ESC.: Electronic Systems Center
ESM: Enterprise Service Management

Ethernet: A network communication system developed and standardized by DEC, Intel, and
Xerox, using baseband transmission, CSMA/CD access, logical bus topology, and coaxial
cable. The successor |EEE 802.3 standard provides for integration into the OSI model. It
extends the physical layer and media with repeaters and implementations that operate on
fiber, thin coax, and twisted-pair cable. (Source: http://www.sun.com/products-n-
solutions/hardware/docs/html/817-6210-10/glossary.html)

EUC: Extended User Community
event-driven: An application that responds to events.

event-driven application: An application that responds to events. For example, a weather-
reporting application may respond to weather sensor events. Since message-base systems
are inherently asynchronous, synchronization is not an issue for application devel opment.
An application can simply put the message in the queue and not have to wait for a
response. This decoupling allows applications to be more responsive and operate
independently of time constraints.

execution ar chitecture: An execution architecture is created for distributed or concurrent
systems. The process view shows the mapping of components onto the processes of the
physical system. The deployment view shows the mapping of (physical) componentsin
the executing system onto the nodes of the physical system.

external style sheet: Seelinked style sheet.

external time source: Synchronizesinternal clocks across BF platforms and represents the
source of UTC time for the above system time.

F

facade: Provides a unified interface to a set of interfaces in a subsystem. Fagade defines a higher-
level interface that makes the subsystem easier to use. This can simplify a number of
complicated object interactions into a single interface.

FAR: Federa Acquisition Regulation
FCS: Future Combat Systems

feel aspect: One of the traditional aspects of a graphical user interface. The "feel” coversthe
behavior of dynamic elements such as buttons, boxes, and menus

FMS: Foreign Military Sales

force: (1) An aggregation of military personnel, weapon systems, vehicles, and necessary
support, or combination thereof. (2) A major subdivision of afleet.

FORCERnet: An operational construct and architectural framework that integrates the
SEAPOWER21 concepts of Sea Strike, Sea Shield, and Sea Basing by connecting
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warriors; sensors, networks; command and control; platforms and weapons; providing
accelerated speed and accuracy of decision; and integrating knowledge to dominate the
battlespace. FORCEnet provides the following capabilities. expeditionary, multi-tiered,
sensor and weapon grids; distributed, collaborative, command and control; dynamic,
multi-path survivable networks; adaptive/automated decision aids; and human-centric
integration.

foreign key: An attribute in arelation of a database that serves as the primary key of another
relation in the same database.

free softwar e: Free software is software whose license terms do not restrict the usersin the ways
that they can run, copy, distribute, study, change, and improve the software. By
definition, free software is open-source. In this definition, “free” refers not to the cost of
acquiring or using the software but rather to how the software can be used. (Source:
GNU.org: http://www.gnu.org/philosophy/free-sw.html)

freeware: Theterm “freeware" has no single definition, but is commonly used to refer to
software whose license terms permit redistribution but not modification. Usually, the
source code for freeware is not available. (Source: GNU.org:
http://www.gnu.org/philosophy/categories.html)

FTP: File Transfer Protocol. FTP transfers files to and from a remote network. The protocol
includes the ftp command (local machine) and the in.ftpd daemon (remote machine). FTP
enables a user to specify the name of the remote host and file transfer command options
on the local host's command line. The in.ftpd daemon on the remote host then handles the
reguests from the local host. Unlike rcp, ftp works even when the remote computer does
not run a UNIX-based operating system. A user must log in to the remote computer to
make an ftp connection unless it has been set up to allow anonymous FTP. (Source:
http://www.sun.com/products-n-sol utions/hardware/docs/html/817-6210-
10/glossary.html)

functional analysis: Examination of a defined function to identify all the subfunctions necessary
to the accomplishment of that function. Identification of functional relationships and
interfaces (internal and external) and the capture of these in afunctiona architecture. The
flow down of upper-level performance requirements and the assignment of these
requirements to lower-level sub-functions.

functional architecture: An arrangement of functions and their subfunctions and interfaces
(internal and external) that defines the execution sequencing, conditions for control or
data flow, and the performance requirements to satisfy the requirements basdline.
(Source: |EEE 1220)

functional requirements: Specific actions that a system must be able to perform, without taking
physical constraints into consideration. These are often best described in a use-case
model and in use cases. Functional requirements specify the input and output behavior of
asystem.

G

GCCS: Global Command and Control System

GCCS-M: Global Command and Control System — Maritime. GCCS-M [AN/USQ-119E(V)],
previoudy the Joint Maritime Command Information System (JMCIS), isthe Navy's
primary fielded Command and Control System. It is a globally interconnected, end-to-
end set of information capabilities, associated processes, and personnel. It collects,

431



NESI Part 5: Net-Centric Developer's Guide

processes, stores, disseminates, and manages information on demand to warfighters,
policy makers, and support personnel. It uses this data to execute the full range of Navy
missions (e.g., strategic deterrence, sea control, power projection, etc.) in near-real-time
via external communication channels, local area networks (LANS), and direct interfaces
with other systems.

GCSS: Globa Combat Support System

GIG: Global Information Grid. Globally interconnected, end-to-end set of information
capabilities, associated processes, and personnel for collecting, processing, storing,
disseminating, and managing information on demand to warfighters, policy makers, and
support personnel. The GIG includes al owned and leased communications and
computing systems and services, software (including applications), data, security
services, and other associated services necessary to achieve Information Superiority. It
aso includes National Security Systems (NSS) as defined in section 5142 of the Clinger-
Cohen Act of 1996. The GIG supports all DoD, National Security, and related
Intelligence Community (1C) missions and functions (strategic, operational, tactical, and
business) in war and in peace.The GIG provides capabilities from all operating locations
(bases, posts, camps,stations, facilities, mobile platforms, and deployed sites). The GIG
provides interfaces to codlition, alied, and non-DoD users and systems.

GIG-BE: Global Information Grid Bandwidth Expansion
GIG-ES: Global Information Grid Enterprise Services

GIG enterprise service: A servicethat provides capabilities for usein the DoD enterprise. GIG
Enterprise Services are the combination of Core Enterprise Services and Community of
Interest Services. Also referred to as Global Enterprise Services.

G| OP: General InterORB Protocol

GO-1: Geographic Objects Initiative, Phase 1. Interoperability initiative and specification from
Open GIS Consortium on GIS APIs. (Source: http://ip.opengis.org/gol/)

GOTS: Government Off-The-Shelf

GPL: General Public License. A license that defines a specific set of distribution termsfor free
software. A GPL specifically does not let redistributors add any additional restrictions
when they redistribute or modify the software. This means that every copy of the
software, even if it has been modified, must be free software.
(Source:http://www.gnu.org/copyleft/gpl.html)

group: An authenticated set of users classified by common traits such asjob title or customer
profile. Groups are al so associated with a set of roles, and every user that is a member of
agroup inherits all the roles assigned to that group. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html) -OR- (1) A flexible administrative and
tactical unit composed of either two or more battalions or two or more sguadrons. The
term also applies to combat support and combat service support units. (2) A number of
ships and/or aircraft, normally a subdivision of aforce, assigned for a specific purpose.

GUI: Graphical User Interface

H

HAIPE: High Assurance Internet Protocol Encryptor
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hard real-time: A system issaid to be hard real-time if the correctness of an operation depends
not only upon the logical correctness of the operation but also upon the time at which it is
performed. An operation performed after the deadline is, by definition, incorrect, and
usually has no value. In a soft real-time system the value of an operation declines steadily
after the deadline expires. (Source: http://en.wikipedia.org/wiki/Real _time)

heter ogeneousreplication: Datatransfer between the same or different RDBM S vendors:. for
example, Oracle to Oracle, or Oracle to Sybase to SQL Server to MySQL. Heterogeneous
replication is proprietary to the heterogeneous vendor but reduces the dependency on a
specific RDBMS vendor.

hierarchical database: A hierarchical database defines a set of parent-child relationships. Their
use should be limited to integration of existing databases, such asIBM’s Informational
Management System (IMS). Hierarchical database systems require developers to predict
al possible access patterns in advance and design the database accordingly. A database
access pattern that is not included in the design becomes very difficult and inefficient.

high-order language: “Any programming language that requires little knowledge of the
computer hardware on which a program will run, can be translated into several different
machine languages, alows symbolic naming of operations and addresses, provides
features designed to facilitate expression of data structures and program logic, and
usually resultsin several machine instructions for each program statement. Examples
include Ada, ALGOL, COBOL, FORTRAN, Pascal.” (Source: IEEE Std 610.13-1993.
|EEE Standard Glossary of Computer Languages)

high availability: Datatier availability can be affected by hardware failure, power outages, data
errors, user errors, programmer errors, OS errors, and RDBMS errors. Various hardware
and software methods help mitigate availability issues. The more reliable a system needs
to be, the more it costs. Consequently, defining availability to meet requirementsis
essential to controlling costs.

homogeneousreplication: Datatransfer between two databases that are implemented using the
same RDBMS provider: for example, between two Sybase or two Oracle RDBM Ss.

HTML: Hypertext Markup Language. A markup language for hypertext documents on the
Internet. HTML supports embedding images, sounds, video streams, form fields,
references to other objects with URLS, and basic text formatting. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

HTTP: Hypertext Transfer Protocol. The Internet protocol used to retrieve hypertext objects
from remote hosts. HTTP messages consist of requests from client to server and
responses from server to client. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

HTTPS: In XML documents, a piece of text that describes a unit of data or an element. Thetagis
distinguishable as markup, as opposed to data, because it is surrounded by angle brackets
(< and >). To treat such markup syntax as data, you use an entity reference or aCDATA
section. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

IA: Information Assurance. The set of measures taken to protect and defend information and
information systems to ensure confidentiality, integrity, availability, and accountability,
extended to restoration with protect, detect, monitor, and react capabilities.

IABM: Integrated Architecture Behavior Model
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[Al: Internet Application Integration

IAS: Information Assurance and Security Measures
IAW: In accordance with

IC: Intelligence Community

ICD: Initial Capabilities Document

| CSF: Integrated C4l System Framework. Defines capability gapsin terms of functional area(s),
relevant range of military ops, time, obstacles to overcome, and key attributes, with
appropriate measures of effectiveness. Recommends materiel approach(es) based on cost
analysis, efficacy, sustainability, environmental quality impacts, and associated risks.

ID: Identification. (1) Identification is the Identity, Category, Platform, Type, Activity, and
Nationality/Alliance of the track. (2) The process of determining the friendly or hostile
character of an unknown detected contact.

IDE: Integrated Development Environment

identity: Identity refersto the nature or attributes of the track: Friend, Assumed Friend, Neutral,
Unknown, Pending, Suspect, or Hostile.

IDL: Interface Definition Language. A language used to define interfaces to remote CORBA
objects. The interfaces are independent of operating systems and programming
languages. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

|EC: International Engineering Consortium

|EEE: International Electrical and Electronics Engineers
|ETF: Internet Engineering Task Force

IFR: Interface Repository

I1OP: Internet InterORB Protocol. A protocol used for communication between CORBA object
reguest brokers. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

I1S: Internet Information Services. A set of Internet-based services for Windows machines.
Originally supplied as part of the Option Pack for Windows NT, they were subsequently
integrated with Windows 2000 and Windows Server 2003. The current (Windows 2003)
version is11S 6.0 and includes serversfor FTP, SMTP, NNTP and HTTP/HTTPS. Earlier
versions also included a Gopher server.

implementation requirement: “A requirement that specifies or constrains the coding or
construction of a system or system component.” See also requirements. (Source: |EEE
Std 610.12-1990)

incremental upgrade: Certain capabilities can be modernized without impacting other
capabilities.
INE: Inline Network Encryptor

inline style sheet: A style sheet in an individual HTML tag. It overrides linked and embedded
style sheets.

integration: Integration isthe action or process of combining elements so that they become a
whole. Vertical integration acts within a system, whereas horizontal integration acts
between or among systems. In the net-centric environment, integration creates links
between computer systems, applications, services, or processes. The word is normally
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used in the context of computing, but can apply to business processes as much as to the
underlying process automation. In the past, computer integration such as enterprise
application integration (EAI) has typically been tightly coupled, or “hard wired,” making
it difficult to adapt to changing requirements. Thanks to the advent of web services and
the evolution of service-oriented architectures, more agile, loosely coupled forms of
integration are starting to emerge.

INTEL -generated track: Track based on INTEL datathat is of sufficient quality for
correlation/association with a system track.

intellectual property : The products resulting from intellectual effort and
covered by a set of laws governing use of these products. These laws cover patents,
copyrights, and trade secrets, and are conveyed by specific license terms and conditions
describing alowable use. See also software licenses, software patents, copyrights.

interface: The functional and physical characteristics required to exist at acommon boundary or
connection between systems or items. (Source: DoD 4120.214-M)

interface requirement: “A requirement that specifies an external item with which a system or
system component must interact, or that sets forth constraints on formats, timing, or other
factors caused by such an interaction.” (Source: IEEE Std 610.12-1990)

interface standard: A standard that specifies the physical, functional, and operational
relationships between various hardware and software elements to permit
interchangeability, interconnection, compatibility and/or communications.

Internet: The Internet, or ssimply the Net, is the publicly available worldwide system of
interconnectedcomputer networks that transmit data by packet switching using a
standardized InternetProtocol (IP) and many other protocols. It is made up of thousands
of smaller commercial,academic, and government networks. It carries various
information and services, suchas electronic mail, online chat and the interlinked web
pages and other documentsof the World Wide web. Because thisis by far the largest,
most extensive internet(with asmall i) in the world, it is simply called the Internet (with a
capital 1). (Source: http://en.wikipedia.org/wiki/Internet)

interoper ability: The ability of systems, units, or forcesto (1) provide data, information,
materiel, and services to, and accept the same from, other systems, units, or forces, and
(2) to use the data, information, materiel, and services so exchanged to enable them to
operate effectively together. IT and NSS interoperability includes both the technical
exchange of information and the end-to-end operational effectiveness of that exchange of
information as required for mission accomplishment. Interoperability is more than just
information exchange. It includes systems, processes, procedures, organizations, and
missions over the life cycle and must be balanced with information assurance. -OR- The
ability for entities to work with each other. In the loosely coupled environment of a
service-oriented architecture, separate resources don't need to know the details of how
they each work, but they need to have enough common ground to reliably exchange
messages without error or misunderstanding. Standardized specifications go along way
towards creating this common ground, but differences in implementation may still cause
breakdowns in communication. Interoperability is when services can interact with each
other without encountering such problems.

intranet: Anintranet isalocal area network (LAN) used internaly in an organization to
facilitatecommunication and access to information that is sometimes access-restricted.
Sometimesthe term refers only to the most visible service, the internal web site. The same
concepts and technologies of the Internet such as clients and servers running on the

435



NESI Part 5: Net-Centric Developer's Guide

Internet protocol suite are used to build an intranet. HTTP and other internet protocols are
commonly used aswell, especially FTP and email. Thereis often an attempt to use
internet technol ogies to provide new interfaces with corporate "legacy” data and
information systems. (Source: http://en.wikipedia.org/wiki/Intranet)

I P: Internet Protocol. Data packets routed across network, not switched via dedicated circuits.

I Pv4: Internet Protocol Version 4. Version 4 of the Internet Protocol (1P). It was the first version
of the Internet Protocol to be widely deployed, and forms the basis for most of the current
Internet (as of 2004). It isdescribed in IETF RFC 791, which wasfirst published in
September, 1981. IPv4 uses 32-bit addresses, limiting it to 4,294,967,296 unique
addresses, many of which are reserved for special purposes such as local networks or
multicast addresses. This reduces the number of addresses that can be allocated as public
Internet addresses. As the number of addresses available is consumed, an |Pv4 address
shortage appears to be inevitable in the long run. This limitation has helped stimulate the
push towards |Pv6, which is currently in the early stages of deployment, and may
eventually replace IPv4. (Source: http://en.wikipedia.org/wiki/lPv4)

I Pv6: Internet Protocol Version 6. Version 6 of the Internet Protocol; it wasinitialy called IP
Next Generation (IPng) when it was picked as the winner in the IETF's IPng selection
process. |Pv6 isintended to replace the previous standard, 1Pv4, which only supports up
to about 4 billion (4 x 109) addresses. |Pv6 supports up to about 3.4 x 1038 (340
undecillion) addresses. Thisisthe equivalent of 4.3 x 1020 (430 quintillion) addresses
per squareinch (6.7 x 1017 (670 quadrillion) addresses/mm?)of the Earth's surface. Itis
expected that 1Pv4 will be supported until at least 2025, to allow time for bugs and
system errors to be corrected. (Source: http://en.wikipedia.org/wiki/lpv6)

ISO: International Standards Organization

| SP: Integrated Support Plans. Describes system dependencies and interface requirements.
Includes system interface descriptions, infrastructure and support requirements, standards
profiles, performance measures, and interoperability issues.

I SR: Intelligence, Surveillance, and Reconnaissance
IT: Information Technology

ITIL: Information Technology Infrastructure Library
ITSM: IT Service Management

ITU: International Telecommunication Union

J2A: Java Connector Architecture

J2EE: Java 2 Enterprise Edition. The J2EE environment is the standard for developing
component-based multi-tier enterprise applications. The J2EE platform consists of a set
of services, application programming interfaces (APIs), and protocols that provide the
functionality for developing multitiered, web-based applications. Features include web-
services support and devel opment tools.(Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

J2EE application: Any deployable unit of J2EE functionality. This can be a single J2EE module
or agroup of modules packaged into an EAR file along with a J2EE application
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deployment descriptor. J2EE applications are typically engineered to be distributed
across multiple computing tiers. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

J2EE component: A self-contained functional software unit that is supported by a container and
is configurable at deployment time. The J2EE specification defines the following J2EE
components. (1) Application clients and applets are components that run on the client. (2)
Java servlet and JavaServer Pages (JSP) technology components, web components that
run on the server. (3) Enterprise JavaBeans (EJB) components (enterprise beans),
business components that run on the server. J2EE components are written in the Java
programming language and are compiled in the same way as any program in the
language. The difference between J2EE components and “standard” Java classesis that
J2EE components are assembled into a J2EE application, verified to be well formed and
in compliance with the J2EE specification, and deployed to production, where they are
run and managed by the J2EE server or client container. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

J2EE module: A software unit that consists of one or more J2EE components of the same
container type and one deployment descriptor of that type. There are four types of
modules: EJB, web, application client, and resource adapter. Modules can be deployed as
standal one units or can be assembled into a J2EE application. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

J2EE server: The runtime portion of a J2EE product. A J2EE server provides EJB or web
containers or both. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

JAAS: Java Authentication and Authorization Service
JAD: Joint Application Devel opment

JAR: Java Archive. A platform-independent file format that enables you to bundle multiple files
into asingle archive file. JAR files are packaged with the ZI P file format, so you can use
them for ZIP-like tasks such as | ossless data compression, archiving, decompression, and
archive unpacking. Typically JAR files contain the class files and auxiliary resources
associated with applets and applications. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

Java Server Faces. A framework for building user interfaces for web applications. It includes (1)
A set of APIsfor representing Ul components and managing their state, handling events
and input validation, defining page navigation, and supporting internationalization and
accessibility; (2) A JavaServer Pages (JSP) custom tag library for expressing a
JavaServer Faces interface within a JSP page.

JavaBean: A specification developed by Sun Microsystems that defines how Java objects
interact and is similar to an ActiveX control. It can be used by any application that
understands the JavaBean format.

JavaMail: A platform- and protocol-independent framework for building Java-based mail client
applications.

JavaScript: The Netscape-developed object scripting language used in millions of web pages and
server applications worldwide. Contrary to popular misconception, JavaScript is not
"Interpretive Java." Rather, it isadynamic scripting language that supports prototype-
based object construction.

JC2: Joint Command and Control
JCA: J2EE Connector Architecture -OR- Java Cryptography Architecture
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JCIDS: Joint Capabilities Integration and Development System

JDBC: Java Database Connection. An API that supports database and data-source access from
Java applications.

JDK: Java Development Kits

JEDI: Joint Enterprise DoDIIS Infrastructure
JFC: Joint Forces Commander

JIC: Joint Intelligence Center

JMS: Java Message Service. An API for invoking operations on enterprise messaging systems.
(Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

JMSclient: A Java-base application or object that produces and consumes messages, where
messages are objects that contain the data being transferred between JM S clients.

JM S connection class: Once a connection factory is obtained, a connection to a JM S provider
(MOM) can be created. A connection represents a communication link between the
application and the messaging server. Depending on the connection type, connections
allow usersto create sessions for sending and receiving messages from a queue or topic.

JM S connection factory class. An administered object that a client uses to create a connection to
the IMS provider (MOM). IM S clients access the connection factory through portable
interfaces so the code does not need to be changed if the underlying implementation
(MOM) changes. Administrators configure the connection factory in the Java Naming
and Directory Interface (JNDI) namespace so that JM S clients can look them up.
Depending on the type of message, users will use either a queue connection factory or
topic connection factory.

JM S destination class: An administered object that encapsulates the identity of a message
destination, which is where messages are delivered and consumed. It is either a queue or
atopic. The IMS administrator creates these objects, and users discover them using
JNDI. Like the connection factory, the administrator can create two types of destinations:
gueues for Point-to-Point and topics for Publish/Subscribe.

JM S message consumer class: An object created by a session. It receives messages sent to a
destination. The consumer can receive messages synchronously (blocking) or
asynchronously (non-blocking) for both queue and topic-type messaging.

JM S message producer class. An abject created by a session that sends messagesto a
destination. The user can create a sender to a specific destination or create a generic
sender that specifies the destination at the time the message is sent.

JM S messages: Objectsthat contain the data being transferred between JM S clients. Java base
applications or objects that produce and consume messages, where messages are objects
that contain the data being transferred between JM S clients.

JM S messages class. An object that is sent between consumers and producers; that is, from one
application to another. A message has three main parts: (1) A message header (required):
Contains operational settings to identify and route messages; (2) A set of message
properties (optional): Contains additional properties to support compatibility with other
providers or users. It can be used to create custom fields or filters (selectors). (3) A
message body (optional): Allows users to create five types of messages (text message,

map message, bytes message, stream message, and object message). The message
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interface is extremely flexible and provides numerous ways to customize the contents of
amessage.

JM S provider: Represents aJMS interface to the MOM. It implements the IM S interface, which
is a specification published by Sun. It is basically an adapter to the MOM.

JM S session class: Represents a single-threaded context for sending and receiving messages. A
session is single-threaded so that messages are serialized, meaning that messages are
received one-by-one in the order sent. The benefit of a session isthat it supports
transactions. If the user selects transaction support, the session context holds a group of
messages until the transaction is committed, then delivers the messages. Before
committing the transaction, the user can cancel the messages using a rollback operation.
A session allows users to create message producers to send messages, and message
consumers to receive messages.

JMS/AMI: Java Message Service/ Application Messaging Interface

JNDI: Java Naming and Directory Interface. An API that provides naming and directory
functionality. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

joint: Connotes activities, operations, organizations, etc., in which elements of two or more
military departments participate.

joint compositetracking network (JCTN): Generic title for ajoint telecommunications
network and processing capability to enable composite tracking among joint,
heterogeneous mixes of sensors and to support appropriate levels of cooperative
engagement of targets by weapons systems. It is envisioned as a real-time, sensor fusion
system that distributes and fuses sensor measurement data into composite tracks that
create a high-fidelity, coherent air picture. The JCTN is a concept rooted in the Navy’s
experience with Cooperative Engagement Capability (CEC). It includes common
software and a communications element that allow participating units to share fused
sensor data. The communications structure as currently envisioned includes wide-band
line-of-sight communications, satellite links, and other communication systems.

joint data network (JDN): A collection of near-real-time communications and information
systems used primarily at the coordination and execution level. It provides information
exchange necessary to facilitate the Joint/Service Battle Manager’ s comprehension of the
tactical situation, and also provides the means to exercise command and control beyond
the range of organic sensors. The JDN carries near-real-time tracks, unit status
information, engagement status and coordination data, and force orders. JDN information
is used to cue radars as well. The backbone of the JDN is Link-16. However, other data
links such as TADILA/B/C, Link-22, and VMF (Variable Message Format) will
exchange information with the JDN through gateways at various platforms to ensure that
disadvantaged users are included in the JDN. Satellites link geographically dispersed
users in near real-time without consuming limited tactical bandwidth.

joint force: A general term applied to aforce composed of significant elements, assigned or
attached, of two or more military departments operating under a single joint force
commander.

joint planning network (JPN): A collection of non-real-time and near real-time communication
and information systems. JPN provides distributed collaborative planning capability,
automated decision aids, and ameans for distributing plans within theater. The core of
the JPN is the Global Command and Control System (GCCS) operating in the Defense
Information Infrastructure Common Operating Environment (DIl COE).
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joint task force: A joint force that is constituted and so designated by the Secretary of Defense, a
combatant commander, a sub-unified commander, or an existing joint task force
commander.

JPO: Joint Program Office

JScript: Microsoft’s extended implementation of ECMA Script (ECMA262), an international
standard based on Netscape's JavaScript and Microsoft's JScript languages. JScript is
implemented as a Windows Script engine. This means that you can plug it in to any
application that supports Windows Script, such as Internet Explorer, Active Server Pages,
and Windows Script Host. It also means that any application supporting Windows Script
can use multiple languages:. JScript, VBScript, Perl, and others.

JSP: Java Server Page. An extensible web technology that uses static data, JSP elements, and
server-side Java objects to generate dynamic content for aclient. Typically the static data
iSHTML or XML elements, and in many cases the client is aweb browser. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

JSP page: A text-based document containing static text and JSP elements that describes how to
process arequest to create aresponse. A JSP page is trandlated into and handles requests
asaservlet. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

JSR: Java Specification Request
JSR 168: JSR 168: Portlet Specification. To enable interoperability between portlets and portals,
this specification defines a set of APIsfor portal computing that address the areas of

aggregation, personalization, presentation, and security. (Source:
http://www.jcp.org/en/jsr/detail 2 d=168)

JSSE: Java Secure Socket Extension. A set of packages that enables secure Internet
communications. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

JTA: JavaTransaction API. JTA specifies standard Java interfaces between a transaction
manager and the partiesinvolved in a distributed transaction system: the resource
manager, the application server, and the transactional applications.

JTAR: Joint Tactical Air Request
JTRS: Joint Tactical Radio System

Just-In-Time (JIT) compilation: Thisisthe primary method by which .NET executes MSIL. As
the MSIL is executed, the code is compiled and optimized for the executing environment.
JIT compilation provides environment optimization, runtime type safety, and assembly
verification. To accomplish this, the JT compiler examines the assembly metadata for
any illegal accesses and handles violations appropriately.

JVM: JavaVirtual Machine

JWC: A modular, loosely coupled, web-enabled, distributed, N-tier, service-oriented architecture
written in Java, JavaScript, and HTML. It is platform-independent and designed to work
in a heterogeneous environment.

K

keystore: A file containing the keys and certificates used for authentication. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

kinematics: Position, Velocity, and Acceleration.
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KIP: Key Interface Profile
KPP: Key Performance Parameter

L

LAN: Local Area Network. A group of interconnected computer and support devices.
(Source:http://www.sun.com/products-n-sol utions/hardware/docs/html /817-6210-
10/glossary.html)

layer ed softwar e ar chitecture: Application software is separated into n tiers that separate
concerns; minimally, client, presentation, middle, and datatiers

LDAP: Light Directory Access Protocol. A set of protocols for accessing information directories.
LDAPisasimpler version of the X.500 standard. Unlike X.500, LDAP supports TCP/IP,
which is necessary for Internet access. Because it's asimpler version of X.500, LDAPis
sometimes called X.500-lite.

least-common-denominator data access mechanism: When one application is able to obtain
data provided by another by removing arbitrary implementation barriersto data
exchange.

linked style sheet: A style sheet in a separate text file that is saved in the root with acssfile
extension. The head section of the document contains alink to the file.

logical architecture: Thelogical architecture adds precision, providing a detailed * blueprint”
from which component devel opers and component users can work in relative
independence. It incorporates the detailed architecture diagram (with interfaces),
component and interface specifications, and component collaboration diagrams, along
with discussion of mechanisms, rationale, etc.

look and feel: Design aspects of agraphical user interface. It covers colors, shapes, layout,
typefaces, and so on (the "look™); and, the behavior of dynamic elements such as buttons,
boxes, and menus (the "feel"). It is used in reference to software and web sites. (Source:
http://en.wikipedia.org/wiki/Look_and feel)

look aspect: One of the traditional aspects of a graphical user interface. The "look" covers such
things as colors, shapes, layout, and typefaces.

loosely coupled: A computing model where application elements require asimple level of
coordination and allow for flexible reconfiguration. Interconnection is often
asynchronous and message-based.

M
MAIS: Maor Automated Information System

manual track: A track that is entered and updated by an operator. It may represent an object not
seen by current sensors or provide a different representation of an entity than is currently
being depicted by the sensors. In addition to system track correlation, the operator has the
ability to associate or correlate this track with other tracks.

M CP: Mission Capability Package
MDA: Milestone Decision Authority
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MDD: Model Driven Development. A general class of software development processes and
techniques that emphasizes the use of models as a key element in the devel opment.
MDA™ js an example of one approach to MDD.

MEA: Multi-Element Array
measurement: A sensor-derived detection, contact, hit, or observation at a given point in time.

measur ement report: A detection from a single sensor which has not yet been subjected to an
association process.

message bean: An enterprise bean that provides asynchronous message support and clearly
separates message and business processing.

MHTML: Mime HTML
MIME: Multi-purpose Internet Mail Extensions

mission: The task, together with the purpose, that clearly indicates the action to be taken and the
reason for that action.

mission-essential task (MET): A task selected by aforce commander from the Universal Navy
Task List (UNTL) deemed essential to mission accomplishment.

mission-essential task list (METL): A list of tasks considered essential to the accomplishment
of assigned or anticipated missions. A METL includes associated conditions and
standards and may identify command-linked and supporting tasks.

MLPP: Multi-Level Priority and Preemption
MMU: Memory Management Unit

model-driven architecture (MDA™): Model-driven architecture™ is a trademarked term
denoting a specific approach to the development of software using models as the basis.
The MDA ™ specifies system functionality separately from the implementation of that
functionality on a specific technology platform. To accomplish this goal, the MDA ™
defines an architecture that provides a set of guidelines for structuring specifications
expressed as models.The MDA ™ model architecture relates multiple standards, including
Unified Modeling Language™ (UML ™), the Meta Object Facility™ (MOF™), the XML
Metadata i nterchange(XMI1™), and the Common Warehouse Metamodel (CWM ™),
Note that the term “architecture” in MM does not refer to the architecture of the system
being modeled, but rather to the architecture of the various standards and model forms
that serve as the technology basis for MDA ™.

Model 4: TADIL A Taxonomy (Link-11)
Model 5: TADIL J Taxonomy (Link-16)

modular design: Characterized by (1) Functional partitioning into discrete scalable, reusable
modul es consisting of isolated, self-contained functional elements; (2) Rigorous use of
welldefined modular interfaces, including object-oriented descriptions of module
functionality; (3) Ease of change to achieve technology transparency and, to the extent
possible, make use of industry standards for key interfaces.

module: “(1) A program unit that is discrete and identifiable with respect to compiling,
combining with other units, and loading; for example, the input to, or output from, an
assembler, compiler, linkage editor, or executive routine. (2) A logically separable part of
aprogram. Note: The terms ‘module,” ‘component,” and ‘unit’ are often used
interchangeably or defined to be sub-elements of one another in different ways depending
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upon the context. The relationship of these termsis not yet standardized.” See also
component. (Source: |EEE Std 610.12-1990)

MOJE: Map Objects Java Edition

MOM: Message-Oriented Middleware

M OP: Maintenance Operation Protocol
MOSA: Modular Open Systems Approach

multi-sensor correlated track: A representation of an entity that is formed by correlating track
reports using various methods based upon time latency of the given tracks. These
multiple tracks are correlated to form one representation of the track.

multi-user access: A system where multiple users can simultaneously access data stores, use
applications, and analyze and direct operations.

mutual authentication: An authentication mechanism employed by two parties for the purpose
of proving each other's identity to one another. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

N

namespace: A standard that lets you specify aunique label for the set of element names defined
by aDTD or XSD. A document using that DTD or XSD can be included in any other
document without causing a conflict between element names. The elements defined in a
particular DTD are uniquely identified so that, for example, the parser can tell when an
element <name> should be interpreted according to the particular DTD rather than using
the definition for an element <name> in a different DTD. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

NAS: Network Attached Storage

native XML database: Definesalogical model for an XML document (as opposed to the datain
that document) and stores and retrieves documents according to that model. These
databases are accessed via programming interfaces such as SAX, DOM, or JIDOM. There
isatrend away from pure XML storage because all the leading relational database
vendors are introducing advanced XML capabilities.

Navy Tactical Task List (NTTL): The comprehensive list of Navy and Coast Guard (DoD-
related missions) tasks at the tactical level of war.

NCES: Net-Centric Enterprise Services. The NCES program provides enterprise-level
Information Technology (IT) services and infrastructure components, also called Core
Enterprise Services, for the Department of Defense (DoD) Glaobal Information Grid
(GIG).

NCOIC: Network Centric Operations Industry Consortium
NCOW: Net-Centric Operations Warfare

NCOW RM: Net-Centric Operations Warfare Reference Model. An information-enabled concept
of operations that generates increased combat power by networking sensors, decision
makers, and shooters. This enables shared awareness, increased speed of command,
higher tempo of operations, greater lethality, increased survivability, and a degree of self-
synchronization. In essence, network-centric warfare tranglates information superiority
into combat power by effectively linking knowledgeable entities in the battlespace.
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NCW: Net-Centric Warfare

near-real-time (Tracks): (1) Near-real-time tracks are generated by real-time sensors on remote
units, whose delivery latencies are sufficiently large that while they can be used to help
decide to engage on the target, they cannot be used to fire on the target. The dataiis
primarily used for situational awareness. (2) The timelines of the data or information
have been delayed by the time required for electronic communications and automatic data
processing. (Source: 7P1 SS)

NESI: Net-Centric Enterprise Solutions for Interoperability. A joint effort between the U.S.
Navy’s Program Executive Office for C4l & Space and the U.S. Air Force's Electronic
Systems Center. It provides a reference architecture, implementation guidance, and a set
of reusable software components. These facilitate the design, development, maintenance,
evolution, and use of information systems for the Net-Centric Operations and Warfare
(NCOW) environment.

net: A globally interconnected, end-to-end set of information capabilities, associated processes,
and personnel for data and information exchange.

net-centric: A net-centric environment is one in which users and local applications depend upon
common services for functionality and data. Users can access applications and data
through web services. This provides an information environment that comprises
interoperable computing and communication components. A net-centric environment
exploits advancing technology to move from an application-centric to a data-centric
paradigm.

net-centric information environment: A net-centric information environment uses emerging
standards and technol ogies to optimize assured information sharing among users. It
results from implementing GIG component architectures in accordance with the NCOW
RM. A net-centric information environment includes core and COI enterprise services,
and a data-sharing strategy that emphasi zes metadata concepts, shared information
spaces, and the TPPU paradigm.

net-centricity: The redlization of arobust, globally interconnected, network environment
(including infrastructure, systems, processes, people) in which datais shared seamlessly
in atimely manner among users, applications, and platforms. By securely interconnecting
people and systems, independent of time or location, net-centricity substantially improves
military situational awareness and significantly shortens decision-making cycles. Users
can better protect assets; exploit information more effectively; use resources more
efficiently; and unify our forces by supporting extended, collaborative communities to
focus on the mission.

NETOPS: Network Operations. An organizational, procedural, and technological construct for
ensuring information and decision superiority at the strategic, operational, and tactical
levels of warfare as well as within DoD business operations. NetOpsis an operational
approach, which addresses the interdependency and integration of IA/CND, S&NM, and
CS capahilities. NetOps consists of the organizations, tactics, techniques, procedures,
functionalities, and technologies required to plan, administer, and monitor use of the GIG
infrastructure and the end-to-end information flows of the GIG; and to respond to threats,
outages, and other operational impact. NetOps ensures mission requirements are properly
considered in GIG operational decision-making. NetOps enables the GIG to provide its
users with information they need, when and where they need it, with appropriate
protection. NetOpsis essential for successful execution of net-centric warfare and other
net-centric operations in support of national security objectives.
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network: A system of computers, terminals, databases, cables, satellites, and other elements that
enable digital communications.

NGEN compilation: Native Image Generator compilation. NGEN enables you to produce a
native binary image of MSIL code for the current environment. Thisimproves the
performance of the .NET application by eliminating the JIT overhead associated with the
execution. Once you run NGEN against an assembly, the resulting native imageis placed
in the Global Assembly Cache for use by all other .NET assemblies.

niche database: Created in response to shortcomings in relational databases. Market domination
by large vendors has made it hard for small vendors to break into the market, so niche
database vendors mainly provide supporting tools.

NIS: Node Information Services
NMCI: Navy Marine Corps Intranet

node: A set of information systems acquired and managed as a single element in the net-centric
enterprise. In NESI, these entities are designed to support distributed services for a
collection of systems, applications, data, and components that share a common set of
mission functions on a common infrastructure.

node manager: The organization responsible for integrated planning, acquisition, and delivery of
integrated, tested, certified C2 Node systems, sub-systems, components, and services.

node platform infrastructure: A set of information systems and technologies, based on a
commercia product stack, that provides an integrated common software component
execution framework and infrastructure.

non-functional requirements: Address issues such as reliability, performance, supportability,
constraints, and physical matters. Many requirements are non-functional, and describe
only attributes of the system or attributes of the system environment. Although some of
these may be captured in use cases, those that cannot may be specified in supplementary
specifications.

non-real time (Tracks): (1) Non-real-time tracks have latencies that nominally range from 15
seconds to days. (2) The timelines of the data or information have been delayed such that
the data or information has questionable utility beyond situational awareness. (Source:
7P1SS)

nor malization: Normalization avoids duplication of data, insert anomalies, delete anomalies, and
update anomalies. A relation isin first normal form (INF) if and only if all underlying
simple domains contain atomic values only. A relation isin second normal form (2NF) if
and only if it isin INF and every non-keyattribute is fully dependent on the primary key.
A relationisin third normal form (3NF) if and only if it isin 2NF and every non-key
attribute is non-transitively dependent on the primary key. Data models should follow the
three forms unless there is overriding justification not to. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

NPI: Node Platform Infrastructure

NR KPP: Net-Ready Key Performance Parameter. M easures the net-centricity of a new program
or major upgrade.

O
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OASIS: Organization for the Advancement of Structured Information Standards. A nonprofit,
international consortium that promotes the adoption of product-independent standards for
information formats such as SGML, XML, and HTML. Itsweb site is http://www.oasis-
open.org/. The DTD repository it sponsorsis at http://www.XML.org. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

obj ect-based design: Any design that incorporates objects. Contrast with object-oriented design
and class-based design.

obj ect-based programming language: A programming language that provides the ability for the
programmer to define and use objects; for example, Ada 83.

object-oriented databases (OODBM S): Object-oriented databases are based on the object
model, and use the same conceptual models as object-oriented analysis and design. Since
OODBM Ss have portability issues, only alimited number of people and outside
resources support them.

object-oriented design: Any design that incorporates objects, classes, and inheritance. Contrast
with object-based design and class-based design.

obj ect-oriented programming language: A programming language that enables programmers to
define and use objects, classes, and inheritance; for example, C++, Ada 95.

object type: During the Object-Oriented (OO) boom there was a push for al programming
efforts to completely support the OO paradigm. Many of the DBM S vendors responded
by providing support for User-Defined Types (UDT) and Objects.

OBYV: Objects by Value
ODBC: Open Database Connectivity

OGC: Open Geospatial Consortium, Inc. Data posted by authoritative sources and visible,
available, and usable to accelerate decision making. (Source:
http://www.opengeospatial .org/)

OHIO: Only Handle Information Once
OLA: Operational Level Agreements

OMG: Object Management Group. A open-membership, not-for-profit consortium that produces
and maintains computer industry specifications for interoperable enterprise applications.
Its web siteis http://www.omg.org/. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

OO: Object Oriented

open-systems approach: An integrated business and technical strategy that employs a modular
design and, where appropriate, defines key interfaces using widely supported, consensus-
based standards that are published and maintained by a recognized industry-standards
organization.

open architecture: An architecture that supports public access to some of its parts. An open
architecture is the design of an open system. It also refersto a set of design patterns and
principles by which open systems are developed. An architecture that employs open
standards for key interfaces within a system.

open sour ce: Generically, “open source” refersto aprogram in which the source codeis
available to the genera public for use and/or modification from its original design free of
charge. Open-source code is typically created as a collaborative effort in which
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programmers improve upon the code and share the changes within the community. Open
source sprouted in the technological community as a response to proprietary software
owned by corporations.

open standar ds: Standards that are widely used, consensus-based, published, and maintained by
recognized industry-standards organizations.

open system: “An open system is a collection of interacting software, hardware, and human
components designed to satisfy stated needs, with interface specifications of its
components that are fully defined, available to the public, and maintained according to
group consensus. In the collection, the implementations of the components conform to
the interface specifications.” (SEI)

ORB: Object Request Broker. A library that enables CORBA objects to locate and communicate
with one another. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

OSfile system: Stores and retrieves data, acting as a datatier. Advocates cite performance and
simplicity, but the loss of DBM S-inherent capabilities such as ad-hoc queries and the
ability to upgrade to faster machinesis a deterrent. File-system-based data tiers often
result in proprietary solutions that are hardto maintain and port.

OSl: Open Systems Interconnect
OSJTF: Open Systems Joint Task Force

OSS: Open Source Software. (References: Scott Hissam, Charles B. Weinstock, Daniel Plakosh,
Jayatirtha Asundi Perspectives on Open Source Software. November 2001. Technical
Report CMU/SEI-2001-TR-019.) “ The term open source software at the most basic level
simply means software for which the source code is open and available. Open and
availableis meant to convey two concepts. Open—T he source code for the software can
be read (seen) and written (modified). Further, thisterm is meant to promote the creation
and distribution of derivative works of the software. Available—The source code can be
acquired either free of charge or for anominal fee (e.g., media and shipping charges or
online connection charges).”

OTN: Oracle Technology Network
OUSD: Office of the Under Secretary of Defense
OWS: OGC Web Services

P

Pacq: Probability of Acquisition

parser: A module that readsin XML data from an input source and breaks it into chunks so that
your program knows when it isworking with a tag, an attribute, or element data. A
nonvalidating parser ensures that the XML dataiswell formed but does not verify that it
isvalid. See also validating parser. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

PART: Program Assessment Rating Tool
PCP: Program Change Proposals

PDA: Personal Digital Assistant

PEO: Program Executive Office
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performance requirement: “A requirement that imposes conditions on afunctional requirement;
for example, arequirement that specifies the speed, accuracy, or memory usage with
which a given function must be performed.” (Source: IEEE Std 610.12-1990)

per sonalization: The ability for portal members to subscribe to specific types of content and
services. Users can customize the look and feel of their environment.

physical model: Translates the conceptual model to a particular RDBM S implementation.
PKI: Public Key Infrastructure

POA: Portable Object Adapter. A CORBA standard for building server-side applications that are
portable across heterogeneous ORBs. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

point-to-point messaging system: A messaging system built on the concept of message queues.
Each message is addressed to a specific queue. Clients extract messages from the queues
established to hold their messages. These messages are normally persistent and a client
can retrieve messages at any time, similar to email. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

pop-up window: A window that suddenly appears (pops up) when you select an option with a
mouse or press a special function key. Usualy, the pop-up window contains a menu of
commands and stays on the screen only until you select one of the commands. Also, a
type of window that appears over the browser window of aweb site when visited by a
user. Pop-up windows are used extensively in advertising on the web, though advertising
is not the only application for pop-up windows. Turn theseoff when using UNCG / DCL
online courses. A special kind of pop-up window is a pull-down menu, which appears
just below the item you selected, asif you had pulled it down.(Source:
http://web.uncg.edu/dcl/icampus/access/gl ossary.asp)

POR: Program of Record

portability: “The ease with which a system or component can be transferred from hardware or
software environment to another.” (Source: |EEE Std 610.12-1990) The level of software
portability of any specific product depends on two factors: the design of the product
itself, and the characteristics of the source and target execution environments. Software
products are rarely if ever 100% portable. Generally, the level of portability depends on
the target platform. Software that is highly portable to one class of platform might be not
portable to other classes.

portal: A web portal isaweb site that provides a starting point, gateway, or portal to other
resources on the Internet or an intranet. Intranet portals are al'so known as "enterprise
information portals' (EIP). Examples of existing portals are Y ahoo, Excite, Lycos,
Altavista, infoseek, and Hotbot. (Source: .http://en.wikipedia.org/wiki/web_portal)

portal page: A complete document rendered by a portal. (Source: http://www.oasis-
open.org/committees/downl oad.php/3343/0asi s-200304-wsrp-specification-1.0.pdf)

portlet: A reusable web component that displays relevant information to portal users. Examples
for portlets include email, weather, discussion forums, and news. The purpose of the Web
Services for Remote Portlets interface is to provide aweb services standard that allows
for the "plug-n-play" of portals, other intermediary web applications that aggregate
content, and applications from disparate sources. The portlet specification enables
interoperability between portlets and portals. This specification defines a set of APIsfor
portal computing that addresses the areas of aggregation, personalization, presentation,
and security. (Source: http://en.wikipedia.org/wiki/Portlets)
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portlet container: A portlet container provides a runtime environment for portlets implemented
according to the portlet API. In this environment portlets can be instantiated, used, and
finaly destroyed. The portlet container is not a standalone container like the servlet
container; instead it isimplemented as a thin layer on top of the servlet container and
reuses the functionality provided by the servlet container. (Source:
http://66.102.7.104/search?g=cache: 2wl 3P7ThX CWA J.portal s.apache.org/pluto/+what+is
+a+"portlet+container & hl=en)

POSIX®: Portable Operating System Interface for Computing Environments
primary key: An object that uniquely identifies arow within atable.

procedural language support: Procedural languages are optimized to efficiently manipulate
large quantities of data. Unfortunately, they are not very portable. Javais a useful,
portable alternate to these proprietary languages.

producer: A web service conforming to the WSRP specification. (Source: http://www.oasis-
open.org/committees/download. php/3343/0asi s-200304-wsrp-specification-1.0.pdf)

proprietary software: Proprietary software is software for which an individual or company
holds the exclusive copyright, and for which the license rights deny others access to the
software's source code and the right to copy, modify, and study the software. (Source:
http://en.wikipedia.org/wiki/Proprietary_software)

proprietary standard: A standard that is exclusively owned by an individual or organization, the
use of which generally would require alicense and/or fee.

proxy pattern: Provides a surrogate or placeholder for another object to control accessto it.

public domain: The term “public domain” describes publications, software, and other resources
which are not protected by copyrights or patents.

public key certificate: Used in client-certificate authentication to enable the server, and
optionaly the client, to authenticate each other. The public key certificate isthe digital
equivalent of a passport. It isissued by atrusted organization, called a certificate
authority, and provides identification for the bearer. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

publish/subscribe messaging system: A messaging system in which clients address messages to
a specific node in a content hierarchy, called atopic. Publishers and subscribers are
generally anonymous and can dynamically publish or subscribe to the content hierarchy.
The system takes care of distributing the messages arriving from a node's multiple
publishersto its multiple subscribers. Messages are generally not persistent and will only
be received by subscribers who are listening at the time the message is sent. A special
case known as a“ durable subscription” alows subscribers to receive messages sent while
the subscribers are not active. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

PWS: Personal Web Server. A web server program for PC users who want to share web pages
and other files from their hard drive. PWS is a scaled-down version of Microsoft's more
robust web server, Internet Information Server 11S. PWS can be used with afull-time
Internet connection to serve web pages for aweb site with limited traffic. It can also be
used for testing aweb site offline or from a"staging" site before putting it on a main web
site that is exposed to more traffic.

Q
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QoS: Quality of Service. Data timeliness, accuracy, completeness, integrity, and ease of use.
Refers to the probability of the network meeting a given traffic contract. In many casesis
used informally to refer to the probability of a packet passing between two pointsin the
network. (Source: http://en.wikipedia.org/wiki/Quality_of_service) -OR- A defined level
of performance that adapts to the environment in which it is operating. QoS may be
requested by the user of the information. The level of QoS provided is based on the
reguest, the available capabilities of the provider, and the priority of the user.

R

RAPIDS: Reusable Applications Integration and Development Standards. Established with the
objective of developing acommon set of software standards and implementing a set of
processes designed to build portable and reusabl e software. The intent was to reduce both
the time and cost of devel oping software for Navy C4l systems. This NCW effort was
merged with the Air Force's C2ERA to form NESI.

RAR: Resource Adaptor Archive. A J2EE component that implements the J2EE Connector
architecture for a specific Enterprise Information System (EIS). J2EE applications
communicate with an EI'S through the resource adapter. Y ou can deploy RARS on any
J2EE server. A RAR file may be independent or contained in an EAR file.

RBAC: Role-Based Access Control. An approach to restricting system access to authorized
users. It isanewer and alternative approach to discretionary access control and
mandatory access control. It assigns permissions to specific operations with meaning in
the organization, rather than to low-level data objects. (Source:
http://en.wikipedia.org/wiki/RBAC)

RDBMS: Relational Database Management System. A database management system (DBMYS)
that is based on the relational model or that presents the data to the user asrelations. A
collection of tables, each table consisting of a set of rows and columns, can satisfy this
property. RDBM Ss also provide relational operators to manipulate the datain tabular
form. (Source: http://en.wikipedia.org/wiki/RDBMS)

real-time: An operation within alarger dynamic system is called areal-time operation if the
combined reaction- and operation-time of atask is shorter than the maximum delay that is
allowed, in view of circumstances outside the operation. The task must also occur before
the system to be controlled becomes unstable. A real-time operation is not necessarily
fast, as ow systems can allow slow real-time operations. This applies for all types of
dynamically changing systems. The polar opposite of areal-time operation is a batch job
with interactive timesharing falling somewhere in-between the two extremes. (Source:
http://en.wikipedia.org/wiki/Real _time)

real-time (tracks): (1) Real-time tracks are generated by sensors whose delivery latencies are
sufficiently small to use in anti-air warfare (AAW). They form composite tracks for
situational awareness and are of sufficient quality to engage and fire on the target.
“Quality” is aweapon-dependent term. The key issueis the latency of the arrival and
subsequent usage of the track data. Periodicity is also a component of track quality. (2)
Pertaining to a system or mode of operation in which computation is performed during
the actual time that an external process occurs, in order that the computation results can
be used to control, monitor, or respond in atimely manner to the external process.

real-time system: A system in which the correctness of system behavior depends on both the
logical correctness of the computation and the time at which the result is produced. For a
real-time system, the system failsiif itstiming constraints are not met. “Real time” isnot
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necessarily synonymous with “fast.” The latency of the response might not be an issue,
and it could be on the order of seconds or minutes. But the bounded latency that is
sufficient to solve the problem at hand is guaranteed by the system. "Bounded” means
that the response is neither too early nor too late. In real-time systems, early can be as bad
aslate.

reference model: A structure that allows the modules and interfaces of a system to be described
in a consistent manner.

referential integrity: A feature provided by RDBM Ss that prevents users or applications from
entering inconsistent data. Most RDBM Ss have various referential integrity rules that you
can apply when you create a relationship between two tables.

relational databases (RDBMYS): A collection of dataitems organized as a set of formally-
described tables from which data can be accessed or reassembled in many different ways
without having to reorganize the database tables.

replication: Replication isthe process of copying datafrom one DBM S to another DBMS. As
data are added to or modified in a database, replication adds or modifies the datain
another, physically separated, database.

request-response messaging system: A system of messaging that includes blocking until a
response is received. (Source:http://java.sun.com/j2ee/1.4/docs/glossary.html)

request for information (RFI): Any specific time-sensitive ad-hoc requirement for intelligence
information or products. RFIs support ongoing crises or operations not necessarily related
to standing requirements or scheduled intelligence production. A RFI can beinitiated to
respond to operation requirements and will be validated in accordance with the theater
command’ s procedures.

requirement: A condition or capability to which a system must conform. Reguirements may be
derived directly from user needs, or stated in a contract, standard, specification, or other
formally imposed document. A desired feature, property, or behavior of a system. A
capability that the system must deliver.

resource adapter: A system-level software driver that a Java application uses to connect to an
Enterprise Information System (EIS).

RM1: Remote Method Invocation. A technology that allows an object running in one Javavirtual
machine to invoke methods on an object running in adifferent Java virtual machine.
(Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

RMI/I1OP: Remote Method Invocation / Internet Inter-Orb Protocol. A version of RMI
implemented to use the CORBA 110P protocol. RMI over [1OP provides interoperability
with CORBA objectsimplemented in any language if al the remote interfaces are
originally defined as RMI interfaces. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

ROE: Rules of Engagement

role mapping: The process of associating groups, principals, or both, recognized by the container
with security roles specified in the deployment descriptor. Security roles must be mapped
by the deployer before a component isinstalled in the server. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

rollback: The point in a transaction when all updates to any resources involved in the transaction
arereversed. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)
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RPC: Remove Procedure Call. An aternative to sockets that abstracts the communication
interface to the level of a procedure call. The programmer has theillusion of calling a
local procedure, but in fact the arguments of the call are packaged and sent to the remove
target of the cell. RPC systems encode arguments and return values using an external data
representation such as XDR. RPC does not trand ate well into distributed object systems,
which require communication between program-level objectsin different address spaces.
To match the semantics of object invocation, distributed object systems require RMI. A
local surrogate (stub) object manages the invocation on a remote object.

RTOS: Real-time Operation System. An operating system that has been developed for real-time
applications. Typically used for embedded applications. Thistype of operating system
does not necessarily have high throughput — the specialized scheduling algorithm and a
high clock-interrupt rate can both interfere with throughput. (Source:
http://en.wikipedia.org/wiki/RTOS)

S

SAML: Security Assertion Markup Language. An XML standard for exchanging authentication
and authorization data between security domains; that is, between an identity provider
and a service provider. SAML is aproduct of the OASIS Security Services Technical
Committee. (Source: http://en.wikipedia.org/wiki/SAML)

SAN: Storage Area Network. A network designed to attach computer storage devices such as
disk array controllers and tape libraries to servers. (Source:
http://en.wikipedia.org/wiki/SAN)

SAP: Service Access Point. SAP provides al of the information necessary for a user to access
and consume a service. Includes the logical and physical location of the service on the
net.

SCA: System Communications Architecture
SCDR: Shared Cross-Domain Resource

SDF: Service Definition Framework. SDF provides service users, customers, developers,
providers, and managers with a common frame of reference. Its structure and
methodology enable you to fully define the Service Access Points (SAPs) for the service.

SDK: Software Developer's Kits. A set of development tools that allows a software engineer to
create applications for a certain software package, software framework, hardware
platform, computer system, operating system, and so on. It may be as simple as an
application programming interface in the form of some filesto interface to a particular
programming language, or as complex as sophisticated hardware to communicate with a
certain embedded system. Common tools include debugging aids and other utilities.
SDK s frequently include sample code, technical notes, and other supporting
documentation to clarify points from the primary reference material. (Source:
http://en.wikipedia.org/wiki/SDK)

Sea Basing: Projecting Joint Operational Independence through the extended reach of networked
weapons and sensors. Capabilitiesinclude: (1) enhanced afloat positioning of joint assets;
(2) offensive and defensive power projection; (3) command and control; (4)integrated
joint logistics; and (5) accelerated deployment and employment timelines.
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Sea Shield: Takes naval defense beyond unit- and task-force defense to provide the nation with
sea-based theater and strategic defense. Capabilitiesinclude: (1) homeland defense; (2)
seaand littoral superiority; (3) theater air missile defense; and (4) force entry enabling.

Sea Strike: Describes the capabilities of naval forcesto project decisive and persistent offensive
power anywhere in the world. Capabilitiesinclude: (1) Persistent intelligence,
surveillance, and reconnaissance; (2) time-sensitive strikes; (3) electronic warfare/ and
information operations; (4) ship-to-objective maneuvers; and (5) covert strikes.

security role: An abstract logical grouping of usersthat is defined by the application assembler.
When an application is deployed, the roles are mapped to security identities, such as
principals or groups, in the operational environment. In the J2EE server authentication
service, aroleis an abstract name for permission to access a particular set of resources. A
role can be compared to a key that can open alock. Many people might have a copy of
the key; the lock doesn't care who you are, only that you have the right key. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

separ ation of implementation and interface: Services expose mission capabilities through well-
defined interfaces and provide reliable and scalable components

service: A serviceisany function that has a clearly defined interface accessed through well-
defined public access points.

service availability: The name and location of the organization responsible for the day-to-day
operational management of the service. Include operational point of contact information,
trouble-reporting procedures, and applicable POCs, tel ephone numbers, email addresses,
etc.

service consumer: The person, organization, or automated asset that makes use of a service.

service description: A short descriptive name of the service. Include a human-readable
description and the XML Qualified Name (QName) for the service.

service performance specification: The percentage of time that the service shall be available
over a specified period of time (typically one year). Agreed-upon maintenance or other
scheduled downtime does not count against total availability.

service provider: The person, organization, or automated asset that implements and operates a
service.

serviceregistry: Provides descriptive information about a service, enabling the lookup and
discovery of services.

service response time: The planned performance levels of the service (e.g., throughput, capacity,
or other applicable measure) expressed as a function of work units processed per unit of
time.

servlet: A Javaprogram that extends the functionality of aweb server, generating dynamic
content and interacting with web applications using a request-response paradigm.
(Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

servlet container: A container that provides the network services over which requests and
responses are sent, decodes requests, and formats responses. All servlet containers must
support HTTP as a protocol for requests and responses but can also support additional
request-response protocols, such asHTTPS. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)
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servlet context: An object that contains a servlet's view of the web application within which the
servlet is running. Using the context, a servlet can log events, obtain URL referencesto
resources, and set and store attributes that other servletsin the context can use. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

servlet session: An object used by a servlet to track a user's interaction with aweb application
across multiple HTTP requests. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

session: An interaction between system entities of finite duration, often involving a user, typified
by the maintenance of some state of the interaction for the duration of the interaction.
(Source: http://www.0oasi s-open.org/committees/downl oad.php/3343/0asi s-200304-wsrp-
specification-1.0.pdf)

session bean: An enterprise bean that is created by aclient and that usually exists only for the
duration of asingle client-server session. A session bean performs operations, such as
calculations or database access, for the client. Although a session bean can be
transactional, it is not recoverable should a system crash occur. Session bean objects can
be statel ess or can maintain conversational state across methods and transactions. If a
session bean maintains state, then the EJB container manages this state if the object must
be removed from memory. However, the session bean object itself must manage its own
persistent data. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

SGML: Standard Generalized Markup Language. The parent of both HTML and XML. Although
HTML shares SGML's propensity for embedding presentation information in the markup,
XML isastandard that allows information content to be totally separated from the
mechanisms for rendering that content. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

sharewar e: Shareware is software whose license terms permit free redistribution, but also require
that anyone who continues to use a copy must pay alicense fee.
(Source:http://www.gnu.org/phil osophy/categories.html)

SIAP: Single Integrated Air Picture. The SIAP is the product of fused, common, continuous,
unambiguous tracks of all airborne objects in the surveillance area. Each object within the
SIAP has one, and only one, track number and set of associated characteristics. The SIAP
is developed from near-real time and real time data, and is scalable and filterable to
support situation awareness, battle management, and target engagements. JTAMDO
Battle Management Concept.

SIMPLE: Session Initiation Protocol for Instant Messaging

single touch point: The portal becomes the delivery mechanism for all business information
services.

SIP: Simple Initiation Protocol. The SIP standard concerns simple call placement and is designed
to be easily expandable.

SLA: Service Level Agreements. A contractual vehicle between a service provider and a service
consumer. It specifies performance requirements, measures of effectiveness, reporting,
cost, and recourse. It usually defines repair turnaround times for users.

smart pull: Applications that encourage discovery; users can pull data directly from the net or
use value-added discovery services.

SMTP: Simple Mail Transfer Protocol

SNM P: Simple Network Management Protocol. A design style for building flexible, adaptable,
distributed-computing environments. SOA is the unifying structure in which the
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components of a computer, computer system, or system of systems are integrated. All of
its inter-component functions are defined as services. Service-oriented design is
fundamentally about sharing and reusing functionality across diverse applications.

SOA: Service-Oriented Architecture. Services enable access to data and application functionality
through public interfaces exposed to the enterprise

SOAP: Simple Object Access Protocol. SOAP is alightweight XM L-based messaging protocol
used to encode the information in web-service request-and-response messages before
sending them over a network. SOAP messages are independent of any operating system
or protocol and may be transported using a variety of Internet protocols, including SMTP,
MIME, and HTTP.

soft real-time: In a soft real-time system, the value of an operation declines steadily after the
deadline expires.

software license: A software license sets out the terms under which the software may be used,
and serves as an agreement between the producer and the users of the program. A set of
terms and conditions which the owner of the copyright on a piece of software conveysto
users of the software. Licenses take many different forms.

softwar e patent: Patents grant an inventor the right to exclude others from producing or using
the inventor's discovery or invention for alimited period of time. In order to be patented
an invention must be novel, useful, and not of an obvious nature (see 88 101 - 103of Title
35). The Federal agency charged with administering patent laws is the Patent and
Trademark Office. See 88 1-26 of Title 35. Itsregulations, pertaining to Patents, are
found in Parts 2 - 6 of Title 37 of the Code of Federal Regulations. Each patent
application for an alleged new invention is reviewed by a examiner to determineif itis
entitled to a patent. See § 1.104 of Part 1 of Title 37 (C.F.R.). While historically a model
was required as part of a patent application, in most cases today, only a detailed
specification is necessary. See 88 112 - 114 of Title 35. Software may be patented. There
are currently more than 4,000 software patentsin effect.

software unit: (1) A separately testable element specified in the design or a computer software
component. (2) A logically separable part of a computer program. (3) A software
component that is not subdivided into other components. (4) (IEEE Std 1008-1987 [10])
Note: The terms “module,” *“component,” and “unit” are often used interchangeably or as
subelements of one another in different ways depending upon the context. The
relationship of these termsis not yet standardized. In common usage, the term generally
denotes the smallest compilable software component, in the context of (3) from the IEEE
definition.That is, it can be compiled, and it does not contain any other software
components. See also test unit. (Source: |EEE Std 610.12-1990)

SOO0O: Statement of Objectives
SOW: Statement of Work
SPAWAR: Space and Naval Warfare Systems Command

SQL: Structured Query Language. The standardized relational database language for defining
database objects and manipulating data. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

SQL-92: Structured Query Language 1992. The SQL-92 and SQL ;1999 standards are very
detailed and specific. At the current time, no RDBM S vendors fully support the entire
standard. Vendors that claim they are SQL-92-compliant or SQL:1999-compliant are
actually only compliant to acertain level. The SQL-92 standard defines the following
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levels, which also apply to SQL:1999: (1) Notational; (2) Transitional level SQL92; (3)
Intermediate level SQL92; (4) .Full SQL92. (Source: http://dbs.uni-
leipzig.de/en/lokal/standards.pdf;

http://devel oper.mimer.com/documentation/ntml_82/Mimer_SQL _Reference_Manual/Int
ro_SQL_Stds3.html)

SQL/J: Structured Query Language for Java. A set of standards that includes (1) specifications
for embedding SQL statements in methods in the Java programming language and (2)
specifications for calling Java static methods as SQL stored procedures and user-defined
functions. An SQL checker can detect errorsin static SQL statements at program
development time, rather than at execution time as with a JDBC driver. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

SQL:1999: Structured Query Language 1999. See SQL-92.

SSL: Secure Socket Layer. A technology that allows web browsers and web serversto
communicate over a secured connection. The protocol runs above TCP/IP and below
application protocols.(Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

SSO: Single Sign-On

stakeholder: An enterprise, organization, or individual having an interest or a stake in the
outcome of the engineering of a system. (Source: EIA-632, Annex A)

standard: A document that establishes engineering and technical requirements for products,
processes, procedures, practices, and methods that have been decreed by authority or
adopted by consensus. (Source: EIA-632, Annex A)

stateful session bean: A session bean with no conversational state. All instances of a stateless
session bean areidentical. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

stateless session bean: A session bean with no conversational state. All instances of a stateless
session bean areidentical. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

stored procedure; A unit or module of code that executes in a database and implement some bit
of application logic or business rule. Often written in proprietary language such as
Oracle's PL/SQL or Sybase's Transact-SQL.

STR: Software Trouble Report

style sheet: A specification of formatting instructions that, when applied to structured
information, provides a particular rendering of that information (for example, online or
printed). Different style sheets may be applied to the same piece of structured information
to produce different presentations of the information. (Source: IBM WebSphere
Glossary)

subsystem: A group of itemsthat performs a set of functions within a particular end product.
(Source: EIA-632, Annex A)

supporting sourcetrack: A composite/collaborative track, a multi-sensor correlated track, a
manual track, or an INTEL-generated track that is the basis for declaring the existence of
asystem track.

supporting task: Specific activities that contribute to the accomplishment of ajoint-mission-
essential task. Supporting tasks are accomplished at the same command level or by
subordinate elements of ajoint force (e.g., joint staff, functional components, etc.).

Swing (JFC): Java Foundation Classes. The Java Foundation Classes are a set of Java class
libraries provided as part of the Java 2 Platform, Standard Edition (J2SE) to support
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building graphical user interfaces (GUI) and graphics functionality for client applications
that will run on popular platforms such as Microsoft Windows, Linux, and Mac OSX.

system: Two or more interrelated pieces of equipment (or sets) arranged in a package to perform
an operational function or to satisfy a requirement. (Source: Defense AcquisitionGlossary
of Terms, Jan 2001)

system ar chitecture: The composite of the design architectures for products and their life cycle
processes. (Source: IEEE 1220-1998)

system time: Represents the time standard used within the combat system, including the local
source of Universal Coordinated Time (UTC), a system-wide monotonically increasing
reference time, as well as other representations of the system-wide reference time.

system track: A platform-specific representation of an individual entity, identified by a unique
system track number, containing one or more track state vectors and uncertainties, as well
as associated attributes, attribute uncertainties, and datavalid time.

T

tactical data, other: Data of a non-kinematic, non-sensor-processed nature including
intelligence, imagery, voice, context information (e.g., commercial air and shipping
lanes, political boundaries).

task: A discrete event or action, not specific to a single unit, weapon system, or individual, that
enables a mission or function to be accomplished.

TCP: Transmission Control Protocol. One of the core protocols of the Internet protocol suite.
Using TCP, programs on networked computers can create connections to one another,
over which they can send data. The protocol guarantees that data sent by one endpoint
will be received in the same order by the other, without any pieces missing. It also
distinguishes data for different applications (such as aweb server and an email server) on
the same computer. (Source:
http://en.wikipedia.org/wiki/Transmission_Control_Protocol)

TCP/IP: Transmission Control Protocol/Internet Protocol. A suite of communications protocols
used to connect hosts on the Internet. TCP/IP uses severa protocols, the two main ones
being TCP and IP. TCP/IPis built into the UNIX operating system and is used by the
Internet, making it the de facto standard for transmitting data over networks. Even
network operating systems that have their own protocols, such as Netware, also support
TCP/IP.

TDL: Technical Direction Letter

TDS: Technology Development Strategy. Rationale and description of how the program will be
divided into technology spirals and development increments, specific performance goals,
and exit criteriafor moving beyond prototype limitations. Program strategy for the total
R& D program. Specific cost, schedule, performance goals, and test plan for first
technology spiral development.

telnet: The Telnet protocol enables terminals and terminal-oriented processes to communicate on
anetwork running TCP/IP. (Source: http://www.sun.com/products-n-
solutions/hardware/docs/html/817-6210-10/glossary.html)
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TEMP: Test and Evaluation Master Plan. Describes all planned testing, including measuresto
evaluate the performance of the system during test periods, an integrated test schedule,
and resource requirements.

tenet: Net-centric design precept.

time-out: A period of time after which some condition becomestrue if some event has not
occurred. -OR- The action of so doing. For example, a session that is terminated because
its state has been inactive for a specified period of timeis said to “time out”. (Source:
http://www.oasi s-open.org/committees/downl oad.php/3343/0asi s-200304-wsrp-
specification-1.0.pdf)

TLS: Transport Level Security
TPED: Task, Process, Exploit, Disseminate
TPPU: Task, Post, Process, Use

TQ: Track Quality. A numerical value assigned to atrack that represents the accuracy of the
track position. It is computed from data related to the past tracking performance.

track: (1) A set of detections, contacts, hits, or observations, generated by the same real object in
the environment. It isidentified by atrack number, and has intrinsic and derived
attributes associated with it. (2) A series of related contacts displayed on a data display
console or other display device. (3) To display or record the successive positions of a
moving object.

track kinematics: A track state vector that represents the best understanding of the entity’s
position and movement at a defined point in time with the objective of predicting the
entity’ s future position if it maintains a consistent direction of movement.

track number: The unique or aphanumeric identifier associated with a specific set of track data,
representing a vehicular object, point, line of bearing, fix, or area of probability.

track quality (TQ): A numerical value assigned to atrack that represents the accuracy of the
track position, computed from data related to past tracking performance.

track state: Smoothed position and velocity representation of an individual object, which
minimizesthe RMS errorsin estimates of the closest point of approach and time of
closest point of approach.

track, local: A track established within a unit based on sensor measurements derived from the
local platform sensors.

track, remote: A track established by aremote unit, or group of units, and supplied to the local
platform.

trade secret: A trade secret is any formula, pattern, device, or compilation of information used in
abusinessthat gives an advantage over competitors who do not know it or use it.

trademark: Trademarks are generally distinctive symbols, pictures, or words that sellers use to
distinguish and identify the origin of their products. Trademark status may also be
granted to distinctive and unique packaging, color combinations, building designs,
product styles, and overall presentations. It is possible to receive trademark status for
identification that is not obviously distinct or unique, but which has developed a
secondary meaning over time that identifies it with the product or seller. The owner of a
trademark has exclusive right to use it on the product it was intended to identify, and
often on related products. Service marks receive the same legal protection as trademarks
but are meant to distinguish services rather than products. A trademark registered under
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the Lanham Act has nationwide protection. See 8 1115 of the Act. Under the Lanham
Act, asdler applies to register atrademark with the Patent and Trademark Office. The
mark can aready bein use or be one that will be used in the future.

transaction: A set of input data that triggers execution of a specific processor job. Usually
mani pul ates data that may need to be rolled back to the original valuesif any part of the
transaction fails. Transactions enable multiple users to access the same data concurrently.
(Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

transport infrastructure: The foundation for net-centric transformation in DoD.
TRD: Technical Requirements Document

trigger: InaDBMS, atrigger isa SQL procedure that initiates (fires) an action when an event
(INSERT, DELETE, or UPDATE) occurs. Since triggers are event-driven specialized
procedures, the DBMS stores and manages them. A trigger cannot be called or executed;
the DBM S automatically fires the trigger as aresult of a data modification to the
associated table. Triggers maintain the referential integrity of data by changing the datain
a systematic fashion.

trusted path: A communications path where: (1) There is reasonable confidence that there has
not been any malicious alteration of the information; (2) The data are timely, meaning
they originated within a small preceding period of time.

TTP: Tactics, Techniques, and Procedures

tunneling: Transporting IPv6 traffic through |Pv4 networks by encapsulating 1Pv6 packet in IPv4
and vice-versa.

U
UCS: Universal Multiple-Octet Coded Character Set

UDDI: Universal Description, Discovery, and Integration. An industry initiative to create a
platform-independent, open framework for describing services, discovering businesses,
and integrating business services using the Internet, aswell asaregistry. It isbeing
developed by avendor consortium. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

UDOP: User-Defined Operation Picture
UDP: User Datagram Protocol

UFS: User-Facing Services. A software component that receives a UFS request from the portal. It
returns a UFS response that formats the content for display, usually in a markup language
such asHTML or WML, and produces visual output in a portlet.

UML: Unified Modeling Language. A standard notation for modeling real-world objects as afirst
step in devel oping an object-oriented design methodology. UML is defined by the Object
Management Group (OMG). (Source:
http://publib.boul der.ibm.com/infocenter/adiehel p/index.j sp?topic=/com.ibm.wsinted.glo
ssary.doc/topics/glossary.html)

unassociated measur ement report (UMR): (1) A sensor measurement that has been processed
by the originating sensor for clutter rejection and meets defined signal-to-noise
parameters, but has not been associated with atrack. (2) A measurement report from a
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single sensor that has not been successfully associated with an existing composite or
single-sensor track and which may be theinitial detection of anew entity.

Unicode: A standard defined by the Unicode Consortium. Unicode uses a 16-bit code page that
maps digits to characters in languages around the world. Because 16 bits covers 32,768
codes, Unicode is large enough to include all the world's languages, with the exception of
ideographic languages that have a different character for every concept, such as Chinese.
For more information, see http://www.unicode.org/. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

Universal Joint Task List (UJTL): The comprehensive list of tasks at the Strategic and
Operational levels of war. A menu of capabilities (mission-derived tasks with associated
conditions and standards, i.e., the tools) that ajoint force commander may select to
accomplish the assigned mission. Once identified as essential to mission accomplishment,
the tasks are reflected within the command joint mission essential task list.

Universal Navy Task List (UNTL): UNTL = UJTL + NTTL
UNK: Unknown (contact)

URI: Uniform Resource Identifier. An encoded address that represents any web resource, such as
an HTML document, image, video clip, or program. As opposed to a URL or aURN,
which are concrete entities, a URI is an abstract superclass. (Source:
http://publib.boul der.ibm.com/infocenter/adiehel p/index.jsp?topic=/com.ibm.wsinted.glo
ssary.doc/topics/glossary.html)

URL: Uniform Resource Locator. A sequence of characters that represents information resources
on acomputer or in a network such asthe Internet. This sequence of charactersincludes
(1) the abbreviated name of the protocol used to access the information resource and (2)
the information used by the protocal to locate the information resource.(Source:
http://publib.boul der.ibm.com/infocenter/adiehel p/index.jsp?topic=/com.ibm.wsinted.glo
ssary.doc/topics/glossary.html)

URN: Uniform Resource Name. A name that uniquely identifies aweb service to aclient.
(Source:
http://publib.boul der.ibm.com/infocenter/adiehel p/index.j sp?topic=/com.ibm.wsinted.glo
ssary.doc/topics/glossary.html)

USC: Universal Multiple-Octet Coded Character Set

use-case model: A model that describes a system’ s functional requirementsin terms of use cases.
Consists of all the actors of the system and all the various use cases by which the actor
interact with the system, thereby describing the total functional behavior of the system.

use-case survey: A list of names and perhaps brief descriptions of use cases associated with a
system, component, or other logical or physical entity.

use case: A sequence of actions, performed by a system, that yields aresult of valueto auser. A
set of actions, including variants, that a system performs that yields an observable result
of value to a particular actor. (UML)

user (security): Anindividua or application program identity that has been authenticated. A user
can have a set of roles associated with that identity, which entitles the user to access all
resources protected by those roles.

user agent: A system entity that is used by an end user to access aweb site. A user agent
provides a runtime environment for distributed application components on the client
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device. (Source: http://www.oasi s-open.org/committees/downl oad.php/3343/0asis-
200304-wsrp-specification-1.0.pdf)

UTC: Universal Time. Similar to GMT or Zulu times.

V

VBScript: A programming language developed by Microsoft that is similar to JavaScript. It is
used to embed code into HTML pages. It is actually a subset of Microsoft’s Visual Basic.

vendor: Any person, organization, or automated asset that interfaces with the information
environment as a service consumer or service provider.

VoiceXML: VoiceXML (VXML) isthe W3C's standard XML format for specifying interactive
voice dialogues between a human and a computer. It isfully analogousto HTML, and
brings the same advantages of web application development and deployment to voice
applications that HTML bringsto visua applications. Just as HTML documents are
interpreted by avisual web browser, VoiceXML documents are interpreted by a voice
browser. A common architecture is to deploy banks of voice browsers attached to the
public switched telephone network (PSTN) so that users can simply pick up a phoneto
interact with voice applications. VoiceXML has tags that instruct the voice browser to
provide speech synthesis, automatic speech recognition, dialog management, and
soundfile playback.

Vol P: Voice over Internet Protocol. a set of standards and technol ogies that allow voice to be
transmitted over |P networks.

VPF: Vector Product Format
VPN: Virtua Private Network

VTC: Video TeleConferencing. A meeting among persons where telephony and closed-circuit
television technologies are used simultaneously. Video teleconference communication is
multi-way and synchronous, asit would beif all parties were in the same room. (Source:
http://en.wikipedia.org/wiki/Video_teleconference)

W
W2W: Web-to-Web

W3C: World Wide Web Consortium. The international body that governs Internet standards. Its
web site is http://www.w3.org/.

WAP: Wireless Application Protocol. WAP is an open international standard for applications that
use wireless communication, such as Internet access from a mobile phone. WAP provides
services equivalent to aweb browser with some mobile-specific additions. It is
specifically designed to address the limitations of very small portable devices. During its
first years of existence WAP suffered from considerabl e negative media attention and has
been criticised heavily for its design choices and limitations. (Source:
http://en.wikipedia.org/wiki/WAP)

WAR: Web Application Archive. A JAR archive that contains a web module.
(Source:http://java.sun.com/j2ee/1.4/docs/glossary .html)

warfare system: All shipboard tactical systems and tactical mission-support systems, such as
weapons, sensors, command and control, navigation, aviation support systems, mission
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planning, intelligence, surveillance and reconnaissance, interior and exterior
communications, topside design, and warfare system networks. (Source: N00178-04-R-
2010, AircraftCarrier Warfare Systems Support)

WCS: Web Coverage Services or Web Coverage Server
Web-DAV: Web Distributed Authoring and Versioning

web application: A collection of components that can be bundled together and run in multiple
containers from multiple vendors. -OR- An application written for the Internet, including
those built with Java technol ogies such as Java Server Pages and servlets, and those built
with non-Java technol ogies such as CGI and Perl. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

web browser: A client program that initiates requests to a web server and displaysthe
information that the server returns. (Source:
http://publib.boul der.ibm.com/infocenter/adiehel p/index.j sp?topic=/com.ibm.wsinted.glo
ssary.doc/topics/glossary.html)

web container: A container that implements the web-component contract of the J2EE
architecture. This contract specifies a runtime environment for web components that
includes security, concurrency, life-cycle management, transaction, deployment, and
other services. A web container provides the same services as a JSP container aswell asa
federated view of the J2EE platform APIs. A web container is provided by aweb or J2EE
server. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

web module: A deployable unit that consists of one or more web components, other resources,
and aweb application deployment descriptor. The web module is contained in a hierarchy
of directories and filesin a standard web application format. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

web page: A document created with HTML (HyperText Markup Language) that is part of a
group of hypertext documents or resources available on the World Wide Web.
Collectively, these documents and resources form what is known as aweb site. You can
read HTML documents that reside somewhere on the Internet or on your local hard drive
with software called aweb browser. Web pages can contain hypertext links to other
places within the same document, to other documents at the same web site, or to
documents at other web sites.

web server: Software that provides services to access the Internet, an intranet, or an extranet. A
web server hosts web sites, provides support for HTTP and other protocols, and executes
server-side programs (such as CGI scripts or servlets) that perform certain functions. In
the J2EE architecture, aweb server provides services to aweb container. For example, a
web container typically relies on aweb server to provide HTTP message handling. The
J2EE architecture assumes that a web container is hosted by aweb server from the same
vendor, so it does not specify the contract between these two entities. A web server can
host one or more web containers. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

web server provider: A vendor that supplies aweb server. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

web service: An application that exists in a distributed environment, such as the Internet. A web
service accepts arequest, performsits function based on the request, and returns a
response. The request and the response can be part of the same operation, or they can
occur separately, in which case the consumer does not need to wait for aresponse. Both
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the request and the response usually take the form of XML, a portable data-interchange
format, and are delivered over awire protocol, such as HTTP. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html) -OR- A web service is a software
application or component that isidentified by a URI and can be accessed over the
Internet. It uses a vendor/platform/language-neutral data interchange format to invoke the
service and supply the response. Web services use a message exchange pattern that is
sufficiently well defined to be processed by a software application. Its interfaces and
binding are capable of being defined, described, and discovered by XML artifacts. It
supports direct interactions with other software applications using XM L-based messages
via I nternet-based protocols.

web site: A web site, website, or WWW site (often shortened to just "site") is a collection of web
pages. i.e.,, HTML/XHTML documents accessible viaHTTP on the Internet. All publicly
accessible web sites in existence comprise the World Wide Web. The pages of aweb site
are accessed from a common root URL, the homepage, and usually reside on the same
physical server. The URLSs of the pages organize them into a hierarchy, although the
hyperlinks between them control how the reader perceives the overall structure and how
the traffic flows between the different parts of the site. (Source:
http://en.wikipedia.org/wiki/web_site)

well-formed: An XML document that is syntactically correct. It does not have any angle brackets
that are not part of tags, all tags have an ending tag or are themselves self-ending, and all
tags are fully nested. Knowing that a document iswell formed makesit possibleto
processit. However, awell-formed document may not be valid. To determine that, you
need avalidating parser and aDTD. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

WM C: Workflow Management Coalition
WEFS: Web Feature Services or Web Feature Server

WML: Wireless Markup Language. WML is the primary content format for devices that
implement the WAP (Wireless Application Protocol) specification based on XML, such
as mobile phones. (Source: http://en.wikipedia.org/wiki/Wireless Markup_L anguage)

WMS: Web Mapping Service
WNS: Web Notification Services

wor kflow application: One where various applications and components must process data to
complete atask. For example, consider a purchase order that moves through various
departments for authorization and eventual purchase. The orders may be treated as
messages, which are put into various queues for processing. A workflow process involves
constant change and update. Y ou can introduce new components into the operation
without changing any code.

WS- Web Services Interoperability

WSDL: Web Services Description Language. An XML format for describing network services as
a set of endpoints operating on messages containing either document-oriented or
procedure-oriented information. The operations and messages are described abstractly,
and then bound to a concrete network protocol and message format to define an endpoint.

WSRM: Web Services Reliable Messaging. XACML supports exchange of access control
information using XML.
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WSRP: Web Services for Remote Portlets. The WSRP specification defines a web-service
interface for interacting with interactive presentation-oriented web services. It has been
produced through the joint efforts of the Web Services for Interactive Applications
(WSIA) and Web Services for Remote Portals (WSRP) OASIS Technical Committees.
Scenarios that motivate WSRP/WSIA functionality include: (1) portal servers providing
portlets as presentation-oriented web services that can be used by aggregation engines;
(2) portal servers consuming presentation-oriented web services provided by portal or
non-portal content providers and integrating them into a portal framework. (Source:
http://www.oasi s-open.org/committees/downl oad.php/3343/oasi s-200304-wsrp-
specification-1.0.pdf)

W SRP service: Presentation-oriented, interactive web services that can be aggregated by
consuming applications. (Source: OASIS WSRP Specification 1.0 Glossary)

WWW: World Wide Web. The World Wide Web ("WWW," or simply "web") is an information
space in which items of interest, referred to as resources, are identified by global
identifiers called Uniform Resource Identifiers (URI). The term is often mistakenly used
as asynonym for the Internet, but the web is actually a service that operates over the
Internet. (Source: http://en.wikipedia.org/wiki/World_Wide web)

X

XACML: eXtensible Access Control Markup Language. An OGC-compliant interface layer that
runs on both C2PC and COE 4.x.

Xalan-Java: A XSLT processor made by Apache.

Xalan processor: An XSLT processor that is part of the Apache project. (Source:
http://publib.boul der.ibm.com/infocenter/adiehel p/index.jsp?topic=/com.ibm.wsinted.glo
ssary.doc/topics/glossary.html)

XIL: XIS Integration Layer
XKMS: XML Key Management Specification

XML: eXtensible Markup Language. A markup language that allows you to define tags (markup)
to identify the content, data, and text in XML documents. It differs from HTML, the
markup language most often used to present information on the Internet. HTML has fixed
tags that deal mainly with style or presentation. An XML document must undergo a
transformation into a language with style tags under the control of a style sheet before it
can be presented by a browser or other presentation mechanism. Two types of style
sheets used with XML are CSS and XSL. Typicaly, XML istransformed into HTML for
presentation. Although tags can be defined as needed in the generation of an XML
document, you can use a document type definition (DTD) to define the elements allowed
in a particular type of document. A document can be compared by using the rulesin the
DTD to determineits validity and to locate particular elements in the document. A web
services application's J2EE deployment descriptors are expressed in XML with schemas
defining allowed elements. Programs for processing XML documents use SAX or DOM
APIs. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

XML schema: A database-inspired method for specifying constraints on XML documents using
an XML-based language. Schemas address deficienciesin DTDs, such as the inability to
constrain the kinds of datathat can occur in a particular field. Because schemas are
founded on XML, they are hierarchical. Thusit is easier to create an unambiguous
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specification, and it is possible to determine the scope over which a comment is meant to
apply. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

XM PP: eXtensible Messaging Presence Protocol

XPath: XML Path. An XSL sublanguage designed to uniquely identify or address parts of a
source XML document, for use with XSLT. XPath also provides basic facilities for
manipulation of strings, numbers, and Booleans. (Source:
http://publib.boul der.ibm.com/infocenter/adi ehel p/index.j sp?topic=/com.ibm.wsinted.glo
ssary.doc/topics/glossary.html)

XSD: XML Schema Definition. The W3C specification for defining the structure, content, and
semantics of XML documents. (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

XSL: eXtensible Stylesheet Language. A standard that |ets you do the following: (1) Specify an
addressing mechanism, so that you can identify the parts of an XML document that a
transformation appliesto (XPath). (2) Specify tag conversions, so that you can convert
XML datainto different formats (XSLT). (3) Specify display characteristics, such as page
sizes, margins, font heights and widths, and the flow objects on each page. Information
fillsin one area of a page and then automatically flows to the next object when that area
fillsup. That allows you to wrap text around pictures, or continue a newsletter article on a
different page (XSL-FO). (Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

XSL-FO: eXtensible Stylesheet Language — Formatting Objects. XSL-FO is alanguage that
specifies the physical layout, coloring, and typographyof XML documents for screen,
print, and other media. In thissenseit issimilar to CSS, but it is more powerful and
flexible, particularly with regard to pagination and scrolling. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

XSLT: eXtensible Style Language Transformations. An XML document that controls the
transformation of an XML document into another XML document or HTML. The target
document often has presentation-related tags dictating how it will be rendered by a
browser or other presentation mechanism. XSLT was formerly apart of XSL, which also
included atag language of style flow abjects. (Source:
http://java.sun.com/j2ee/1.4/docs/glossary.html)

XSLTC: eXtensible Style Language Transformations Complier. A compiling version of XSLT.
(Source: http://java.sun.com/j2ee/1.4/docs/glossary.html)

XTCF: eXtensible Tactical C4l Framework
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